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(ABSTRACT)

While the informatization makes knowledge society, it has been caused to negative
effects such as hacking, virus propagation, illegal intrusion in information system, cyber
crime,

In this paper, we consider current status and problem of information security, trend of

information security system. This is helpful to design of information security.,
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o, 4% IDS+ TCP 2A 715& 7ML FAAEE ALd7| e 2]

IAGAE 3t7] Al B Ae digol we3]

® HIDS(Host-based IDS) — @Y AlA4H (Host AFEDAIAM dojuty e YdY &
TES AN IY 2 s A EE DS

@ NIDS(Network-based IDS) ~Network/dollA doju= 558 74N FY Al
& "X 3= IDS

@ THILE - ALY 2REH B35S AAT Y A=E €43= IDS

@ Hybrid type - HIDS* 4] 3} NIDS®#H4] 9] &% deje] IDS 5] ok

(93] IDS7F |8t e e x]ol mhel #A3 RolH4].

.» DS Server
. % Management Console

Attack

:ﬁ

Host based IDS

Mult-host based 1DS

(38 3) pse| THx

2.1.1 IDSS| 22X
IDSe] Bole A9 AL "2 L02 JEEHAY Qi EXw stsEy oW
oy gL P, FARE TEIEHE FHE YrldE olEl e EAo] QU
EF MY 7w A S Yoz d3sd due FFL X8 4 Uy, B
= 07—%«1 WEE X377 4A g2 @do] Ao
. IDSE 71EY FH A FAR sbEste, oo didt sl AN o7 A A
o] H}i IPS(R A Al 28 ) o] o},
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2.1.2 1DSe| &xy F0|

A7 DSY AEL 7A$ el 200709 Y 10ei7he] on) WEHT 7|3
e BotA Aol AEsojol i 53¢ AU Ytk

(B 1>e =99 F0 DS AlZ FRolT{s]. DSY A% FE7 F7hsle Ag
& 4 3l

(1) =2et I Dse| AlZ TR

+ 1999 2000 2001 2002 2003 2004
= 94 1157 2342 3508 4435 5191 570.1
($ millions)
e
- 19,300 38,662 49549 62,937 79,000
(W 9ol
2.2 {PS

IPS(Intrusion Prevention System, ¢ %A A2 & 7o IAYE AAYH FA
of o]& MAIZOZ AdstE olEu FEYH HIAAHlE ¥+ Utk
DSE 7129 FH dd AL /H5SHAY, PSE 553 IYLAL 75
o oolUz), Ed®e AW £ don, ¥ FAY FYL e AHel U
PSE 24 AIYHE gohl MEHI J28 71716M £48 §Fo] olF4A
A G, AE0 T 7 2AE HPo2A IRE FAATE B EF 40

b

£ r\r

IPSE 45790 wol Adel Wahdoly Dsshe 9 AYFEALG Ad A%
% slss 43H07 A% gAsE 5 J5ol A Adelnt

221 IPS EX
IPSE vlo)3l A Yoluh BHAQ/BAMU A AHEF 7 (DDoS:Distributed Denial of
Service) 5¢] H]AAMAE Ol ol AAIZTE WA FA| AFALHOZ HHEF 2HE FHIH

L Ao A wraloln} IDS9} APE A 2=t
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i oﬁ

8
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@ DoS/DDoS T3 2& FAE ADAIZLZN Het qlxalel EYFY Je
A A gt
@ FHA g ZAR A 225E FIA £ $FL A
@ A2 TCP M 715 Y TCPol AHA ¢y TE EIH(IP, TCP, UDP
) = it
IPSE DSl Hl3l| 7HASZ M vl Holny, o 7ix9] AHolxE 78 &y
" 715ES ZFI Slojok IPST; RE £ U7t g J1Fo] AP REE
th & S0 IPSY ¥, ulojy A At WEYT Eg® 2H S9] 7|507 Q& v}
ol HE, AYXE, IDSE BF 9zHe] 7158 Fristd IPSEY RE F U= A
F22 vbg £ drkE 2loloiel].

222 1Pse| sixf F0|

Zhd b7 RE = B GAE FAHOE IPS AlEo] 2A1H7] AFHAYT, A
o dg AFol o= A= ARE wet Algo] BAIE H7 glon, B3] [PS Fu)
TEHIPIE(COILFTA 7 2004 48 Al PO ZN 714 Aol A71A HYch

olgF IPS= 71 Al S £ SAdA(SKEHFE. KT 8713 (=Z9,
2, A, sht, ol 5)8 FAHeE AW EE Y odE FAot

Holut ol FF8HAM 8 AJHel M= IPS7F 7H4 &= 0] wro] tigre @ B
&3 AeH6][7].
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2 A2z} TL M (server) 9} EAL STHA AlLate] viA = WA S F 3 H

2 2187 B2 MuoA WA E dgdch (3d 4 Wk A

231 wajsle| 2HH

uralbe e grel 83 AU R AASY AAE A, FA 7Nt A
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oity w3t A EHF F UESLA Alold EAEH, 52 EdS Aok 3
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@ 42 i AR FHE 4E 5 U
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- Imernet social engineering attacks

N 1990
High Sniffer *
Packet spoofing 1991
: Automated probes’scans \ 1992
g 3 ﬂllmudu tools 1993
% * Au!nmnled widespread attacks 19984
? : Widespread DoS anacks ‘ Exacutahle code attacks 41998
g Widesproad antacks an DNS |nf¢asiruclu|e H 1996
8. 3 Stealth-adw d N
¢ Windows based remote cnnlrollahh Tm;ans 1997
‘g : (back orifice) £mait propagation of malicous code
X Distributed anack tools % 1988
2 . D0oS Attacks
€ 1998
-
g_ Increase in Worm 2000

- Sophisticated command * contrel 2001
P \ 2002
LOW . - P e o -~ . . N RO 2“3
Low Attack Sophistication High
(12 6) UIEYT Roto] B A&
ST HE R T T E /2003, 7.
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TE B FAE OdE AYY dew FAolzte 3 Wi ds #dd,
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g 2Ae 98 = Utk
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A UELF 7150 A3 LEE AFHES 2T AMYS IAH SAE APYE
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® 7H% MENZ-7b A WEYD, 5 APo] 935X 2T 20) PHE Dol
ZAss PP UEARS AW Bbe] Qo] =g BAHU, o 2R WE
435S AFHOE WA 4% UL JEHA ALE AT PR WEATelE
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47 %S ARE W4T £ AT
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Bt A2 F8 Fgol B8 7 13

F2% o2 TCP/IP "i/ldsE 8337 % A USSE, Host B8 HJRE 2H
T $£A87] A% ZZEZ)E AAAIE Aol Fou, BF APE HHsH, IPF
A5 AF s =Y, AMd JEYI diF FE glole ¥4 Al &l 7be

ok Mgaty] gRo] FH dE L3 Fol B B4 ul¢ AR

@ AP HZ 7Hs® MACTAE 71835td d7ld] 7|58 MACF L ol99 ¢&
2M A Fte] 9@ HE5E AGILE AAsE Aotk AAE A aAFHoH

® SSID(Service Set Identifier)s= Q] o]§2 2 1x32 HFI AE ¥t SSID
= APS} BA @ Z2o|dE BF JEHOSZ anyZ MAHO Ao, obFd HAHL
A geod 7BHog Hio] shHedith SSIDE ARG Y = 8=
dl, SSID7} APolM BREAN2EH7] o AUHE ofF YAHAM AL
SSIDE 2% k&7 WEolth

® WEPE o] &3 ¥et 438 %t

I3} WEP(Wired Equivalent Privacy)= A% UZ& AlF3A 7] B AP
= ZPHoAEE UAFY F doy FEHOJEE APE & gk gty 34
A7t APE o8 MxstE 7% oldl did HQ o] glow, WEP7IE F7132
2 wAsA P31 ALY A AUdoer ¢IsE ANE glojd & Ut HE
WEPE 408]E 9] 718 A F30, 64u]E o]3te] WEPFIE A ¥ 7§ 30& ol
E35.37t 7hs st

@ XEE S APHZE Aule] BEiolth A A FHES BE v /Y AR
of olg|g Aule] BAL AR ¥l F&HT 7HeEA ¥

o}

olN
% off

252 M UEYT Eoto| #X F0|

a1 M2HIAEHA(F)7E AL AFL BZE M T4 MENIY EAY
HFHL A2 £ UAE HA 9F F7YEFS A FHL dow, APE T3 ERA
L2471 AR gel H2¥ & 5 E Adar Jo19]

2 YEYAE B HAHl B2 FAZ ZTIZEF A9 H JiTE AAE
2 zZx12 A Ao Aol EAP(Extensible Authentication Protocol) 9} 802.1XE °©|&
& AF Axdoltk orlelA EAPE FAH UEHAY Eo|UES RADIUS
(Remote Authentication Dial-in User Service) At 7+e] EAIE 7}53A 8l T2EF
oln, 8021XE EE| & HIE FAse TREZFoITH0]

- 355 -



14 HHMEHE XBE WXE B338(2004)

3. AE 9 ¥ A7

B =AM E AE Ho F 249 ofo dig tho] RE2FS AWEy H
H HekS 37 93 "ad Ao DS, IPS, W3y, vlolg A o] gz 24
A3 FMAE 71estdth EAY FAE IPS, Wby, I3 dlolal A o] EFHE
Bt A2y F&& A3ety Qloh B8 T4 JEYIY e AHgo] F7tH T Q7]
o Fol FAH YEYAN g Boate FA A o] thE B g E 74t

FFoE 7z 71l AT EFAHA A Bk Ao daf AFE F Aot}
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