FhD B Mo WM, 2013 2. 28,
AN LIBORRAER

OqAdEA gasdd 3% 9+

A Study on search and seizure of digital evidence

DR MR o
Park, Bong-Jin - Kim, Sang-Kyune

g #A
. 2HH2|

1. AfO|tHHE|of AlE)
. OxX|EsHe &5+ 2ME
V. CX|EEHY ot M HauE
v, d o

ZIEXR

Aol F ol A A 2HF Aol P FAH thS2 Ale|wHE
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THI B, ®19R EIR

AT /NI yete] Aol E &Y Fo|E AWEIA rh Alely
MEE ARA, 714, AAEH, UEHIY &Y, 53] dAYez A4 +
Ab R FARPEAA Qlof, i A ZelelwAY BHE T wE ¥3
ofgi&ol WAL, FH3} AE} HopstAM FFE APY FRE YAL
FAM FAZA B F8F 8L 332 Aok 2011718 FEHY 201211
78 AdsE ZALEYELS dAESAN dE dFFAAEE HEY 73
L2 AANT 2y gAEFAY dFFAd e REAA A
8 el I FAZAPEEF FATYS B FEYE ZAZFY HA
R O BE oldl| th¥ FA YA AALF(EEUY)S AAS 2ok

FAo| 1 Aolu9a, UAYFA, TR B AP, YFFHAE, 3
AZAPPESH A

| . 2HH 7|

AEs AS|oM AR BFo] O HAY AP} Wl &gl wa
ol #d ZFe A¥LL, A gAY AFAt AT Hsrt
AXA =HAch ol o) AR Aoz &dd £ AU, EE UAMYOY
PAY SOl A3 FEI FAAAY FELE F oW, A dyL
FEE A RAothh) UM E 19959 HULENP S T3 AFEHS
ol A s7] AT Reg2A 19908 FHolF EHHOZ 5% Aol
o qAF}7AE wFE FEo] ANk old AREE FRFAPEE NA
of Aol B8 #AS AASFUL AMAG ool AtelwyHe] oA
371 1% 718 e =AY AAE A "2 28y, A AENE
AFE & delle] A2 A7 QEYel FEAE F e FAF A"

1) s{del, "Alolwig o] A% ", "Folys, A27E, 2000, 663
2) | AE, "Atelu{g e FE} AP, "ABFAT, MW A28, 2011, 196,
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CIXIEEA Aol &gt H7

Aol thal FE3 dustn R FEiM AUAD 4 AEE F&8
AFHAT g7y ol F Aol dsiN FHY AE7HES AU FA
H J8A9 9UE YA A HFAHA A FAAE, & A, A,
‘AYFE, Q71 ST FEsH] FAQA deisest FAAT AFHLEHR
AEA A QEYeR Q3 Q7% AV ZRHCR AFHA ¥ A
M2 P FASS AME W g Agel A AU FRA

£ AIFOEN A HAAERY o712 ZAFE wAE AFEHE A
Hole Zoelghs B Wi A FFEHY 2843 Hde T AFAA
HEE FE AFE 9E ded, 2 7ed st AFEH 5% B
RAREN7EY TEE 343t Al FUrdne Aoty HH
Arggel Agol sH&sigel we FFEHAY W/ 534 HEA Y=
TA2AYS AL 2 AR7Ee] FAREAN T2 TAZ &
HE Al MRSAT A2, olgd AAFAL FHEA AR FAHY
AHE F4aA @ Axol 2 1y dAEFT AN A drd
2 g5 dido] FAEC) ozt FAEQ HRo|p, Fo2 Ho|A] o
o} FAL AU SAL 7] oFT AREZEE FFE 750l Wol o]
A8 ZA7 AR ARRd g @7 o¥t. WYERE FZEH= S
A2 $d FAAA ASE Aok FA7F WPo] ot Rl WEA YA &
on] e Rl BAHA A& 7HEAel gom, tERFRG WA A=
Slol SRsEd B AIZa ko] RsH, FAHSHAANAN 289 7}
40 Eol IRE HE3hed 5E &l Hadn, fFAEC vy 4
A BAY 7540l ot Abdel AEe REZAJL WSt B AL B
E olF 3 Ut A4E gk g o YAEFAY A4 A7
FFFAATE vhbEE Ao YRS

3) A, “Alolu¥ e A4, "¥AAA, A19W A23E, 2007, 109

4) A, “Atolu g3 o] th3ete) ¥ A", "AFATFEA, A1E, 2007, 171E.
5) 43, "ARZ AL FAFH FAFA, AF AR RAH, #2935, 2007, 1289,
6) 244, “dEAYe] FApdS AL, (HAAY, A22PA1E, 2010, 7. 6.
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II. AOIHHEHZ[2] AEH

1. Atoluix 9] /g

AbelHHEF = BYE &5 #Q3] A3 AFEIeY AHE YeEE
8019 3htoltt, AFEHH(Computer Crime), 3te]el 28 = (HiTech Crime),
382 ABAIAYH (information-age crime), & F3 olgjd AL Bd
7] 98 AMEETED AFEHEIE HUsE L0424 FFHE Yaes
AAY FEoE s Y3t WIHYAE T Q7lde AFHERZZ,
Hole e BAYs A FFeLuo|, AFE D WA AFEY 74, A
TrEi FAE AL WA AR 52 B W, SYH3A FFHALH FH

F Sojaly & & ks

/\}°1‘ﬂ‘§§]“ Al F7H A A HAH A HEj At tiHglel HFHE o
&3t AEgoEn vagS AYAS 7 w2t Hart st ¥
TARE A3 & & 92 el dFA oY IDE =431H g3
A9 A gE BASE £ kY =@, Ak 37k Alekg @A gy
UANTE WY AYME AT & Qi o2 AF A7 EAE Y9
Ast WIHTPFL BUX, T IV HAEHA HeE HIHE WHFA)
o AE vehA A0l0 JE2 FAFEHIZIIZAE 53 NS,
Hlolg{ 2A1a /! (X, A3} 2L AlWEAE 1k FEAQA A4 7)
=< 73T Yojof 7Hed ¥H s} Y RRo|hll

Ato|HF 7 M HolA e MAE FATTAA dojus ¥R HF3

7) AL, Aol s} A", "PFAT, A6, 2009, 11, 1979
8) 488 - FYT, “Alo|HZ LM HHATA LY MG o J o ¥ A", "¥F
AR F=H, AW AE, 408
9) ZEH, "Alolw g AN AN, TFARRAT, A423, 2000, 417,
0) BA%, “AlojE o] Y BEHA FANE it B3 7", FIPFEHALRY A
373 FARELUR=ER A15A A28, 2007, 12, 1419,
11) A48 - #F7, AA=E, 47,
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CIXWEA ol #gt 37

02 & ¢+¥H (hidden crime)7t HAVEL Yvhid) SHE Fate AHol
U 7IdEel ANEY o|mA&AdT AARAFNY FA7F kEHE S
$H3A g E 19ty AAAeE HAsEe Aol A7 HEC
HAEAZ =259 E 457 A0 g3y, 82 AFHI MENISE
I JHYE 58 AFE 293 AoHFE 4T w2 53 vholy
29} il & NAIAFEFTS A2He AZ4" BE AFHY AES
Y3A FozA JFANE vhAdE AAE ZAE ZHs] AEHF
AN E of7| g} 1)

2. Atolurgx ¢ 53

Aol e FYO2E Alo|HEZFHFH L iR E dEd 2
o] ol & gith &7, volHx frE} o] Ix9 7|EeFHY 847t E
#so] AuFAGAA) g FHAPAE FA olFoAE A2 AlelHEH
ey &o ANGAD AP, Z2IJEYER], BYPAIELD, AIA
HYs) 53 o] Alo|wFzie] A £Po2 AMRHE £3¥& Gl
WHAE pRETHS

7L AtoluiEl 2 H

(1) 33

87 (hacking) o1& €} AFE AAde] Foz IJYsiq 58 F
HE wUAY AN2YE B PUE TR0 £3 AW DDoS
343 @A F771Y g3 A2d8d & 9E AlelHEH Y M 3E

12) 74z, “AlolugHol di@ A9 FAGZL”, "YRAT,, YRS, 2001, 4059
13) $A, AAEE, 1779,

14) A, “Alolwigiz o) dA", TPAMEA, A19A A28, 2007, 132

15) 7&A Aojuielz] ti3AH, 2012,

16) AYE, “ARYHS A%} ATH AL, YA RAT Y, 1998, 617, ALE.
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I o, E19R ER

& FEoE FEHI Atk BAIAY EAFA Il AAA- ZAHF
BAS A 34 FYSL, duF TS oAU AR FRAY &
QoEE o] &HL k1N

(2) DDoS(ZAA B 2ARFH)

DDoSE42 #HE AlES F&S vHAFLZN B AMEEdA F
S FEE F 03, HyEH A B2 vl go] A2HR Yoo fejFe
2 A gents ZH WEd HEAAAE SESHQ Alo)wH Y
TEHOE J4HI A

(3) FAH=Z=233Y

Hlo| 2| A A st FIARCIZHN AFEH o) AYHE el YT
€ WEde Y9% AFEEY F ARSI E AT & B9 AFH
o} TPl AEHYE AR Ve vlo)YHAE AR J2 &
ol a1F3t7] WEo|chs) FHYE2 7P S vlolF A, Y, AHFT, BYAQ
2uolgo] & BF EsE Mo ANAHL ssAY 23EL o
O3, olvldely #Ug AFOE §231A st HE HAL uR Ev)
PCE 53] &, Auiul, vloj3i~ R8I 53 2 ¥y J7E s=ds
gedd.

(4) 94

Y (phishing) | & F§71%e]ut FREANNN 2N 59 ABEH o)A S
wEo AN LS B o|SZ sl HAFH0|ANE HEHES @
T AG7EME ARRE 5 YHAES so) AALEE oy ByHo
2 g8k A714g ol Th)

Hol2 WYL PAYS HHE A/Hok: AU A|ESAN Ysd

17) 84 - 719, Aol AL, AFd, 2011, 179
18) ZHE¥, At o FAF A", TYARFHAT, M427, 2000, 509,
19) 289, "Alelui¥gH ANdiAe] EXAds A", "PARA, A199 M23, 2007, 4%,

- 192 -
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NAREE 7122 Wao] o TR L, ogd Mol Ao st BE A}
gSol WHE U HE vk 22 BAL Moz WY T ‘T ¥
F'¢ J2aE WA} 28T Uoke Yol

sPuN HYUHE TUAo|Ed] FTZE ANSAL, AR
Boad AE oME, 2872, AY okolY $A $¢ W72 o1F, 7Y

=935, ANE, D, HAYSE YohiE WA Bol Yojrkn Utk 7
0% BEY MANEY TEARE A|NAL, 29 LS, EATNE
# AANGIHRE 2§71 A2A27A BEASA g

0’((\1 ox oft alo

(5) 24w d

29| (spam mail)o]& FAA7L LA = FUE FYBHOE Wy
o] A4sts dde Dote, AAMY(unk mail) I L (bulk mail) ol et
IE gk AguAe FAFEZY R AR FZe) tiE A RA of
Ug ARG 13549 AHUHA L&A oddte FEE TAMFE FR
g A olud ArxouiAde JZ B & Utk APYIE JHF
A Qlxale] wed] wet AFA A WA vk} B2 AR, K
2L E8A olFojAE WHE Agud T AME YHE FAHT B
oma} AAAR BHg FHAE AT JAH DDoS T4 A A=

$3x9 Fozr $L57 Aot

SR AEELERS

(1) Aol AEZ)

A|HAEZ] L AUENTS olgsle] st o)FojAok 31, FEAH
U Bokzte gutats 3197} Qlolok &u, ol e A%t HAE 2304
Astejolnt APE £ Qo FAHOZE e dHET Fus Aol oY

20) R, “AloluiuHe) YAk T L A", (Tt A0 AL, 2009, 2029,
21) 7454, "Aloluieiz AuFAe) EANT A" (YRR, A19W A23, 2007, 438,
22) FIVLHREAQATL, Al RHEAL, 207,
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TEI BN, E19R ER

2 Y HHYASL ARF] ERHog dse B47t Bk FRFA
HHA Al AERD S HAZ Qs B2 T AR S st
A= WES & Atode P A (MW3Z), B B9
= FUGEEAH(ABILR), HAE AEste Afde FEFATHY Aoy
FAEH(A0Z) T2 AEE £E U

(2) AlolH & 3E

A ES 20079 39 mMAERY Al EdE HIE L 2T
OELIAE Aste WE9 ol52ed B3 ¥ (Child Crime Protection Act,
1998)0] @ BHY A& sty BT QLTS FA Yo
il BH ARKE AT AYS Avsddes BAE Fa ¢F U9
Aol FZH3el SdE e ARAYY dSL uh$- YE Ao AHHoI D)

APl A fEEHE STEY WEE dAZ FAHA AFAZ) opd
43 HH, 9712 523 317, oA AHAE 4A AZE olrt
Z7AHE A3 A 2R Aok LEEA STVE S dEME ¥
B ST, TIASTTIE Agaty, 2PAY SHE FEH Y EHEFIW“
AEFATYY SHE FEHZ A3y

ﬂl

(3) Aol d§&

AtolwAlA S] vl A T8 AFE 298 & e 75 9E
o, Bl WE updoly} dojEH e HAANAG: HEE HA ¥ FER
Bol dA%. 28T oy} 81 IDE 4 SHES B 5o o
Hog Bl HdE ﬂl 3= AfE AAYTH Ve HaiEy
AT BEENT)EEA W ’ﬁiiﬁ ol B WE M Mgy AAT,
289 A4 Azl 3101 "ol 278t

23) A, "Ml e defg Y 2 Wi A", "Fge, AoA A1E 2009, 2039
24) ¥, AA=E, 738
25) ZEO, "Ml g FF FARES B, THFA R, 139 53, 2011, 244,
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CIX|REAH ol g (37

(4) Aolei =2t

Aol E ol AllME NN YR ABE AT $AYe) N3t B
432749 2& ATAYY SEHN- 2D 5
£ 799 T2IYdL o8F EHYUS THU®)

20083 108 EeHIoIE Al AAuAAE FAA, EoAtel B
YA UE, FAZHELFo] WA T4F Aol BARRE, o
52 B2 (deoh D 300 YA FAH(ZHIPCT) P Aoluny)
A 2 ATHNHE o8, BYoE UHY TUAIEY FuAY $& &
S A71AA SRR POLE 24, £ebel=s) AeldriiE @
A BFEA £4d9) MYIAY dAAE S5 FA, SHUPCYT R
B3} WEeE PHOT Fug AR £o49 olde BA%T Hukn

3 of 01)"

ﬂ-EL

(5) AbolEA}7]

Aold A BRE ASBSe) BsE WHA HolEde) ¢ WA ¥
S0 AllHAlE AAYADS DA Al|MTTNN ol FARE A}
49e & $3S TIUD AN SolNe AvARI) BY WE
(o3t AAYAAD) ANE Alo|H&BEL ot AR AQo) B8 A
AN SABAYA ATE ATAHT YT, HAFTELE TG 297
29 5 2ARAG) dalA AuAtAe] Y@ 2 BEAS Bds] B
5 uEse Yol At

3. Atelvi xS AF

Aol el AZ 537 HAASFT 2007d% §T8HAZ, 2008 =
1396d 7, 20099 %0 16“}47*‘173_ 2 3Es] Ftsichz 20104 =9 12
A, Ads] 01190 1196AAP00 2 FAFAE BolXL AU

26) RAQF, "AelHEH F3,, WERITe, 2002, 7547, UL
27) A, “AlojudHe) deisk T 2 A3H”, "FYys, A10A ALE, 2009, 2059,
28) 34, AAEE, 2447,
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(& 1) AlO|HZE|2| &2 5%

2007 88,847 78,890 17,671 14,037 71,176 64,853
2008 136,819 122,227 20,077 16,953 116,742 105,274
2009 164,536 147,069 16,601 13,152 147,935 133917
2010 122,902 103,809 18,287 14,874 104,615 88,935
2011 116,961 91,496 13,396 10,299 103,565 81,197

* Alol |t -2of - A B (http: //www.ctrc.go.kr)
F) WALSZAX Aol o] WsldolE B4 Y £ slds HolA £3}

Ao 9] Ao ME F3¥Y AAJYE vV Z 200795 7989
o2 RF3 F7t3)

Ao, 200830 12928 A, 200990 14970
o7F 20109 %9 1094 AT, 201130 = 9T ANHOZ AL E

Ho]

K11~ 3

(R 2) MOIHEHZ|2| &2 b7 FEYE 7*71°4%*

DR A FEs
2007 78,890 14,037 28 081 12,905 5,505 8,167 10,195
2008 | 122,227 16,953 29,290 13,819 8,056 32,084 | 22,025
2009 | 147,069 13,152 31,814 10,936 31,101 34575 | 25491
2010 | 103,809 14,874 35,104 8,638 8,611 17,885 | 18,697
2011 91,496 10,299 32,803 10,354 6,678 15,087 | 16,275

* Atolviel) 2{ch -3 € (http: //www.ctrc.go.kr)

2011 Alolmiz e AHAEAE 20007} 402%% 713 EA JEGY, 30
el A8 272%, 100 17.6%, 403 144%c2 2 Ueg ozE &
AS B ¢ F URol AFE AU o]£WET} 52 AN A}
olHEH 7t #A Yeidth
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(E 3) Alo|t{HF o] &2 5H7F YUY

o TE 10ck o 3ocH doc ol | TIE
2007 151% 39.2% 26.3% 17.7% 1.7%
2008 26.6% 39.0% 21.8% 11.8% 0.8%
2009 194% 34.0% 29.6% 16.5% 0.5%
2010 19.5% 39.5% 254% 14.4% 1.2%
2011 17.6% 40.2% 272% 14.7% 0.3%

* Abol v gl 2 ) -SA €l (http: //www.ctrc.gokr)
F) YAIZAAA L A%

. clXIgsHe &= - = 2MH

1L OAgZAY 9e)

Aol e glold FAY F2 tAEFA(Digital Evidence) ot #&®
A F3io UNEFAZ HAE FEY & e /KE Ad olAYHE
AZHAY A5 & e ARZA HIY A T= WFHY A A
ol9) 4AFNE AFY & Y& ZE A€ HolHE Zahe Aot HA
9 3AE tFEd o zj=ojer & Aol &3 sHAst dedl I F °A
g ZAY AT i AL FAYY AERHY HEAR B T
Aoltt, dNEFA dAME 1 A4, $Y4 R L&A "= 2B+
de FAZA AHEE & AT

2 YAYZATY AA4} $INE 3WH] AF 20

7} 449 OAYZAEE PEHA SHA,

29) 97328, "Atol WAL, 2010, 113013},
) AU, Aty HFAE,, 2011, 98,
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(1) OAEZAR F4A G5B DANEZARS WAL AAsAY A}

A8YE B,

(2 A%l 22 $aY % A5EH AH 22 Aol A
g we

AY ZARY $U, AHYA,

£ $¢ FAA BANT B 2AL T HAY BADA T A
H)E weo

(4) $A7 B ZAEL 7T S BAE A1 BARE Y8
A% 2L BT UAY AR WES FANA B,

4 U8E 29 A9 2980 45 dAEZAEERY L2 2Y
‘%"!'ifﬂ o Bt AZY &S =AY FE o)4H FUs:= FAHNA
7@ @ AAAE AANA 1 £99 AP E 9E3A o .

%4 FAES FANE DAY YT Ao} BolAd} == o) 3
s 432 ¥ A% WA Y158 fA%d.

I

3. dAEFAY A4+ U

T FAaeHANE LS 2@ Qo JTAAH BA UG
I A 7 de R BHRA FAE £ E4Y A0z ARHE B
4TE 7 Ut & HEN GE Aol Ue dolE Y2 F3 AY
AnFYAN Al FAEY dEtd AFEHAANEY FFEFAE B
3t Adle €39 WAE FAEA #AANNT Ak 28, gFUAS
fr 3] & (tangible objects) 2 H&3] FAFT Ae vIFHS g2 £ FAL
$H2 92 FAE F EFEHIT #AHY Ae A /9¥ ¥}
ATHS) TR FAREFYL G579 AAE FAZBAT 83T U7,

31 "AREY A1062(4) A1FRA 2011.7.18).
32) 244, AAl=E, 802

o?z‘., off o
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CIXIEEAH Yol #8t 37

ZABH FAHOZ HfolA AE Fiad Aol YL =H2E
7Hsd gAMoL sy Ak WA EHHoET B FAYHEA
9 712NL e FAEAE AT Yo FAECEGY ¥ F Ao 28t A
A3 71823 Aol E T AAA 1EdAgE o|EHoEE FEE F §
T AF AT TP s vEA sHANA 7Sl e AHE He
Aol7] o] FAZ AAF FAZL AFH e & ol AAHOE HG3}
o ZABo|G sH4ste Aol sk AFEHE AT AAH 1SS
O}LZ Bl AL ¢Fo] ‘WRFHFEOZA AAHPTEN YL W fd
E AR A7 Aoy 1A F Ae R ¥ AL A,
EA EE FA, 19 ALE FAE 7 A9

AAAEYNHE o] BEe dsiM dALFA d oFFA 7l H
o} A @7 W& UAEF A 45T tde] E £ e Ao B3
A gL =@l Hojgrh v dAEFA FALEE derdd A
o) @ & Y& APl Y FAIB] dAE FAE &Y se A
Eyolgte A0 =937 gt Iy AFdME g5 FAHE 4
247t OAE FA0L old =@z Adugel dAE FA HE derH
o) YA it T o]§ FAY A FARA} B IER
olgt 2 fAEZAY FFFAd taln 1 IAE Y A2 A3
GAZo N R7|E i) 53] FFEA UYE AHE dFF ==Y
S A48 J3e HA YiA Fow A5 & e FJE AW W
of Z2IYAAME dFsAY 2 Z2IP g HE7re] FYol 87
. ol @ A% FAFAY Adolyd FAZHA AAE FAHMA Fe T
9t} 36)

33) kA, “Alelui¥ o) ZAGR BF RrHA) YRAAL", ‘AP, A9E A2E,
2007, 8, 3474,

34) YAk24H A109Z(FA) ARG 2011.7.18).

35) 34, “AAEAL S FY A", TPARHAT, A15H A1, 2004, 4.

36) ZAEA, “AoluEH e WAYHA FF 1A, FFATF=Y, A2E, 2008 2419,
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TED BoE, BIOR EM

4 F54A9%Y 54

UARSAY ZF I FERY gol B7] W&o o|F FAHs: A7 24
Al . 2 WEel olg 4FFMEs] A S AL 2RAEA 2
. 9EFAE dvrgAY FAE 1 WEeZ 3t ol A FAASH
AZH20117.18) A - FAF9 80 I2A A3, I9, 458
=, FHE Fa AN, 1, $7A9Y, fEV7% 1 7I1E A
A Fpehx] Z3ke] PSS dr@sdol dde AA JlE diydFIe

A

=]
g

L
Tr=

2 A% AYE AT ABY TE FREBe] AL selora, o,
YE-5AT Bdol WAFA BE R ASE A7 AANES

(]

3t 917 WEA FesAe] WAE ST AT TFH, A a4
A72E T AFAA 71AsoF & AE UdEE oy ¢
T fd FAAY P s PPY SHHT YA 4} o) F
RAM 4% FE2YE AAA ofud U Avdleld NF, AFH 5 &
71E ¥FF A3 Ao ojAEA FHE AAA Y dIAE olFH 7|
7} §1th38)

MUY HFE WelM d-E FRTE GFFAsAY AR dE A
M e U VEHA ¥ UQEY ARZRE WY FHTS
At AFFAsE AL A B /e Aot o] fEe EA
8 87E50°] o]k Ax 93lEo] i THHAY Yk L7l 7]|&
e gt FASTY #9d At itk £ g Fa9)
ol tazbel 43yt Wasith dAdZ A EAsle AFEHY MYE
Aote AL wie oYk 53] UAEHEE QA AF L o|Fo] 753
WEA o€ FIAAM dFFd L 44 FH3 AL = Uk wabA
UAEEA7E e Zade iy ddets I FaoMEEH $y3
SE A& 7t UEHAZ ALY AT Ze 4AAY 5H4HE 97

AO2 & $E glg Rolgm

od Mt ox Jm

B

7

—

37) oA, TARAREH,, 2008, 302
38) kH4, AA=E, 3519
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CIXIWEAH gtesol agt 37

5. 9% 39

dAd ZAd tg Aol FAZ|He FiAEI] o|AdE At
e G932 APl dolA B2 A7 AN 71EFHe2 FFH ARH
o] go] £t HEHTera)utolEEH 7L BES gFS A
dale A% olgigol Atk HFEFS Y Holx oA ARG AZE
#F &0 BoF FHE Fohlle A A ¢ S0 53] A€ T
A7t 29 AY AEHE FASR QA AM dAEFAN HE SATHO
RolgE ASE Hol ¥y Utk IHER e FFE FAd Sl
ME WEA FPAQA BXE FAFL IFE FYde A} o)F 57

27 itk gubd o s QAL FAFA SN dE Aol X
glslojof @k AA, AR dFFAGEE AN F ARl R
AFEH FUE FAREE k. 4, 8T AFE £4A4 I AHEAE B
3o FA7m, AER To2 AMEA A &, AFH AZE FAP A
A, AFE EA G5A AR e M HFEHE A2 o U
HES B ANF o]F ARCZ Pk YA, s=dAIATE Yess
A4 o8 BAA RaF F ALEANA AZAL 7, AXHE T &
A71e, BoAGlE ARR&Qech oA, stedaas Wits BAA &
AAZ AHEAAA ©]E A ANNF, BAL wenh ANA, HYR} AL
L3t= AFHY FUE FAs Jete] AFAR Adn dFA, ST
A4 22 34K 4P EFPG AZMIE FAHLE Jednh) EY, G
AQlo] FFFAo] 7hsd Afde AA, &F2 E= BRIV AFH Ec
ARZANE A2 A2 Aol A4, FU0 TF2E AHEdE HF
B EE AFAANE AHEA 1900 Y92 AEde Atold AA, 23R
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[Abstract]

A Study on search and seizure of digital evidence

Park, Bong-Jin

Ph.D in Law, Lecturer, Dept of police administration, Baekseok Univ.
Kim, Sang-Kyune

Ph.D in Law, Professor, Dept of police administration, Baekseok Univ.

Cybercrime is one of the terms used to denote the use of computer
technology to engage in unlawful activity. Computer crime, high-tech crime
and information-age crime. Most of the cybercrime we have seen so far is
nothing more than the migration of real-world crimes into cyberspace

The other significant portion of cybercrime consists of specially defined
cyber-offences-hacking, cracking and virus dissenmination-that are online
version of real-world crimes, And Cybercrime are different to more conventinal
crimes because of their mediation by computer technology. The mark of a
true cybercrime is that it disappear once networked technology is removed
characteristice of Informational.

We are living in the digital age. Lots of people in the world are using
the Internet and so we are spending our lifetime in the Cyberspace through
the Internet.

Digital evidence is difficult to treat, because digital information is easy to
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forge, alter, delete and modify. So several digital evidence collection tools
and forensic tools are developed. However there are many problem of
composition which is whole due process from evidence collection to
submitting to the court because existing digital evidence collection process
and tools have a vulnerability of guaranteeing integrity.

Digital evidence of electronic evidence is probative information stored of
transmitted in digital form. A party to a court case may use it at trial.
Before accepting digital evidence, a court will determine if the evidence is
relevant, whether it is authentic, if it is hearsay-evidence, and whether a
copy is acceptable or the original is required. Digital evidence tends to be
easily eliminated modified and duplicated. Digital evidence is often attacked
for its authenticity due to the ease with which it can be eliminated of
modified. Digital evidence is often ruled inadmissble by court because it was
obtained without authorization. The intangible information cannot be viewed
in the eyes nor defined in any forms. Evidence may not remain at place
where a criminal activity has occurred. It is therefore necessary to have the
special knowledge and skills for efficient investigation.

In 2011, however, Korea Criminal Procedure was amended to include the
duty to produce digital evidence. Nonetheless, the law enforcement demand
to amend additionally the law to expand the scope of the duty to assist
digital search warrant execution resulting in including duty to preserve
digital evidence and duty to assist warrant execution. Some scholars and
Judges have expressed different opinion over the additional revision.

Key words : Cybercrime, hacking, cracking and virus dissenmination, networked
technology, Digital evidence, Korea Criminal Procedure
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