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Enhancement of IDS performance by using a HFP filter
in Windows IM Driver

Soung-Yun Kim* and Kyung-Sik Kim**

ABSTRACT

This thesis propose a system that designed and implemented to overcome efficiently the bottleneck occurring
in IDS(Intrusion Detection System). IDS must analyze all incoming packets to detect the signatures of
intrusion. With a single packet to fail analyze. it may lose a critical clue of intrusion and fail to detect an
intrusion. The proposed system is developed at the layer of IM(Intermediate) driver in MS(Microsoft)
Windows. Most of packet capture modules used in IDS is developed in protocol driver layer. and then the
proposed system is independent of various IDS. The proposed system can analyze all of packets existing in a
fast ethernet network and filter HFP(Hacking-Free-Packet) completely. The performance of IDS using the
proposed system is improved by increasing the amount of web traffic due to heavy network traffic.

Key Words : IDS. bottleneck. intermediate driver, packet capture module. independent, HFP, heavy
network traffic.
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