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Hyperledger APIs, SDKs, CLI

Smart
- Identity - Policy | Blockchain - Transactions H contraclts
Iden_uty Polfcy Blockehain services Smart contract
services services services

Ledger Configuration . Secure container
identities Consensus Distributed
P manager ledger
Access control Registry
Resource

identities ] P2P Ledger .
Privacy protocol storage Life cycle
Event stream |

Hyperledger services

API: application programming interface  SDK: software development kit CLI: command line interface  P2P: peer-to-peer
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A Study on the Plans to Strengthen Blockchain-based

Casino Surveillance System Governance

ROH MUN SUB

Department of Convergence Information Security Course
The Graduate School

Jeju National University

Abstract

The tourism industry occupies a significant role in the economic
sector of South Korea, possessing continuous growth potential from a
future-oriented perspective. This industry, closely interlinked with
other sectors, contributes substantially to economic growth and
employment enhancement through domestic and international
investments. Additionally, the government focuses on attracting and
expanding integrated resorts, including foreigner-only casinos, to
boost the tourism industry. Such resorts potentially increase tourist
consumption by providing various entertainments and amusements to

foreign visitors.
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The foreigner-only casino industry, evolving into integrated resorts
encompassing exhibitions, performances, experiential leisure, and
theme parks, offers rich experiences to international tourists. This
plays a vital role in attracting more tourists and fostering the growth
of the tourism industry. Moreover, the development of these
integrated resorts enhances the diversity and competitiveness of the
tourism industry, positively impacting the national economy. The
government's continual support and investment are essential for the
long-term growth of this sector, expected to significantly contribute to

the national economy.

Casinos, central to integrated resorts and representative of the
speculative industry, require reliable management and supervision at
the governmental level. Although casino operations contribute to the
activation of the tourism industry, employment creation, and social
welfare expansion, the disadvantages, such as increased money
laundering and gambling addiction-related crimes, can escalate social
conflicts. Therefore, the government is intensifying the management
and supervision of casino operations. This includes strengthening the
registration of casino employees, money laundering prevention
education, and the management and supervision of casino computing
facilities and video processing equipment. This study proposes a
blockchain-based casino surveillance system governance enhancement
plan to strengthen the government's management and supervision of
casino video processing equipment operations. The proposed system

1s developed using a private blockchain based on Hyperledger Fabric.
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The primary purpose of this system is to strictly control the process
of accessing surveillance system management logs. Users wishing to
access the logs must obtain approval from the blockchain network,
facilitated by specific chain codes executed by internal managers. The
chain code API generates a strict license wusing decryption keys,
viewing duration, and the number of viewings. This licensing system
plays a crucial role in thoroughly controlling access to surveillance

data and preventing unauthorized access and data leakage.

By integrating the surveillance system log management protocol into
this blockchain-based system, log data is effectively protected from
unauthorized access, significantly enhancing the security level. By
recording all operational activities, including data export records, on
the blockchain, the system maintains data accuracy and
transparency. This system provides clear insights into the operation
of the surveillance system for casino operators and supervisory
agencies, offering an effective means of preventing malpractice and

data manipulation.

Ultimately, the system proposed in this study, utilizing a private
blockchain, brings about a crucial technological advancement in
improving the operation and management of casino surveillance
systems. The immutable nature of the blockchain and its data access
control mechanism allow for the secure management of log data,
significantly enhancing the overall security and transparency of the

surveillance system. This system serves as a model applicable in

,69,



various sectors beyond the casino industry, proving the extensive

potential uses of blockchain technology.

The approach presented in this study is expected to enhance the
reliability of casino operation management, laying the foundation for
the activation of South Korea's casino integrated resort industry and

the development of the tourism industry.

Keywords: Blockchain, Hyperledger Fabric, Casino, Surveillance, Log

Management, Information Security
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