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ABSTRACT

Development of Personal Information
Management Competency Maturity Model and
Evaluation Indicators to Strengthen Privacy

Sangik Oh

Convergence Information Security
Graduate School, Jeju National University
Jeju, Korea

(Supervised by professor Namje Park)

The purpose of this study is to develop an evaluation index that allows
personal information handlers to more objectively check the Ilevel of
management capability and improve or manage personal information
management according to the results.

In order to achieve the purpose of this study, the concepts necessary for
research were designed by examining previous studies and literature. Based on
this, the problems of the current personal information protection and
information security maturity model were identified. A total of 89 evaluation
indicators were derived by selecting 75 evaluation indicators from the existing
ISMS-P, PIA, public institution personal information management level
diagnosis, and ISO27702 model, and 14 new items for measuring personal
information handler’'s competence and ethics. Delphi surveys were conducted
twice on expert panels, and weights were evaluated through the AHP survey
technique to understand the relative importance between evaluation indicators.
As a result, the final evaluation index was confirmed as 5 higher concepts, 17

lower concepts, and 89 detailed indicators. The maturity model to measure the
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evaluation index proposed a Privacy Competency Maturity Model (PCM2)
based on the existing Business Continuity Maturity Model (BCMM) with
seven levels of maturity (Very High, High, Very Medium, Medium, Very Low,
None).

As a result of verifying the user’s reliability of the personal information
management competency maturity model and evaluation index developed in
this study, it was analyzed that the Cronbach’s a value was very high at 0.9
or more. In addition, as a result of the self-diagnosis test of personal
information management capabilities for workers in public and private
institutions, it was found that the public had a higher level of personal
information management capabilities than the private sector. As a result of
comparing and analyzing the existing maturity measurement models PIA and
CMMI with the proposed maturity measurement model PCM2, PIA and CMMI
are suitable for personal information controller evaluation, and PCMZ2 is
suitable for personal information handler evaluation.

Most of the studies on the evaluation of competency models related to
personal information protection so far have focused on information protection.
Despite strong protection measures and standards within the institution, human
beings are the controlling and controlled entities that constantly cause personal
information infringement accidents by insiders. In consideration of these human
characteristics, there are limitations in the existing maturity model to evaluate
the management capabilities and ethical consciousness of personal information
handlers. Their evaluation model 1s suitable for evaluating the personal
information protection management system and assets of institutions that are
personal information processors, but there is a limit to identifying and
evaluating personal information handlers.

Therefore, this study is significant in that it developed a new indicator that
can improve the existing model from the perspective of personal information

handlers and increase individual management capabilities and ethical awareness
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considering the human inner side. The developed model was developed for the
evaluation of personal information handlers, not personal information
processors, providing useful information for the evaluation of personal
information management competency maturity, and practical use of the
evaluation.

Using the evaluation index developed in this study, it is expected that
personal information handlers can be applied as detailed management
guidelines for performing their own tasks, and that personal information
management capabilities can be evaluated to achieve objective and reliable

personal information protection management.

Keywords: Privacy, Personal Information Handler, PCM2, AHP, Maturity Model
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