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2.1. A8 FI7IAA AlolH Rt

1) 72 RMF(Risk Management Framework, ©]3} RMF)S 2013 ®WHEo] &) 7}bX
g5 dh vae] ##el DoDI 8510012 RMF® & F7] 4719 oF
s TIEr
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F7rek fFAHEsE A AHFI]
Ax HARFT EF5& 1#g 2dolth. RMF 3 dxk= NIST SP 800-37%
wEn (23 O-119 694 AAH26]2 s = iEor ¥ 72k G4 A
A &L vFARE Hol gt ot = 2019 ARby] Ad g-v] o
W 2354 HEegAA9sdA RMFE #4357 $%8 MOUE A Zdsta
Atk w= olo] met AlolHEQt AFS FIT S
gt Ao w @A s TH27I.

Step 1
Categorize
System

Step 6 Step 2
Monitor Security Select Security
Controls Controls
Step 5 Step 3
Authorize Implement

System Security Controls

Step 4
Assess Security
Controls

[22 I-1] RMF 6CHA|

Step 1 ©A= A28l EF(Categorize System)©|TF. AFo| W H ot Q FALEHS 3F9l
37 A AA 9FE Fu Qe ABHL Qe AREe] JFEE Hohe

f=d mE AadE 2FE

_‘|9_



3eAl= HetEA 6:‘|(Implemer1t Security Control) &. = HOFEA|SES A ~H 7]
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5THA Al 28l Q17k Authorize System)™= 4TA] H7F o] F HEALE FQl F A~
g 93ds ddsn. Azd 9ol &dEE= o], DATODenial of
Authorization to Test) Z %9 AA S WAL

6T A= 2 Y E & (Monitor Security Controls) TAIZ Al 2=8] A7} o] g4 A
of A5 A&HEHom HUHYSE Hug A& A wAEES AR
7] fla EFAR Ttol=E AlFsteE HE @A o] tH27].

nj o] AlolH B eoF AlFH 7= NIST SP 800 woF 419 CNSS(Committee on
National Security Systems)& & §8to] Alolv] A|dH7t E35 HAAX A A [1¥
O-2= @4 AR #AE vt o A3 AR W& [ O-1]19
2 TH18I.

NIST SP 800-29
Managing Information CNSSP 22
Security Risk DoDl 8500.01 1A Risk Management
NIST SP 800-37 Cybersecurity e e )
el il - DobI 8510.0:1 CNSSI 1253A
Risk Management Framework implementation and
for DoD 1T Assessment Procedures

MNIST SP 800-30
Acquisition | 1 2 2

MNIST SP 800-53 Categorization Baselines

Cyberasalit Contrelk DoDI 5000.01 NSS Assignment Values
and: Enhanccrments The Defense Acquisition System CMNSSI 4009
MNIST SP 800-53A DoDIl 5000.02 Information Assurance/
Cybersecurity Control Operation of the Defense Cybersecurity Definitions
HAssessment Procedures Acquisition System

MNIST SP 800-137

Continuous Monitoring

Cybersecurity T&RE Guidebook

(13 T-2) OF FLE Aols] AT X%
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7 H = K
Al the information systems planning to
h lop by DoD t b fi
Operation of the Defense purg ase or develop by DoD must be confirmed
DoDI 5000.02 L if information assurance strategy related to
Acquisition System ) )
standard and structure are in agreement with
DoD’s policy
Risk Management Framework | Guidelines are provided for RMF for DoD IT and
DoDI 8510.01 ) ) ) )
for DoD Information technology | related cyber security policy establishment
. General Guidelines are provided for protechtion
DoD .
oDl 8500.01 Cybersecurity and defense of DoD IT

[(# O-1] Oj= AO[H EoF X|H & ME W&

HoEQES FQlsta Utk A8 EAAMNFE AL A T d 58 Alo] 2
™ RMFe| &&¥ o] €t}

DoDol A& 2015, 7. 1. AFol®] Heb BlAE 2 H7} 7}o] =5 (Cybersecurity Test
and Evaluation Guidebook)S A%k ©o]% 2020. 2.10. 20 HH o= Huo]E 3t}
[28]. Ta gt WAAIG O R Alo] HtEFE, 9 ©@HA P A|2~d Aloly AE
7hed S ARl WigE H2E e Abero]l A A F7EE A o] AR

EE DoD 85 z2aflojy AlxE(ZrpetrAzE Rr)A 28 sl oAz 5 ¥

B EE AFHA g @ AS5FRTIY gl BAgel 5Y AP FYol

o WA (Prevent) @ AtolH] fIP O mRE T8F dF Vles HIdeE oY

o ¢3tMitigate) 1 AOIB] FAS A H dFota FANA AESL TAF
A 2 AdS S5 91 Y Resilience) s B 7ot T Y

0 T (Recover) © AtOIH] FAOREH 3J|Hdta tg AFE A% dF A&

NIST SP 800-37¢] <€l RMF+ DoDI 8510.01° ]3] DoDell 9% = At

=

8510.01°14 RMF &5 7I2 3 4 H2E &3 st 5 H2E o

A

7F =48 2 - nEE =olv] s HAEC tid 54 idd HE Ao
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SE= s vk

E3A 9 Abolu] wek TRES] 94 71%e A Ak, Aw vy 2 ¢
BB HAE 24 W Ag 2709 Felsts Aotk 2 AbelM mel T&E
WAE wEAoln FEUA dF 194 D 28 ASAA AY @ 24 @
2 TPk T Sof 597 Mol AtPAst 4¥ HAEge 1WA 20
A wrEstel o Aol Baelu astn ¥4 EHdl U@ duolEg of
stk et

(719 [M-31& DoDI 500002 5 5% 7710 w3 42w Ato]w1ek T&E

WAE HolFETh

Dev RFP

oo Enc SI::
Validation, !

Technology
Maturation & Risk
Reduction

Full Rate
Production
Decision Review

Materiel Solution
Analysis

fars ;i}.?x!
e o,

Engineering &
Manufacturing

Production& Operations |
Deplovment &Support

PHASES

Lower Fidelity

Phase 1 and 2 Ongoing Plannlng and Analysis

{ et

|

Phase5 \

surface ) | | Identification |

Cyber T&E analysis and planning
DoDI 5000 02, Enclosure 14 - pla

Assessment i'

nning and mndi.n:ﬁng cyber T&E

i Poase g Phase 3 Phase 4 : Phase 6
understand | | charaere ||| cooperave |||  Adversarid || Cooperae | pqyerai
Cybersecurity the Cyber ity [?| Cybersecurity ulnerabi >
Requirements stk [[[] Saereney DT&E || and Penetration || Assessment

{ JL

Y
Informs DT/OT DT&E Phas

es

ATO - Authority to Operate

COD - Capabilities Development Document
CDR - Critical Design Review

CPD - Capabilittes Production Document
IATT - Interim Authority to Test

|IOT&E - Initial Operational Test & Evaluation
OTRR - Operational Test Readiness Review
PDR - Preliminary Design Review

RFP - Request for Proposal

TRR - Test Readiness Review

I
OT&E Phases

[12 II-3] Cybersecurity T&E Phases Mapped to the Acquisition Life Cycle

(] 19kA @ Abo]H BQF 8 FAFE} ©] &fl (Understand Cybersecurity Requirements)
- Aok E Abelv} HQEF T&EES syl ek 271 ® 5 H
WA ARE Ee] 93k A=Y AfolH ®el Alxdl AE The
49 29 ?HA8 a7AEE A
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(] 2¢kA : Alolw &4 %™ 2] ¥ (Characterize the Cyber Attack Surface)
AR 9 At AAERE A4 A20L sl AT + 9

= A B4 RS usa Qv 0 9T B A

(] 39A © d9S 53 Hekd 4 %(Cooperative Vulnerability Identification)

|
I
a2
rlo
BN
N
=2
o
>,
[m
it
>,
N

Fabol Abolul mol @ £ B ol

_1

()

oA e NSty Bew 93 TAL TeE A9

O 49A - A A Alo]v] H.eF 7 EHA] & F 7} (Adversarial Cybersecurity
Developmental Test and Evaluation)

- B Ao 3 AR A H2EYS FAF 75S HAETT A

O] 5eAl @ s A H7F 2 HF 3 7HCooperative Vulnerability and

Penetration Assessment)

AbolH HQE HIAE olHIES] HolHE AMEdle] &9 AHREA

|
ol
8

Alz~Elo]l Alol Kol W EHS 543151 AA(Adverasrial Assessment)
E AYst= A== AEZS AT o] WA= oA HAAES EE

HAE HelHE Hrtets As 2dstm dd A7 oy,

(] 694 @ A2 37} Adversarial Assessment)
- bl APHALE F8 A5 E NSA dFH=€S AFE3le] DoDIN(Fw3
Arhol AAE A|xglo] tist HAEE 83t} o] 9o FQa73 ¢

Tee Basty] fe AlaE, Aol B wojate] TH e FIRE
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22. F71AA &4 Atdl & #d AT TF

2.2.1. F71AA BFHFA
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It}. Windows/Linux, RTOS % <3A44 v %
Ade] M wE I HkH FEol RS, FHeFR el EAlE W9
AL B FIAAE AHEE Al HFHS ol gt MH W ERS A dd
35 dAms Ay 5o Y FIAA LZEg ol AW

thomebA A 9 8 A FAE FIIAA AZESO] FAA L AL
TR Ak, d=EFFol, AZde] FHFe e A&HH o w Felstofof 3}
a1, FoRge] waE FAAAE T FAoHe] sAE HHoR ]juo|EV} v

y
= Westh SAA Ackdol wuEHe AN WHoze Quel=st Aa



29 HA wHhom FIAAE dHlelE sfof gt

asme e AFHe A GA AHew Astde el Aokel Wil
AY ARDF ALEH vV} BAZL HE Aol Mmee] F8 AR
g AHg F z/sheaA, Ande AH3 FHoR s 273 B4 g

i)

74 9-(CWE-14 Compiler Removal of Code to Clear Buffers), 1oJ1} OSolA AHojx &
g o]5S AM8E 7J$-(CWE-733 Compiler Optimization Removal or Modification of
Security-critical Code), Visual Studio®] 28 7|9k Wz oW ®x 7|5 F7} &
Agde] ZAA FHeFdol zF viAER FH Jda, FHFHES A A9 A
o Aupdert 72+ Traw oz EA )

FIAA RAZE O MER= AT Aol Thee HA WHe] AodelE A
&sto]  wHdel EAlste ALY HGHES Hhsete s st oF b,
Agde Heb Hok i Al /i 2 dEstd FUIAAY AxamsE AT
i, A8 Thed Aode A ¢ stgas A
LI ESJofo] Hopio] EAlst= - WY A
Hde 2 AodE vfelye] &8 Al FHeFRel AAE HA Mo HudY=
ANAgdst AR E FIIAAN 21&38] sl EZste] Hek Ak HFHS A A
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(2) Ak & R AN WA API AL
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& Heap Overflow/Stack Overflow 59 A7} A 71538k, User After
Freeot #2 "R E dIstar A3 & L3 Alo]=9] wEE v T
& A oldel dEH S AAREAl dskA] @e #de AEE o don,
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€53 ATIRCM/CMWS. Furthermore, the ATIRCM/CMWS Program Management Office
developed and implemented an ongoing process to assess intelligence-based threats,
updated the program's cybersecurity requirements, when warranted, and
implemented countermeasures to address specific threats. For example, the
ATIRCM/CMWS Program Management Office performed a series of tests to verify that

the additional ATIRC] WS countermeasures

(U) Multifunctional Information Distribution System
S1-MIDS faint Tactical Radio System officials assessed cybersecurity risks and taok
actions to mitigate cybersecurity threats to the program. The MIDS Joint Tactical
Radio System enables communications between land, sea, and air forces through a
Tactical Data Link to support joint operations and improve information sharing
between geographically separated forces. The system uses|

to maintain secure communications, Figure 3 shaws a MIDS radia.

(U] Figura 3. Multifunctional Information Distribution Syster foint Tactical Radio Systam

{U) Source: MIDS Program Management Office

(U] In May 2003, the MIDS Program entered into the O&S phase of the acquisition life
cytle. The MIDS was in operation before the RMF was initiated, and was exempted
from following a security framewaork until the MIDS Program Manager began
transitioning to the RMF in January 2016,

SECRET//NOFORN

(U) Advanced Anti-Radiation Guided Missile
ESAANEFAARGM program officials assessed eybersecurity risks and took actions to
mitigate cybersecurity threats to the program. The Navy designed the AARGM, which

|U) Sowrce: ARRGN Direct and Time Sensitive Strike Program Office, PMA-242.

544 In July 2012, the AARGM Program entered the &S phise of the acquisition
life cycle. Because the AARGM was in operation before the RMF was initiated, AARGM
program olficials followed a different security framework until the AARGM Program
Executive Office transitioned to the RMF and obtained an authorization to operate in
June 2018, In addition to complying with RMF requirements and obtaining an
authorization to operate, the AARCM program officials used cyber risk and threat
assessments provided by the Naval Criminal Investigative Service to ass
update requirements to mitigate
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ABSTRACT

Security Policy and ISMS for Strengthening
CyberSecurity of Weapon Systems

Sung-wook Jung

Convergence Information Security
Graduate School, Jeju National University
Jeju, Korea

(Supervised by professor Namje Park)

With the development of technology, the proportion of software in weapon
systems is increasing, and the cybersecurity problem of weapon systems is
becoming increasingly important as advanced science and technology are
applied to weapon systems. In addition, various attempts have been made by
hostile forces to neutralize the weapon system, but there is a lack of
institutional mechanisms to preemptively detect, prevent, establish
countermeasures, and take action. And in the security situation facing North
Korea, the threat of hacking into the military defense network and the
battlefield network exists.

The U.S. Office of Accounting and Inspection(GAO) said in 2018 that the U.S.
Department of Defense does not recognize that the next-generation weapons
system computer network is being easily hacked by undetected ©of due to poor
computer network password management and non-used encryption
communication.

In this paper, after analyzing the status of cybersecurity in the Korean military,
such as the criteria for classifying weapons systems in the defense field, we
presented examples of weapons system cybersecurity and weapons system
attacks, and related research trends. In addition, the weapon system
cybersecurity performance system and limitations were analyzed. In order to
strengthen security in the current closed weapon system environment, the
weapon system cybersecurity policy was proposed in five categories:
identification and management of weapons system security vulnerabilities,

security management of defense companies, training of weapons system experts,
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response to weapons system malware.

As a way to identify weapons system security vulnerabilities, it proposed to
improve the security management of defense companies and establish supply
chain security management system as a way to manage defense companies. In
addition, a plan to train specialists in weapon system security, a plan to
respond to weapon system malicious codes, and an information protection
management system specialized in weapon system were proposed.

In Korea, the weapons system cyber security policy is still in its infancy. Like
the United States, generous budget support and national legal system support
are needed to strengthen the security of weapons systems. The security policy
proposed in this paper should be applied, and the cyber security of the weapon
system should be strengthened through active exchanges and cooperation with
the private sector.

Continuous research is needed to strengthen weapon system cybersecurity. In
particular, in the development of weapons systems, a source code verification
plan specialized in weapons systems should be established, and methods and
tools should be developed to diagnose effective weapon system security
vulnerabilities while ensuring availability between weapon systems operations. In
addition, in the case of overseas purchasing weapons systems, continuous
research is needed on procedures that can clearly define and reflect the
security requirements required by our military at the contract stage and check

compliance with the security requirements at the operation stage.
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