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Private DNS configuration algorithm

INPUT : User input URL
OUTPUT : IP(or Error message)

1. if DNS Recursive Name Server|[List] # DNS query

2 Foward to external network agent(via. File Transfer system)
3 Query a URL in External DNS

4.  if External DNS Recursive Name Server[List] # DNS query
5. return( Error message : No records, Nonexistent domain)
6 else

7 return( Capture Web of URL)

8. else

9 return( IP of requested URL)
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ABSTRACT

A Web-browsing Technique
using Web Scraping
in Network Separation Environments

Won-chi Jung

Convergence Information Security
Graduate School, Jeju National University
Jeju, Korea

(Supervised by professor Namje Park)

As the threat of hacking increases, strong methods are needed. In Korea,
due to a series of information security incidents involving government public
institutions. Network separation is a powerful method of separating the
internal network from the external network and fundamentally blocking
intrusion from external attackers, This method(network separation) had a
great effect as a defense security strategy.

However, the type of work has changed due to COVID-19, and the collection
and sharing of information has become more important through the
development of IT technology..In terms of information security, network
separation is one of the ways to ensure security. On the other hand, it is a
factor that lowers work efficiency.

Although a technology for detecting attacks by analyzing request data has
been studied, it is difficult to detect and defend all intrusion. so it is difficult to
use it as a security function.

Therefore, The proposed technique is non-malicious external data connected
to the Internet and transmits it to the inside. The technology proposed in this
paper utilizes web scraping technology. This technology securely communicates
data between the external network and the internal network. This technology
will improve the user's work efficiency. It becomes possible to browse the data
of the external network from the internal network. This method improves the

security and work efficiency of network separation.
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