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+ Speed: 1-5 Gbps « Speed: 10 Gbps . ;9 * Reliability: 99.999% * Reliability: >10 years battery
+ Latency: <20 ms + Latency: <10 ms . p < + Latency: < 1ms + Devices: upto 1 m/ km?

7~ N o\
( z) (® = ( |n|)
Fixed Wireless Smart Home Smart Factory AR/VRIn | Autonomous Real time
Access (Real time remote control)  Healthcare Cars banking

+
1
]
(]
(]
]
]
[l
]

2019 : 2020 2021 2022 2023 2024 2025
1
X = = e = 1=
oS P / N Py ™
(=) (i) 'Q' (=)e) (¥ )
Extreme Mobile Pubﬁ!; Safety Consumer Fleet and |nvenlory Energy & Utiity Widespread IuTs (Smart
Broadband Comms. AR/VR management & tracking % cities and Agriculture)
Highly Dense Urban fhaetal Urban / Suburban Selective Rural

Coverage
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'Communication and Nétw.ﬁrk‘-i‘r}g Online Safety Information Security

Network Communication (COMM) Cyberbullying (CYBL) CIA Triad (CIA)
Network Compenents (COMP) Digital Footprint (FOOT) Access Control (ACC)
Cloud Computing (CC) Personally Identifiable Information (P11) Data Security (DATA)
Protocols (PROT) Threats and Vulnerabilities (INFO)
Data Loss (LOSS) Threat Actors (THRT) Cryptography (CRYP)
are | Ethical Integrity (ETH) Network Security

Network Hardware Compaonents (HARD) Authentication (AUTH)
Internet of Things (IOT) Rules, Laws, and Regulations (LAW) Securing Network Components (COMP)
Operating Systems (OS) Intellectual Property (IP) Threats and Vulnerabilities (NET)

j Usage and User Agreements (AUP) Physical Security
Software Updates (SOFT) Threats and Vulnerabilities (PHYS)
Programming and Scripting (PROG) Security Controls (CTRL)

Applications (APPS)
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ABSTRACT

Development and Demonstration of
Elementary School Information Security
Core Principle Education based on Hybrid
Blended Practice Model

Yujin Jung

Convergence Information Security
Graduate School, Jeju National University
Jeju, Korea

(Supervised by professor Yung—cheol Byun)
(Supervised by professor Namje Park)

The development of information systems is leading modern society to an
era of digital transformation in conjunction with the advanced information and
communications technology platform. Put differently, contemporary society is
gradually transforming into an information society with cutting—edge content.
As the value of information increases, so do hackers’ techniques in taking
advantage of unfair profits. However, education on information ethics and
information protection that must be provided to people as members of the
information society is still not sufficiently conducted.

In the atmosphere of social change, in the 2015 curriculum, information
education was designated as an essential subject and revised to keep up with
the social change.. Moreover, the importance of such curriculum is expected
to gradually increase in order to cultivate talented people in accordance with

the gradually developing future society. However, information education 1is
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currently operated at the discretion of schools or teachers during creative
experience activities. Furthermore, information security education is also
limited to Netiquette-centered information ethics education because it 1is
difficult for teachers to know what to teach students in order for them to
practice information security due to the absence of regular subjects.

In particular, in the case of elementary school students, the Internet
utilization rate is very high. Moreover, there is a dire need for information
protection education as cybercrime against elementary school students
increases rapidly. Furthermore, in the case of elementary school students with
weak awareness of information protection or security, it is common to easily
inform others of the information about themselves and the people around
them, and use such information without any guilt. Therefore, it is a common
opinion from a national point of view that education on information security
1S necessary to protect and prevent students from engaging in cybercrime.

In this situation, professional information education that delivers professional
knowledge to elementary school students for information security education
can cause learners to lower their learning achievement. Hence, this paper
devised and applied for an easily accessible education program. In this paper,
three educational programs were developed and demonstrated. The first is a
teaching tool that can grasp the core principles of blockchain technology that
applies gamification. This allows elementary school students to naturally learn
the concept of information security while playing games in consideration of
their understanding of information security education.

The second proposed educational program allows learners to naturally learn
network hacking jargon and core technologies. This is done by devising
attack and defense scenarios and experiencing hacking principles in board
games, which are the main interests of many teenagers. In addition, this is a
scenario—based education program that makes it easier for learners to access

technical parts to cultivate their ability to protect information. Moreover, it
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aims to strengthen the learners’ computing and thinking skills by helping
them understand the role of security equipment applicable to the network by
configuring panels that act as security equipment applied in a network
environment to perform attacks.

The third is one of the new technologies of the future and is an
educational program that allows students to learn the facial recognition
technology of intelligent CCTV, which is very familiar and widely-used to
our society. In combination with cybersecurity forensics, it is designed to
make it easier for students to access complex principles by using rich
techniques that use pictures, sketches, symbols, signs, and icons to express
hidden issues in complex situations as images.

For stable education for elementary school students, as mentioned above,
instructors or field teachers should be educated to easily access the
problematic principles and correct concepts of information security. To this
end, the vision and goals of the school organization vary according to the
perception and will of the school manager, which affects the educational
culture of the entire school. As such, it is necessary to change the perception
and develop the competency of the school manager first. This is because
school managers exercise a wide range of powers that cover the curriculum
component of the entire education, budget, and administrative support, which
have a significant impact on the education implementation in the school
environment. In this study, we designed the educational programs to easily
identify, accurately recognize complex concepts, protect students’ information,
and further present directions to become information security experts.
Although the educational program proposed in this paper may not reach the
level of textbooks for information security education in schools, it is designed
at the level of alternative curriculum. In addition, as mentioned earlier, this
program was first conceived to strengthen the instructors’ competence

through school teacher and administrator training prior to field education for
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elementary school students.

To analyze the effectiveness of the hacking principle education program,
training sessions were planned for school principals . A total of 69 principals
participated in three educational training sessions twice. As a result, high
satisfaction of 4.87 was recorded, and the focus group discussion analysis
results confirmed the requirement of hacking principle education in school.
Furthermore, to analyze the effectiveness of the education program for
learning facial recognition technology principle composed of three lessons,
various teaching and learning materials were provided to field teachers as
part of the training. A total of 46 teachers participated in this program.
Through two training sessions and effectiveness analysis, meaningful results
were obtained to upgrade future educational programs with various technical
knowledge and attractive instructional design. Additionally, blockchain core
principle education was designed to be used in online and offline class
environments. Education was conducted for 303 elementary school students
from 2nd to 6th grades nationwide. As a result of the corresponding sample
t-test, there was a statistically significant increase in all items performed.
The verification results, such as high satisfaction through various subjects of
these three educational programs, show the possibility of future development
of this study for easily conceiving the difficult technical principles of

cybersecurity for elementary school students through various learning tools.

Keywords : Core principles of information security technology, convergence
education, hacking principles learning, blockchain principles learning, facial

recognition technology, cybersecurity.

- 127 -



	Ⅰ. 서 론
	1.1. 연구의 필요성 및 목적 
	1.2. 연구의 범위 

	Ⅱ. 이론적 배경
	2.1. 미래 ICT / 보안 패러다임의 변화
	2.1.1. 미래 ICT 패러다임의 변화
	2.1.2. 보안 패러다임의 변화와 중요성 

	2.2. 디지털 네이티브 세대와 보안 트렌드
	2.2.1. 모바일 디바이스의 발전과 디지털 네이티브 세대
	2.2.2. 선제적 지능형 영상감시 기술
	2.2.3. 사이버 보안 위협 및 공격 기법과 사이버 포렌식

	2.3 국내외 정보보안 교육 현황
	2.3.1. 국내의 정보보안 교육 현황
	2.3.2. 해외의 정보보안 교육 현황


	Ⅲ. 하이브리드 블렌디드 실천모형 디자인
	3.1. 교수학습 모형 선행연구 분석
	3.1.1. 맞춤형 교수학습 모형 연구분석
	3.1.2. 다학문적 맞춤형 교육과정 모형 연구분석
	3.1.3. SAM 모델 교수학습 모형의 연구분석
	3.1.4. 시나리오 기반 교수학습 모델 연구분석
	3.1.5. 블렌디드 러닝 교수학습 모델 연구분석

	3.2. 제안하는 하이브리드 블렌디드 실천모형 디자인

	Ⅳ. 초등 정보보안 교육 프로그램 개발과 실증
	4.1. 하이브리드 블렌디드 실천모형 기반 초등 정보보안 프로그램 구성
	4.2. 안면인식 핵심원리 교육 프로그램
	4.2.1. 교육 프로그램에 적용한 안면인식 핵심 기술
	4.2.2. 안면인식 핵심원리 교육 프로그램 개발
	4.2.3. 연구 대상자 현장 교원 선정
	4.2.4. 안면인식 핵심원리 교육 프로그램 적용
	4.2.5. 안면인식 핵심원리 교육 프로그램 인식조사 결과분석

	4.3. 블록체인 핵심원리 교육 프로그램
	4.3.1. 교육 프로그램에 적용한 블록체인 핵심 기술
	4.3.2. 블록체인 핵심원리 교육 프로그램 개발
	4.3.3. 연구 대상자 초등학생 학습자 선정
	4.3.4. 블록체인 핵심원리 교육 프로그램 적용
	4.3.5. 블록체인 창의적 문제해결력 조사 결과분석

	4.4. 해킹 핵심원리 교육 프로그램
	4.4.1. 교육 프로그램에 적용한 네트워크 해킹 핵심 기술
	4.4.2. 해킹 핵심원리 교육 프로그램 개발
	4.4.3. 연구 대상자 학교 관리자 선정
	4.4.4. 해킹 핵심원리 교육 프로그램 적용
	4.4.5. 해킹 핵심원리 교육 프로그램 만족도 조사 결과분석

	4.5. 초등 정보보안 교육 프로그램 실증 결과분석
	V. 결 론

	참 고 문 헌
	ABSTRACT


<startpage>13
Ⅰ. 서 론 1
  1.1. 연구의 필요성 및 목적  1
  1.2. 연구의 범위  7
Ⅱ. 이론적 배경 8
  2.1. 미래 ICT / 보안 패러다임의 변화 8
   2.1.1. 미래 ICT 패러다임의 변화 8
   2.1.2. 보안 패러다임의 변화와 중요성  10
  2.2. 디지털 네이티브 세대와 보안 트렌드 15
   2.2.1. 모바일 디바이스의 발전과 디지털 네이티브 세대 15
   2.2.2. 선제적 지능형 영상감시 기술 16
   2.2.3. 사이버 보안 위협 및 공격 기법과 사이버 포렌식 20
  2.3 국내외 정보보안 교육 현황 26
   2.3.1. 국내의 정보보안 교육 현황 26
   2.3.2. 해외의 정보보안 교육 현황 32
Ⅲ. 하이브리드 블렌디드 실천모형 디자인 37
  3.1. 교수학습 모형 선행연구 분석 37
   3.1.1. 맞춤형 교수학습 모형 연구분석 37
   3.1.2. 다학문적 맞춤형 교육과정 모형 연구분석 38
   3.1.3. SAM 모델 교수학습 모형의 연구분석 40
   3.1.4. 시나리오 기반 교수학습 모델 연구분석 43
   3.1.5. 블렌디드 러닝 교수학습 모델 연구분석 46
  3.2. 제안하는 하이브리드 블렌디드 실천모형 디자인 48
Ⅳ. 초등 정보보안 교육 프로그램 개발과 실증 51
  4.1. 하이브리드 블렌디드 실천모형 기반 초등 정보보안 프로그램 구성 51
  4.2. 안면인식 핵심원리 교육 프로그램 56
   4.2.1. 교육 프로그램에 적용한 안면인식 핵심 기술 52
   4.2.2. 안면인식 핵심원리 교육 프로그램 개발 53
   4.2.3. 연구 대상자 현장 교원 선정 71
   4.2.4. 안면인식 핵심원리 교육 프로그램 적용 72
   4.2.5. 안면인식 핵심원리 교육 프로그램 인식조사 결과분석 74
  4.3. 블록체인 핵심원리 교육 프로그램 79
   4.3.1. 교육 프로그램에 적용한 블록체인 핵심 기술 79
   4.3.2. 블록체인 핵심원리 교육 프로그램 개발 81
   4.3.3. 연구 대상자 초등학생 학습자 선정 93
   4.3.4. 블록체인 핵심원리 교육 프로그램 적용 94
   4.3.5. 블록체인 창의적 문제해결력 조사 결과분석 95
  4.4. 해킹 핵심원리 교육 프로그램 99
   4.4.1. 교육 프로그램에 적용한 네트워크 해킹 핵심 기술 99
   4.4.2. 해킹 핵심원리 교육 프로그램 개발 103
   4.4.3. 연구 대상자 학교 관리자 선정 109
   4.4.4. 해킹 핵심원리 교육 프로그램 적용 110
   4.4.5. 해킹 핵심원리 교육 프로그램 만족도 조사 결과분석 112
  4.5. 초등 정보보안 교육 프로그램 실증 결과분석 115
  V. 결 론 117
참 고 문 헌 118
ABSTRACT 124
</body>

