creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86t AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Metok ELIChH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aeles 212 LWS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

4

SpLx

AT S
Fojsta o g
| d
T3
REQEH FH
“17(61
20223 02€



rrr o
‘{':E

SHARRAF AT A 4159

=Eo 2 AEF

2021@ 124

AANEE ¥ H @
4 4d &2 4 4 @
4 4 =% & A @

AF et a oete

20214 124



Development of curriculum to strengthen the
digital forensics capabilities of field police
officers

Hyunju Kim
(Supervised by professor Namje Park)

A thesis submitted in partial fulfillment of the requirement for
the degree of Master of Convergence Information Security

2021. 12.

This thesis has been examined and approved.

Department of Convergence Information Security
GRADUATE SCHOOL
JEJU NATIONAL UNIVERSITY



iV
V1

Hr

o A
B

or
of
il
-

s

Al

OF TEO] H 7] evereeseeeseesseesses et

Ne)

I~ I~ D~ I~ 00 O O

O] ] H 7 eeveeeremseeseusesseusessetssessens sttt

II.

1) E]X]%ZO“—749] 7H1E:]1
2) YAEEA 5

3) tA

12

Y
14
18
19

T
B
w
o
o

7 <t

!

3. "~

(A
)

N
el
Gt
"

7o
T
o

0

0

Ho

21
921
Y

)



24
96
96
7

ey

8

y T

4) 74

E

el

X
=

ﬁo

6) 7t A=

27

29
99
3]
30

=0

v

G
m.o
T
il

8-

il

A% T3t

2474299 ULz

V.

1. wS3A AE

o
A

B

ol

NI
.y

)
&+

=)

—

0

R -

il

ruze)

ofr
2

o2

ey

ol

99
63

)

3) 7t

xr
il

)
o}

(A
)

o
=0
~

3o

Ho

—_—

0

o}

o)
wK

)

72

73

74



74

75

=
opy

B
0

80

Abstract cececacececacacececcectcacecacacececececececcacecececacececececessscscscececacececacssessstas



&lly,}xg
1Al & 3F (2018-2021.09) -«

Apo]H

1

=

pzs

K73

I

=]
5

] WS AR

A
a

dl

AREREREES

7

=

g
g A

>

1

1
s
!

7

IT-1] 2020 2A| =7
o-2] gA= <579

m-3]
o-5] 7

-
It
-
It
-
it
-
it

[
[
[
[

217
28

I~ =
T

A %

=
)

Fapasg UAd

z

o-71 7

22|

29
29
30
31
-3
7

R G R A R

j:ll‘

o

a1l

M-5] A+ A4

-
it
-
it
-
It

[
[
[

i
oy
i

el
B

wK

oo

NV-2] A AA& W

-
st

[

49
50
51
5D
.54
57
.58

il

IV-10] ¢

-
st

[
[

T
o)
o

Nfo

of
B
n
o

—

~H

&
&

=)

—

V-11] ¢

-
st

_iv_



vV-12] 7}

-
st

[
[
[

61

-
st

62

=

SRl

)

-
st

64

65
65
68
68
70



12
13

o

AEAE

==
=)

4% v

[ O-1] 4

o

AEAE

BH=
=< O

2% v

[19 O-2] 4

2]

AREREE

g

2%

[19 m-3] %

34
36

23]

[Z8 V-2] ‘=4 gA=E

[1¥ IV-3] A=+

40
41

(19 V-4] £ekel o)A

701—9] (Cﬂ /\])

/8—

59

[ IV-5] dloj¥ wi=o] ==

[2% IV-6] A

45
46
A7
48
50
o2

)]

UAEE

g

b7

[1d IV-7] A=

[1¥ IV-8] A=+

(29 IV-9] A

[ V-12] A 94 2+

55
o7
60
64

=

(29 IV-15] 7}

68

- Vi



=7 a9

rol w2 AL}

3T
i~

)

—
fite)

i)

il

of fAE7]7]el

=
g o

F4] Ho

71 A

SA7} ok Qi AL wob AT Al

A = A

i)

A 2}

=

)

N,
B
W

I
B

0

)

bl ot

S

o} ¥ a1z}

oV

o

el
=0

I

—
fite)

%0

el

vzl

=y
of
el
o
mﬂ
il

NS

o

of
=

—_

i

2]

20193 H-¥ 2021 7HA]

17] gla s

S

g Fohs

2

AN FEA T

KeX
=

E
™

—_
fite)
o

ou

el

o

A5,

)

g

WG WES HEeRs A

g FE ¥

o

o

bl ot

tol x1&s

)

alg
™
BN

T
o}

)

=
ﬁo

~
B
!

il
o

)

X

A

- vii -



B o AR o9 e oo H o T oFE N o= B o8 %o o = S
; _ ~ BT
— 2 ~ w Z T T o T o W e
T W ox 2 R POk om g g T e I
RO R 'O s 7 m T o B oo B N T CR A
W= M = = % L " A L 2 T o = r o w © e d o
LIS NN T G F WP T L o om
o H o= ¥R NS N e 750 do = ~ ok = Ho T W g
_ X~ ) N = o N i To o eI~ o
G T o 2 SO I N - Sowe gy ® H o9 T
) —~ o a % IRZ
zo M’ ~ ™ ul < o 2 \ S = T Nk ) T o KO Fo= = oy =R a
B S B o XE Tom T om o Ty B oL Em o
S s T ow 22 = R - T R I ) o N e
< T XX W g ® O W = 0 = = o™ " o
Lo X Ho= MR ow L L B O N N
TE Ly DEZIxcad SzeseTRe X et oo X
T o W MT ~ =~ ®m P o LM o E o = Mu LI Galc e DR
T oW X SN T B A W T
G O~ < PR oo om o : ) oS ol H = A _
Q) o N o = W ot - T Ao P TR oo o B
oo B E oo e B T P O N R Jo ok
W EOX © Rk 5 XL o ° ™Koo oo Ao
b = 7 A O T I O N Y Mo - T o= T
Lo oo 2 T v TR - G I, O T
ma,_omﬁmg% in%ﬂ%MﬂEﬂ%ﬂﬂﬁo_eﬂ_,mﬂWﬁﬂHTAoéﬁﬁ
rR N o X © oF o R
~ G o ok T 2 o ol o= No T e X R w_ oo & m H T =9
X gm0 T of o 2 o @ L & = 5 6 AN A4
~ nh il o o o 2o ! = — = 9 N 2
X o 0 ay = < " E do = X = B Am o X ol o T o X ij
= Jo ' = NG o I s iy W oo T iy = X3 ~
o A T T . T B S T R O G
R o N Y o ob T o= o= o o . -
A oMo 2 ox m [ S G o| e |
" = o o N oy o — T N O = WO = o e T ]
= Wr T X @o X T W NT o oo L, rn B F = T o = - F R
—_ —_ — ; . ~
EA%ﬂ.%%%%%]%%@%ﬂo_eW%%%%%ﬂﬂ%%%iAT
o = ®m ok P g o x L W3 =0 T N W W T o4 X ol o M
Oru I AL o ﬁi v N £ — o S W R =K R O_E
W oor Mo o o5 W X X Moy ow b o oM oR T o s W o
E B F oo o ® 2N % - T I B T A S -
oW o S ® = . 9 N NGO S T I T
oW W R T o e oo B o 0 Yo ox oo T oW % R oF = 5% @
of o W T N B T M M N R W O R = R U RS TR A CUEN

- viii -



o

A0
==

3 A A

T

IHULEES

—

el

b

o

Nﬂm
o

wFAE T A=l

M

R

B
+

o

il
o)

"o

el

)

o

alg

)

o] o]

A8

0]
s

o~
T

| A= UAEFAZ AFE

T
THo

YA A7k A Gus ool Z7]

)

—
fite)

1

vzl

=
ol
B

—_

i

2]

_iX_



)

Al

Hstel v

1.

i Ak

e

k=
Ha Aol et o]

I

x
B

ot

olo

G2 Aolw

-
1

A

-
o

)

to

Sy slur Al

AEEE

%

)

oy
oY
K

=0

o
3o
2

)

Do

)

—
fite)

S

ofell M F= AREH A

=]
RN

e Weps

=
1=

o

o
= No
o W
) X
o B}
o
Do i~
o 03
N T
Now
™ o=
N i~
BT
w o
o KO
‘Ul Ot
=
Moo
m% ~

~
®
< X
= 1B
Y
gl T
T o
EO ,m_rL
< Ep
PEENON
<
Z 9
. B
ol S

= wokollle iAok &7 2olA H A

o

il

il

)

FHeH(1].

o2} 11

]

<

OAEE

=
=

o] dxak
o gutel 2w 95%7F AnfEES Ab&3iths

gd717] Sl 7HE R

v

—

)

—
fite)

NR

A4r

A= 7HA A

o

Al o]

ol

ol

NJo

el

7} et

o
ﬁo

)



G CN OC ol e
) ‘m_ﬂ O_E 1%1_ —
N o R g B9 T = 1
.O_E ji I OT q ‘UAI.O 0o o 1 =H s —_ .
T ol =3 Mu\u T & Hp” WL ~ m = el i M_ N MT o- W T = W =
oo B e B g N ) o = e L T T ok &
g 4 © w&f%@waﬂmﬂ.%ﬁ TLIZsEETIL <
o) oy Moo o <}~ - : o T oW do o T Ty G oo B
w5 8T @ g e TR RoE T N S
S ﬁuia_ﬁf%zﬂﬁ%%hf% = oaom T LT 4 @
T om B W b o = X = T oL = T o oo NN oMo
- o w0 O F £l T I A T T = e IO T op
= T W%_,&MWWE 5 oo T ) S L T kg k2
S ok X T 2w Eog T M g N e K I S N - )
T N = B T o X XN op TR % 2 = o 0
2 o T B o od L ox g — o T o I RN R %
wt ™ OB - N T M N Jo ) EE w TV T o
‘AIO ‘HOI Wﬁ io ﬂ.ﬂ © ‘UI H.E mm.ﬁ \ul =y J f o O_E ~ ﬂu T KO OL ‘Ur ~ i _,NWV MIM 0
g o =T — © = A - T B o ow T B o
W odo A T o B o4 I A . I o O ) Njo
w ol W <X A o Em ) N — = oR o o ) . o o
ow — o o N "o~ _— % n 1: ] o w ~o ‘m_ﬂ T o T ﬂ gy gl 70
S Hﬁ o @o R = UW Ho & I B RGN = & Ml T B w= o = No X <
o of W - 113 ) Mo o m P o= < m B =
T wm Al ﬁ T % PN P oo gy W = o = v M M ﬁ T v oz >
M&iwﬂﬂﬁﬂﬂx@%zuﬂé e xex ” P2
T R X = RO g R S TR B iy Jo %0 > S - o7
o ) N do 5 =T ° il T I e e -5 o ' g
o o OO o o B e B oF mw kT o 0 Ao
hoo EQ%E Fop Moo ® T o M WO X 5 % % A o
- o 4 HE o b oeoa ®oox o T e e —~
I N S LT S R - TR
> 7 o T g — 9 _1~m1_ AT o) T A = o = @ o ° B = )
o= o5 AT oo I o0 W T o oW F WX % T g
s B o T i g B W g M; © TR Mo~ v % oa- X T B
o N .._r|, X o o o\ X TR of — o o CEC I "
ooy E T T o W o e X W = 2 7 _ wow M7 o= Py )
1 .
o = L m o r ‘_Wu Nd | ouw M ajo N o} w JMM W W WooF o o T ~
mﬁ_o%?ﬂn#ﬂmﬁlwﬁrwxm«%#ﬂ%%mﬁﬂAEmuﬁﬁﬂmﬂ%
s T M O e T B aril= E I R T L m oo % T
sz ) = - R s T =
~ ® - X9 N T s MO.A IO R~ B s wl s X
- o N
S (> S R A Rt R ny



ol
!
oF
ol

o

ox

™

—
fite)

N

il

X
XM

o

o] Al

AL Az Aol A

o} 4

1
=

a7 A

]
q<

+

7

2
A FAs @ OALFA

NJo

A HAE

HAgs

e

-
1

g a

A

d

ol A

A106% A3

Apag

¢}

IEG R

9]

ol
Fg It

—
fite)

o)
H

ool

14

%)

o)
H

vzl

—_—

0

el

HAE S 9]
Az 4

=
=

3

3|
pud

b}

BN

UEA FAH

o HAE 57

9]

Ao
3)

7] 9

=
=

4

I~ 2=
T

()3
H

o]

T A

sk
=

EEL - EXERCpY

i)

e
K
el
N

[R=Ns =)

S

U
i~
B

)

=3

o

A7 Ba7 AL

s

O

o

)

5

X
T
e
B

?;51_

Aol o

B =
=76

7187F ok 2y oA

A9 YA 8%

glof Abat g A

AR} e Bl

I~ 2~
—,——,—/_\F]

o)
H

)



KT
mr

o\

8l

No
W

%

)

__AE
ﬁo

B!
e

o] tH5].

]_

=]
=

4

)A

—

O

—
fite)

Njo

FEO-11= 2020

g0 [

+
e

i)

\.—_mﬂo

II-1] 2020%

3
ar

[

— — o}
R E I B - S Y
1S5) X &
s N o~
ol & Re =
< 99}
[ PR | ol o
= & [ 3
© (]
o~ — © o
mo = (3 S
™ <
W._ > X mﬁ ~ &~
© ) K ™
~ 8
= & Ko 3
. X9 (99
~ |~ o o :
— ~ =
o 8 | K 2
o~ ©
o |~ o oF ;
o (@)
X Y g ~o S
—_— 0 [ep}
‘ﬁl N . ﬂ .
~| © | o | @
4 |5 g |® Z
<F <F
B @ P o | PR
=[BT ™| = % o™
3 3

ol

\_n_ﬁmo
0
ﬁo
M

ofuet 7 A

¥
ES

\_n_ﬁmo



3 oA

ox

™

—
fite)

el

£

!

NI

o
e
i)
e
NJo
w

Njo

)

\_n_ﬁmo

I

o

—_
fite)

il
M
T
of

X

ol
oy

of
!
AN

R

+

—

O
HH

71 A A

B!

i)

A

B

T
ﬁo
0

=

5

)

e

1

H

s

= A
e e mo Rl A 2Haa AAY TelA A

gl

fite)
™

R

vzl

=
of
B

—

T
2]
w

Gl

el

Fol Al

dTAE olsls

wepa A7 S Afl

=

—

N
o
W

%

el

)

_—

Hw
e

)
ko)

XM
N

)

FAgell 7]l

=

gt A

of
=

%

el

o

W el o



3

Ao A%

H

=A,

3

B

TOoE T

]

= 7

= o

R

[e]
=

to

ol

fite)
o]
il

B

o

)

)

o

i
ﬁo
B
al?

</

X
i

NR

oF
a0

o\

8l

FTE 2Ean gA]

i gels

9]

3 OA"EAL Aol o

Al
2

)

W

w9152 ARtk

A

b

)

2]

ol
oF
el

T
U
To
i~
B

%

74, 2021

o
=

N
2!

i

o A 201898 2021 Aol

o

X
:AE
ﬁo

1

tom Al

S

2Abak el

KeN
=



EERE

1. CIX =340 Cfet ofdf

Au(A71E Ee A7 A PRon AgHAL ENT 2 fTH0 B 5L
H AEE Ju)en T4 ArHs]

Yk AEYl ALY $GAA olWE =1, Wy 21 wEldo]E e} 7o)
A7l A Asore BEs SAE o 2L

2) gAEZAe 54

(1) WA

OAgs el AE HAEEAE Y dge 24 L NEE v ¥ S
97 wEel SAR ASEY] QAME AF A7E Ba wAG, AFE s
A ZEade Bi) dolwAAu FHER A4s: 5o wEA 949 5
ARG Ak S Soltk ol@A %3t AAE AHk 5/ WEe] FAe

A TAE LAY S ATl

HAESAE HAE &3 97 923 43 AES e 5 d=d o 4

$ QR AR Pl Bkt uebd BALSW ARY FAE AR



FEH 0L,

°

1

7Fs

%0

N

(3) 7

row 2o A 5 Qom Fr

AY

)

713K

Eloll A A =

3T
IT

7

-

1

USBY MicroSD

ox

B
+

o

il

%7]3
EERIK

Ho=Z

A

7182

Fibel o

HAdEA7F &

°

42474 2.7}

o] &

-
1

%

o

vl
=

A
i

[}
=

A 5

S

o
N

-
X

A | 9L

°

(4) o= (=)
A7 71 (G BA G Aol Aol Ho By

7t

R AZE 9l

)

I

o

[
=

WA

1]

°

FTH10].

k]

A

=
L

d =

A

1

7hs
3) YA A

KeX
=

o

o &,

ko3
T

sl viakel Ausk AgET By

)

150 UAE AE=2 E7 #rh

HAE AR A% 7le ddez <

|
—~

2]



FAET DA dolH 7t AA T B E BE

-

1

Xgﬁ_

=]
=

Fal glow, f XA

°

7}

=

[e}

o

2]

A wobA . ik,

I

—
fite)

!

%0

il

=K

3o
= =2

Az 9

S ==
a4 %

A =lem, gAEsAel o

)

Fatel oA gzl S ic

17t 732

%9

ki3

T

il
X
el
s
"

Njo

Njo

Jost T %)

)

1= P R R

L

B

]

-
R

[e]

ol A

el

gd3A9 TASTHO]

3|
ZS|

e 94747

°

sz A=

[}

=

fol 4
ol iz 757 Ak

°

Al

7

1
[€)

=
[¢)

A Aokt TR A ¢

Fe

XM

el

el

Al
olo

%]

X
I

=3

Hw
e

&t

o

o ot 527 (o

-

1

A7k golg ek

ol A}
-

Fuel fAE 7] 76l taFe] Frot A

EREERE

°

-

Al 5o, 9z

n-2]

°

-
it

A 7F A7,

=
RN

J

A

A7 Ay

A A [

=
4



0

i)

&

L

o

7

[e}

=

A o

geto2 Aol 27}
OAEEAE 9UE 2L AAE S Bol
btel 2218 ool kel gAg Aast A

o-2] 949579

-
it

[

Arz]
o o

5}

o A %A =A
B} QT AP (H A o] oo}

]

-
R

[e]

H

8741
27§ 0] 4

27

HAEZA7}

A& Abt 2

o
2
¢+

2]

O

1o
|

o}

ki3

A

A ol M

-

1

el =

o

el

=]
=

SR

-

1

1]

I

ol

R

2

Az 4897 9

==

tAE A A

L
j”]’ ¢

1

L

1A
] 1.

-
R

[e]

I

¥

ol A

L

R

2

ol dAd A% A

A A A el A

A7) A

73

tH12].

»{51_

w| o of

Njo

o

o]

)

FALEAA A

_10_



AR A

-

1

]_

T U Ak

°

=

FaL QAEHS8].

(3) A=

=13

°

o Al

A

N

alg

%0

[
)

“Faplgkel AR

;OL

AU A71ake] Fo

S

= 4

)

oo

of z2a5AY A

b ol g 5

°

=

=

1=}
A%

[}
=

U

A7) Ao

—
fite)

—_—

ﬂAl
-
)

=3

W
Ny

—
fite)

il

alg

CJAEN

q

=
1l

] 2011

I

bl

doH15]l" = Y 2gow

a #1062 A3

Q2

<)
S

o

]

S

J o]
U=, 21ogtel] o] ek mlsdh AR A A

d

Sl

pol efelgoz
2

°

}

0]
pul

oA el

w} o]

-
)

=
B
A

—
fite)

vzl

il

w99l

rofop gtk th

=%

tef Al

)

A 2

b 29

)

I = glthez iRl = AeH3l.

_11_

-

1

wj o]

-
1

5



71719 7ol &= 2009 658714 2019
gtk ZvhEEY gEse 29 o

ol A B dFE vAL = AAE Eutdr)7] £4 d&e] dA SA

(L
N
>
T
o)
—
My
o
fr
ﬂ
S
=
ol
olN
2
P
o
fr
L w

BAEge] 829 AEQ0199 722 A ALEARAA Jg we uF
& AAetm gk (G017 (1Y 021 423 OALZA84 8ol

ClR S A

50000

45000

40000

35000

30000

25000

20000

15000

10000

5000

2009 2010 2017 2072 z20N3 2014 2005 Z0Me 2007 2018 2019
mHAFH mCCTV S w 2HR7) 2] 0 Ib /7| B

[ T-1] #d dAdTAE4 A= (2009-2019)[16]

_12_



OXIESHES 9 (2009~2019)
(chel « )
P A HRE217] | OXEZ7] | 2HR7(7] | mRl/7|E
(PCcEH §)| (CCTV,HH]) |(A0IEEFUE) (Y 2508 §)
09 5,493 3,820 187 658 828
104 6,247 3,864 276 1611 496
114 7,388 3,356 479 3352 201
124 10,426 3,830 393 5870 333
"13d 11,200 3,138 483 7332 247
"14¢ 14,899 3,079 510 10,656 654
"15¢ 24,295 3,357 2 19,526 700
"16¢l 32 281 3923 794 26,408 1,156
"17d 36,060 4,198 867 30,238 757
"18d 45,103 6,239 1,065 36,986 813
194 56,440 7,295 1,412 46,551 1,182

(27 T-2] #d dAdTAE4 A= (2009-2019)[16]
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Abstract

Development of curriculum to strengthen the
digital forensics capabilities of field police

officers

Hyunju Kim

Department of Convergence Information Security
The Graduate School of Jeju National Unieversity

Today, when the use of digital devices has become more common, the
number of criminal investigations by the police through digital forensics is
increasing significantly. Digital forensics 1s a process of extracting and
analyzing information stored in digital devices with the consent of
court-issued seizure warrants or digital device submitters, and has often
become an indispensable factor in recent investigations.

However, since most field police officers who do not have much knowledge
of digital devices such as computers and smartphones are in charge of digital
evidence seizure and search sites, field police must have a Dbasic
understanding of digital forensics and knowledge of digital evidence seizure.

This study attempted to find out how to construct a curriculum to
strengthen the digital forensics capabilities of field police officers without
expertise related to digital forensics.

From 2019 to 2021, digital forensics education for field police officers
belonging to the Jeju National Police Agency was conducted to maximize the
educational effect, and education subjects were organized and training hours

were allocated.

_80_



In addition, in order to know the effectiveness of education, the curriculum
was organized and conducted in various ways, such as holding a digital
forensics quiz contest by organizing questions based on the contents of
education after completion of education.

As a result of qualitative analysis of the opinions of field police officers
who completed the curriculum and training conducted by the Jeju Police
Agency, the following matters need to be considered when designing a
curriculum to strengthen their digital forensics capabilities.

First, education on digital evidence seizure and search procedures must be
provided as basic education to all investigators. The digital evidence seizure
and search procedures and related document preparation methods are essential
training, and it will considered more effective to reflect the actual cases of
each city and province's police agency in standard lectures produced by the
National Police Agency.

In addition, it is necessary to prepare a customized lecture plan for each
subject of education. Since the types of cases handled by each investigation
department are different, data that must be carefully viewed may vary
depending on the case handled by the same digital device, so customized
lectures are needed for each investigation department.

Second, for mobile devices like smartphones, which account for more than
80% of digital evidence analysis, in—-depth education on mobile devices is
needed, such as precautions when confiscating mobile devices, types of basic
information stored in mobile devices. In the case of mobile devices, there are
so many types that there are different usage methods depending on the model
and version, and new applications are steadily emerging, and Android and
I0S versions, which are mobile device operating systems, continue to be
updated, requiring continuous training.

Third, what was discussed about digital evidence at the actual site, what

the field police officer was curious about digital evidence in the process of
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collecting digital evidence, and cases of actual court recognition or denial of
evidence ability must be reflected in the education. In addition, since there are
many cases Where practical education is desired, the training environment
should be well established to induce the interest of trainees when conducting
face-to—face education.

If it is not easy to establish a practice environment, it would be effective to
create and educate educational materials in the form of videos that filmed the
practice process.

Fourth, in order to increase the effectiveness of digital forensics education,
it would be good to develop various types of educational materials such as
card news and quizzes. In addition to card news and quizzes produced by the
Jeju Police Agency, educational materials that can induce interest, such as
puzzles and Finding hidden pictures, should be developed in various ways and
actively used for digital forensics education.

Fifth, due to the nature of police work, they often work in the shift
department, and it is not easy to participate in the set training schedule due
to situations such as on-call work, arrest and escort of suspects, and
assembly demonstrations. Therefore, it is also a good idea to establish and
operate a site where you can listen to lectures related to digital forensics
through the Internet that can be accessed anytime, anywhere.

It can be easily accessed through a computer or smartphone, and the
appropriate amount of video lectures is subdivided into fields so that the
concentration does not decrease, so that you can select and listen to the
lectures you want to listen to. It is easy to download the overall contents of
digital forensics, documents necessary at the site of seizure and search of
digital evidence, various laws and regulations, not data that requires business
security. In addition, inquiries can be made through real-time chat when there
1s a part that needs to be checked at the actual seizure and search site.

In addition, you can ask questions about posts such as educational materials
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through comments, and it is easy to collect opinions from field police officers
such as educational-related suggestions. Therefore, it will be helpful in
developing educational materials or designing a curriculum in the future.

Only digital evidence collected and analyzed through due process is
recognized as evidence in court. Thus, the digital forensics ability of field
police officers will become increasingly important in case resolution.

Based on the results of this study, we hope that research on the curriculum
that can strengthen the digital forensics capabilities of field police officers will
continue, and various and effective educational methods will be developed that

can be applied directly to actual seizure and search sites.

Keywords: Field police officers, investigators, digital forensics, digital
evidence, seizure and search, Supreme Court precedents, forensic

curriculum
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