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<Abstract>

An IPA Analysis on the Importance and Utilization of

Personal Information in Medical Institutions

The importance of personal information protection cannot be
overemphasized, social demand for protection of patient personal information
1s Increasing, and the medical institution collects personal information
according to relevant laws such as patient health status information, medical
care information, history, sensitivity information, and resident registration
numbers, and handles various personal information such as credit card
number, account number, work information, and personal image information.
The domestic medical institution utilizes diverse personal information such as
improvement of the quality of medical services, improvement of the medical
information system, efficient flow of patient care, consignment of reading
work for images and examinations, preparation of academic research and
statistics, and exchange of medical information between hospitals.

The leakage of personal information violates the right to self-determination
of personal information, secondary damages caused by personal information
leaked, and a variety of disadvantages such as threats to life and body,
property loss, and social degradation.

To carry out the methods proposed in this paper effectively, the data
collection of personal information items was examined in 61 common items of
personal information file names based on hospitals at national universities
among the five personal information files registered in the Comprehensive
Support System for Personal Information Protection by the Ministry of Public
Administration and Security[https://intra.privacy.go.kr]” The 61 items of
personal information calculated were measured by utilizing the privacy impact

rating scale of the Personal Information Protection Act.

- vii -



The classification of personal information items was divided into 15
attributes  (unique identification, sensitive information, authentication
information, credit information, financial information, medical information,
location information, other important information, personal identification,
personal information, other personal information, automatic generation
information, processing information, limited identification information, and
other indirect personal information) and the IPA analysis was performed by
reducing the scope to the same scope.

The implications for the IPA analysis results of this study are as follows.
First, the items of personal information that are located in the first quadrant
of the TPA analysis should be significantly improved, with high importance
and low utilization. As medical information provides academic research and
statistics, exchange of medical information between hospitals, and personal
information to third-party organizations, it is necessary to thoroughly manage
and enhance the level of personal information utilization so that it is not lost,
stolen, leaked, falsified, or manipulated in the event of the information
provided to personal information utilization, as the importance and utilization
of personal information is lowered by personal information staff and the users
of the information is likely to be used beyond the scope of the original
collection purpose, or applied in practice.

Second, the degree of importance of personal information does not mean
that it is highly utilized, and utilization of personal information regardless of
its importance has been shown to be diverse. Such distribution can be judged
to be an area in which urgent efforts are not required to collect, use or
provide personal information, but, as stated in the theoretical context, it is
possible for personal information personnel and handlers to be interpreted
more carefully, considering threats to life and body due to personal
information leakage and misuse by medical institutions, and to make efforts

to establish and operate appropriate internal controls and systems.
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A '
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