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Abstract

Data Integrity Service of Fish Quality Inspection Based on
Blockchain

Kim, JaeMin
Department of Computer Engineering

Graduate School

Supervised by Professor Kim, DoHyeun

In this paper, we propose a service to ensure the reliability, transparency,
and integrity of fish quality safety inspection by integrating blockchain
technology. To this end, we design and implement a fish quality inspection
blockchain network. Fish quality safety inspection is essential before all
marine products are distributed, that is, before the transaction between the
seller and the buyer. By implementing a safety inspection conducted before
distribution in a block chain, a mutual monitoring system between each
agency and distributors is formed, and the quality of the agency and quality
1s increased by preventing the occurrence of malicious information or false

inspection results that can be accidentally caused by the inspector.

Keyword : Fish safety inspection, Blockcahin, Integrity, Hyperledger Fabric
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A @ A= A2FE 650, 670g, 800ge AAA 512 A @
= 240g, 360g, 400g, 350g, 420g% AATTE HAAFEE ofe] Fuo| o}
AFANAE FYEA shtel g Am FABLE AAaAE AR o7

Am ANIRe) AL AREE A8 Folw AAds F AAARs} 5907

Boz AFel ¥ F ghw Aust Bk Fxuss Asst AHE FHY 52

1] v} 747 e 5z
ol A 3o} fAAATRE AAAAAE, A JAPHol o AAAE S
G, A ddeks Aol AFHAEE VEAE 2R EA oA w9k

E 6. AAFFAHAA EFAQA AEHR
o o] § 7] 44
NE=RsE sampling_cnt 3757
NEEASE: sampling_weight 2407800g
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HAAFSHA inspection_state el F g
TZHIS fishbowl_number Cl, C2, C3
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AAL4 3 inspection_resullt ¥4, =4
7|7k validity_date 2020.01.01(3+<)
A A2 Holo] T owner A0001
ALzt apply_date 2020-01-01
2 dAFoAs AAAHAE] YA, SAATNS A Aoz FAHY A9
s Both A A Ay fFarIke AR AFH VIedE 0¥ f &
71Zko]l At kA HAME AAMA A fFE27|F wEE A 54 AE
ololt)= A FFAHAA EZAA o T AA AR af AE A
RI7F SEEY. AedAs Als AFH 1 59y
23 AFFZAAA EEAQ
#1 3 6lol kA AAAEARE [O2F 4] EF5AR1e Fxo EdHAA
A FHeol wel AFET FEATE oJFE FEsH7] fd APL AHE S5

A A 8-S Hz 55 1o] A HAZIHAA AlsE
AANM NEARE TEFoRN EdAHo]l AFHT), oju {5z &
2 Ad7t o ol
Block 100 Header Transaction
ST .
! Block Hash ! ! |
! 153254DFD1224d ! : u_id:A0D01, i
' i v ix_type:0001, ;
| . : ' sign : . '
t | Previous Block Hash | | ' ;l;ghraé:#::e?}AFCﬂB i
i i : - aty :
! EGF3254DFD1224d : ! fish_weight:240 :
! i ' inspection_type: 29 =Z, !
! ! i insection_status: B, i
! ‘ Merkle Root | © fishbowl_num:C1,C2,C3 ;
l KGG254DFD1224d | ' inspection_result: 242, :
RS : ; validity:2020-01-01, ;
T ' apply_date:2019-12-01 ;
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Biock 100 ' i




o]
¢} o] Key, Value FElE F 3™ Json EIYo = AT & o WH3] 4w
B HJAA 7 He] AALAY AA A S B A A AlEstn BElAke] Felow
ChA] A7 o] FolxiAM AEH oz EZo] AAE=d o] u L Fho] &

oz YH T AFU Aol HAL B F PAYRE FU7|Ho

Rl

24 I FEAYA BSAA 2 T LnYT

7} guel Adng Fel B4 Fel dueFel Yoz dgHa 9
ot el ol FEA(POSIL ©] ©.6] 2(B0S)e| o] E2(dPos)ol AHEH = v ZHE] §o]
AZ7e vz stolsidq Ao Fe) dueES Kafka Fu 2D ALE

st gtk BEAeNAY Fel B BE FIAt o] que swA 9%

Of

23T @ FEAY AL 4 BFwSEo] Kafka FnF AFOR HFo]
4R Fo APL AWE o] EAAAS oy AUz AF @ 5 A

1) kafkat o} 9% 2ZEGo] Ago] AZetz AU E 2 WA

A HBHZ
ZHolHE T4, 1 AU, v AdAtes Ay dYsy] A% &

N Jé
(m
fr

“Frl (&
mlo
ol
s
i

71
Ei‘

rd 14

_25_



-
40
i
r
i
™)
Er
il
w|
']
gsl
m o
o<
E
Qo
o

Commit

Endorsing

Node

Node

A

Application

1.3A8%
—————— (Mobile, Web, Etc)

A

il

e Al ol4tE

A = =

obr F7b mi 4

uk
=l

23!

Hel A el A

Njo
T

-

E
=T
|
o]
iji]
H

|
L

(Commit)S #gslar o]

)

il

HA H o

A A&

SR R e

AR [29 11 ©

R

wESA BEEsY S gEAu s

hpol

K
5

&A1l

Ak Ak oz A&7}

H ¥

ARG Al Al 2 E

bipel 2o

]

o
T

ﬁo

S
s

&

3l FeH o

A Al 2"

€

8

KeN
=

(Response) Zt

=

o =S

Fof A

S

OJHIE FFFE AME

)
‘BO
<]
il

ul
i

uze)

K
o

oo

_26_



- o4
il ™
._w.mn_._ iy Sy S
< ER
- Ko A

3 T

Ko
b
<
RO T« 7
rs

J
=u
<
o H
of Ko

i)

wo
£l

= 0l =
& P ™
ool o
[y 1l Al
oo 7l Mn
40 7 = i

= = o

w H
Kl L

= H
(EN ~
1 ;
= o
g o

tuh =

= a__

Cl i

firl Klo

w i

= o
0
_.__l___ Yy

e W

i l 1 ]
o
L

'

of

i
=3
T e e
of

AN BEEAQ MEND AAL tholo] 13

I

H A 1] ol A

=z

3

=23
=

3

e =5

_27_



Iv. A % 44
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g o R A AAE F UAES b=l o]
b2 Aujzo] A8 & 5 Qe olAAe] = B FEL W
(VirtualBox)ell 7Hd3t AWE F5sto] -4 849 o /mFd a4
HEYAE F538kaL L Qbell Ao 7 AMEAE of ZefAold A¥E
ool FEAAA 254 MEYA 750 F ok A<= (chaincode)= AHA

ZYPE) M ALFE L(Go)AIE ALE T fZ A MuE Abg el H
o

1

Ay
off

T+ ZEEJA=(Frontend) ¢t 7ls& AdfTFe Hd=
(Backend)= T4 € th. Aol A AAHE (Javascript) 2 7@ A2 &
SAQ HEY A HEF 5 A= GAul2=z2 74 gt 71eS FEAe] A
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§1tF.(2020.05.24) Al&¥ SDKE Ab&3dto] API A¥ S gt

-" ‘\.

] T (]

I 1 1

[ |

e hoy B A I HES2EA HZE i
obile App, PC App ' i I
REST APl L > EXpressds FEbe — :
Frontend ' Backend | : :

: OESEAMUEAD | |

i — |

] I

] B I

Application A API M H HEZTAMNYEYIMY )

qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

VirtualBox 7443}

a9 12, 7p3E 71Nk o A A vES S T2

[2% 12] API M, o 7324 A HESY A A8 7Hdst #2585 wd HF AL
|27 API AlHolAl F= g3 sth o] FEE v API AW, 7|4 =
Express]S & 5% API AWo]t}. o] Express]S API AWM= AFEAZ HH
e 89S A grHA ofFEAAA ESAU HEAAR Ho] Agdh

APl AW E ZHEANA AF= = SDKE o] &35te] Avt~agER FE gt}
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i =u¢(Domain)e %7 AA A A4y 4ot "dEISE
(Template Count)= =7 A4 =9 atolw ofFFdAA &AL Y
Efas 4 245 209 ==& A3 47+ E(Users Count) = 2t £ 4]
of A AbEA ot [ 5] o FEEAAA =5 A FAARAA A
$ SRzl b, weArE AAbz gl AARAE, B AF frE Al Al ap, A
W2 7F A THEEC B o gk TAAANE A "k

X7 OA%%E AHE FHAAH FAH8A
78 SRR A A7) 3} o
Name OrgApprover Orglnspector OrgTrader
) orgApporver.exa | orglnspectoer.exa | orgTrader.exam
Domain
mple.com mple.com ple.com
Template
2 2 2
Count
Users Count 2 2 2

[¥ 8] Alotd EHAM IHLA FAHLE JFFAHA EZAA UEH=

A (channelol] #olsh= 74 IodE5s AAdstn

Agste WHPARAMSP)E 4o Al AAT a8 AUAIAES

(genesis block)S AASIEE AAsta w3k o] & HAAST EAAILA FAHALA

S S8 AAHE EAREEY ASAHE uE T F UEE AFHAANARE A

Aottt AEAH 2 e AHl A~ FEHE JSEEQ] £2(solo)Z A 7127}
gEs AR AR At EAAA] dadAE Aty dFEAE A

7l 52 44T & Uk FELYAL BEAA VEAAE oHY Mu2E 7
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3E 8 Ajtd EdAA SFHEA FHeL
TE A7 & A7) 3 &2
Name OrgApprover Orglnspector OrgTrader
MSP Name OrgApproverMSP OrglnspectorMSP OrgTraderMSP
MSP ID OrgApproverMSP OrglnspectorMSP OrgTraderMSP
AnchorPeers peerQ.orgApprover | peerO.orglnspector | peerO.orgTrader.
.example.com .example.com example.com
Port 7051 9051 10051
U2 =AAEA 8444 F484E FA ¢ [8 919 [# 1012 o F+F
A 2540 =7 olnAE A7 AR =AHEA dFEY TR
o EAREA @442 eyeMu Lt mEAHAE AT (R e 2
Haanlz Rt FAAEE 719 #e FHE AAdEHM AR
(services)7]= BA T Z=7|olnA] A}t o]FS At 7 Mu=7]e] ghe
2 #ZHolyo]&(container_name), &, XEE Aot} =T AMH] A LR
£ Au|27], ZHolUolE, BE, LEE 2y A e J)E 7 o
o F7F4 o2 37 (environment)7] 7F © &4 gk}
F 9. AgE edyMuAs EAREA S AR
T CET
services orderer.example.com

container_name orderer.example.com

./channel-artifacts/genesis.block:/var/hyperledger/orderer
/orderer.genesis.block
../erypto—config/ordererOrganizations/example.com/ordere
orderer volumes | rs/orderer.example.com/msp:/var/hyperledger/orderer/msp
../crypto—config/ordererOrganizations/example.com/ordere
rs/orderer.example.com/tls/:/var/hyperledger/orderer/tls

orderer.example.com:/var/hyperledger/production/orderer

orderer ports 7050:7050
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a7 WEdHe ARz wdgdre] A wA g2 [ 15]¢ EdA

T CEE

peer(.org Approver.example.com:

services )
peerl.org Approver.example.com:

. peer(.org Approver.example.com:
container_name
peerl.org Approver.example.com:

CORE_PEER_ID=peer(.org Approver.example.com
CORE_PEER_ADDRESS=peer(0.org Approver.example.com
7051

CORE_PEER_LISTENADDRESS=0.0.0.0:7051
CORE_PEER_CHAINCODEADDRESS=peer0.org Approve
r.example.com:7052
CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:70
52

CORE_PEER_GOSSIP_BOOTSTRAP=peerl.org Approver.
example.com:8051
CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer(.or
gApprover.example.com:7051
CORE_PEER_LOCALMSPID=0OrgApproverMSP

peer(

environment

./channel-artifacts/genesis.block:/var/hyperledger/orderer
/orderer.genesis.block
./crypto—config/ordererOrganizations/example.com/ordere
peerQ volumes | rs/orderer.example.com/msp:/var/hyperledger/orderer/msp
./crypto—config/ordererOrganizations/example.com/ordere
rs/orderer.example.com/tls/:/var/hyperledger/orderer/tls

orderer.example.com:/var/hyperledger/production/orderer
orderer ports 7051:7051
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olzm=Z A of sl B AFoAE [F 6] oFEFEAA EE2AQA A AR
oAl BA% AlEARE vEg o2 ofFE A A A JdFZ = (Inspection chaincode)
E A st} sfolHd A By AJdIz=E dA Go, Javascript 2714 o] &
A hety E AfgM = Go AE FIS 7R L FE)
¥ 11 AFEZFZAHAA ESAAANAE SH4
function A
Invoke EEof dleo|lgHE 227] 93 AF-&3H
. AN ZE7F SvtEA A" 28tE a1 AE DB7Y
querylnspection A8 Ax sl
initLedger AJNFETF JA2E 238 Fof SEHT
createlnspection &S HJuolEsta A 2R E5S F713H
queryAlllnspections EE9 BEE HolHE X33
changelnspectionOwner | &%9] A2 WA 3t}

1.2 EAAA M & AT AFEFZAAA ESAY API gAH & A

7 22 71#HES API AME o] &3te] of FEAAA
oo AZdste] At o] Fojxith o] API AlM & 73 FoatE <]
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M el 754 @A obY [3& 8]9 2t
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|5

ol
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g E5 sty ARE ¢o] oA HoFErh oFEAAA EEAR] HAEE
F7VetAY AgE e A= POST WA= T PUT WAEE AMESH o
FEd HAAARE FEtaA = /api/addinspection &2 FE 275}
AFFLAHAAL E5S F7HAT AFEATE ATt o] FojA = EW

st wl= PUT WAEE AFE319] /api/changeowner/inspection ##E #4351

A3 A71m oluf HEE AREE Body o Json BFYOE ARZE Aojx A3

Method Uri A

GET /api/alllnspections BE AAAEE Y.

AR cletE wold #3

GET /api/inspection?Id=key
AAAARE 2" g

POST | /api/addInspection/ AAVE R E F7}F5

PUT /api/changeowner/inspection | AA}AH o] AFAE WHA 3o}
2. BEEAQ 717 A FEZAAA "HolEHe FAA MU= +EFTF

stols gl A T53A 0] st Jej2 FAstA vE 5 e A
o] St} ©AdA ol 7Hdst FHoR FEHIFAY B H AHE oY I FE53

AAste] T FAAAE FEF
7[ZEe® At B SDKE AA|sto] doj= Goddols ARSI APT A
= Node MW E o] &3dto] AntAHER ofEelAoldS 7iEdt. 712 IDE
= velARAZENdAM  AEste] F8 wjEdte HFIAAFHL A= (Visual
Studio Code)= 7R&gttt. g AlAgls FdsH7] A AL =

[ 14] AAFF2dA 549 T84 2
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(ON] Ubuntu 184

Go
21 o]

Java Scripts

Node.js

Hyperledger Fabric 1.4
Docker 18.09.5
Fabric SDK 1.4

e
S
alis

VirtualBox 6.0

IDE Visual Studio Code

soAME 7Ee Vees MEA LA E ol&s whul4l oFEEAA £
ARl dAdsks AdEE JA adojz A

E==Alo]o] ~(Nodejs)= HEAA ofFgAle]ld Mte] ARE Y= AZES O
FTAF R Muatol= el F2 AMGET AHAIHE dojm AAsH
4 HTTP M¥ telB& e s 2gstar glo] HImol o Z|7lola Mu flo] <}
MU 27F b stt14] At AHEIo] 7 i E Ao HdPH = Ads &
2] EEAolol e V8 (AHtAAdE <lxl)o] ME H e 43S At
AutaAgE 7L B Sol A AFYETH15]. SFAQ 7Nk oA FEFEAHAL
olE| ¢ FAH AMHIAE ARGl A AlFsl7] A m=Alo]d
gdol 75 = of gt o] el AN AupAAHERJNNE AbEete] EF

A Q1A 25 Ao} g,
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E=ADocker) = HEH29 8 TRIWUES AYH AZE S =7 7y ]

U eboll XAl F]= oF A ZRAES|Y16]. o3 Bol(Hyper-V), W Fd

SAZAE ol Hol| A A= 7}
stolHH A= Bw 2 Al (Linux Foundation)o] F%=38Fa st & o2&
A g2 AEOH Hyperledger Fabric, Hyperledger Iroha, Hyperledger Sawt-
ooth, Hyperledger Burrows B2 ZddHa7t AA, /M 2L ALg5o] Ax
Atk o] T stelHHA sjr o] A, el ¥ HestA & F UYEE shol

HY A F XA (Hyperledger Composer), dte] 3 2% &2 7| (Hyperledger Explore

D E oY EPES AFAFORA g MAYARDR go] 4851 9l
solsel 4 sjuee] b BEAAD TE FH 54L mw, ezl

ol ge] BEANL RE AL @ 74 wEo| Aelsls W slol A
ge 7 B W PREc FaEs P Jrk oA sl
g4 Muee mEs LA AHsd olylEAAR 233 Qo] WA, FE, 1Y,

A%, 94 A9, FHY 2L OAE o AY F OGN AYsE b

AR ESAY dEQD AHagor S5 2FAA

F
FoAA 5 ostolH A sEE s AAsHy] ol sjH ol Z}
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EEgo] Mujad =7

il

S A3} sudo apt-get -y install docker—comp
£ SAZE A H. stolH A sfE g A

Agsts E5A MEYAY Ada=E A5 98 GodolE AA|gt w

ose® ElFE] AT ¥ 4Y s

get https://golang.org/dl/gol.11.11 linux-amd64.tar.gz HEo] En| oA 2l 3]s}

of ¥== E F AATH

>

ofFFAAA EFAN UMESA 24 AANA [ 7] Atd AHE 4FA4
4 TAEes, [ 8] Alete EdALR @34 FA8L [ 9] Altd =7
7

AR TS ARE A4 o [Od 13]3 2ol WA AHE 7

XA IAALA
] o S
44 A Ao
< UNTITLED [WORKSPACE) 1
» javascript b Ordererdrgs:
3
» typescript fie
} .}_ e 4 - Name: Orderer
i ey 5 Domain: example.com
back [
» chaincode 7 Specs:
< firstnetwork 8 - Hostname: orderer
) base g - Hostname: orderer2
W meigy s 1@ - Hostname: orderer3
e 11 - Hostname: ordererd
e _ _ 12 - Hostname: orderers
orcerarOrgEn:zat:aas example.. 13
i 14
> msp 15 PeerOrgs:
> orderers 16
y tisca 17 = Narne:. OrghApprover
et 18 Domain: orgApprover.example.com
o 19 EnableNodeOls: frue
+ peerOrganizations 26
+ orgApproverexample.com 21 Template:
=] 22 Count: 2
* msp 3
Y peers 24 Users: .
Hsca 25 Count: 2
SRk 27 - Name: OrgInspector
P A 2 T 28 Domain: orgInspector.example.com
» orglrader.example.com 29 EnableNodeOUs: true
» org3-artifacts 30 Template:
» scripts 31 Count: 2
o e 32 Users:
33 Count: 2
© _gitignore el
z 34
B byfnsh 35 - Name: OrgTrader
! configbeyaml 36 Domain: orgTrader.example.com
37 EnableNodeOUs: true
configtxdator 38 Template:
! crypto-configyaml 39 Count: 2
T 40 Users:
cryptogen P Coimts 2
discover 42
! docker-compose-cliyaml

a3 13. Alote I HE 3744 A (crypto-config.yaml)
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FAage [ad 134t aHE P A 9 crypto-config.yamlell

ol FEAAA BEFA UEINA ALEE 2ry] Aujxet 7w

2
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il
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i_l“
l-lO
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i
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=
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[>
rm
[>
ot
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[>
1o

At 3+l Hrolth #A F stelddl A s EHoA A= violyeE] Y cr
yptogen< A3 ET} cryptogens crypto—config ZU7F A5 A A H 1L ordererO

rganizations & ¢ peerOrganizationsZ Ut 2719 ZYE x5 A HA}.

rkS$ tree crypto-config -d -L 3

26 directories

a9 14 A4E FYE #4479 29 9 39

ordererOrganizationsZ ol = 7I¥ QAFA7F A H 3L crypto-config.yamloll A

AAsE 57le] ey AMuj2e] A QAF A7 AF A Y. peerOrganizations

S

ol = orgApprover, orglnspector, orgTradere] 7R Ew ez} JRHASAHE
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o
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ol
-

fol
by
|

orver.example.com 2719 ¥ o] & At AHE HAEA A WHo =

ptogen generate —-config=./crypto—config.yaml ©]t}.

AL configtx.yaml ddojth [1¥13] AFEFZAAA 549 44

3 ZF =deld 279 dojrt AAFECLH J o= peer(, peerl® A &=
Yo 2 orgApporvere peer(Q.orgApporver.example.com ¥} peerl.orgApp

Jery

UMTITLED | WORKSFACE)

Org
Ordererbrg

ID: DrdererHSP

HSPDi rypto-configfordererDrganizations/exammle . con/msp

et Signature
: "OH{"DrgererWSP.menber” }*

: Signature
"OR{ “OriererHSP menber }"

Signature
"OR{ " OrdererMSP admin’ )"

App rove rise
proverMse
rypto-config/peerlroanizations/argApprover. exangle, confmsp

: Sigriature
"R | OrphpproverMsP . adnin', ‘OrgApproverMSP. peer’. ‘OrgApproveMSD.client®)®

: Signature
"OR{ "OrgAporoverMSA_adnin'. 'OrgApproverMSE. clisne')”
ype: Signature
“0R( " OrgApproverMss adnin ') -

ast: peard.orghppraver. exarple.com
£x TES1

- EDrgl or
Name: DrgInspectarMsP
iD: OrglnspectorMsP
MSPDir: crypto-canfig/peerfrganizations/orgInspector.exanple, com/nsp

Type: Signature
Rule: "OR{"OrgInspectorMsP.adnin')"

peerd.orgInspector. exanple. cam

Fame: DrgTraderMsd
10: OrgTraderdSP
MSPDir: crypto-canfig/pesrQrganizationsfaraTrader.example. con/msp

jpet Signature
"OR{"OrgTradeMSP.adnin', ‘OrgTraderMSP.pear”, 'GrgTracerMsSpP.clisnt’)
: Signature
"OR{"OrgTrade MEP.adnin', 'OrgTraderHSP.client'|"

Type: Signature
Rule: "OR{ OrgTrader¥SP.adnin'|"

- AnchorPeers:
BuTLINE %
TINELINE 13

peerfi.orgfrader. example. com
10851

Policies:
Readers:
Type: Signature
Rule: "OR{’ OrpInspectorMSD_adnin’, "OrglnspectarMSP.peer’, 'OrglnspectorRSP.clisnt” )"
Writars
Type: Signature
Rule: "OR{ OrgInspectorMSE.atnin’, "DrglnspectarBSP.clisnt’ }*
Admins:

a9 15, Aoty Ed A 374 A A (configtx.yaml)
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HA AUA2ES 9dS At dadgEol= Jeonfigtxgen —profile Two
OrgsOrdererGenesis -outputBlock ./channel-artifacts/genesis.block®]t}. ™ & o]

Al

A3 % channel-artifacts 9= ©]5 & A% genesis.block Y-S &l 3t

tots ALEAAA RdS AP AEdE S 71 mychannel = A4 g

o2

o} QA9 AA HH o= Jeonfigtxgen —profile TwoOrgsChannel —outputCreateCh
annelTx ./channel-artifacts/ —channelld mychannele]t}. W&o A& % channe
l-artifacts $1X2 ©o]% ¥ AA % channel.tx FYS 3T} o2 JjojEWHH
A gds AAst [298 2019 configtx.yamloll A3+ OrgApproverMSP, Org
InpectorMSP, OrgTraderMSP 3719 ToJEMAT S Attt sojEdq A o
ol t&3 2o

Jconfigtxgen -profile TwoOrgsChannel -outputAnchorPeersUpdate ./channel—-
artifacts/Org ApproverMSPanchors.tx —channellD mychannel -asOrg OrgAppro
verMSP
Jconfigtxgen -profile TwoOrgsChannel —outputAnchorPeersUpdate ./channel-a
rtifacts/OrglnspectorMSPanchors.tx —channellD mychannel —asOrg Orglnspecto
rMSP
Jconfigtxgen -profile TwoOrgsChannel —outputAnchorPeersUpdate ./channel-a
rtifacts/Org TraderMSPanchors.tx —channellD mychannel -asOrg OrgTraderMS
p

Ho] Adal $ channel-artifacts $1X=Z olF ¥ [1¥ 16]ExdHAA gd &
=3 o] A ¥ OrgApproverMSPanchors.tx, OrglnspectorMSPanchors.tx, Or

gTraderMSPanchors.tx 345 &213%tt].

kS tree channel-artifacts

channel. tx

genesis.block
OrgApproverMSPanchors. tx
OrgInspectorMSPanchors. tx
orgTraderMSPanchors. tx

8 directories, 5 files



ERdNHAIFZAEAAS Ed & EAAEA SHFAHAAS o
A adwe og] Jle o]l EAgh 2
docker-compose-cli.yaml 2709 vt dA S sl

A g2
yaml 32

e TEEAE

A G R SEHA

O E A}

o

O —

-~ UNTITLED {WORRSPACE) & version; '2°
jervascriph I
EypeEzcript B volupes:
- 8 arderar.exanple.con:
B peerd . argApprover example. com:
1 peerl.orgApprover example. com:
12 peerd.orgInspector. exanple. com:
13 peerl.orgInspector. exanple. com:
« hese 14 peerd.orgTrader. exanple. con:
| docksr-compose-basepam| 15 peerl.argTrader.exzmple. con:
| peerhaseyam 15
w charpatapiact P e
& gitkeep 5 LA
e 28 services:
penezisbiock 1
MSEanchorsts 22 arderar.exanple.con:
torhSPanchorstx 23 extands:
OraTraderMsPanchart tx 24 fi base/docker-conpose-base. yaml
s Ay 25 sErvice: nrderer.e’xanple.ta[ﬁ
16 container_name: orderar.example.com
ong3-artfaces 17 netwarks:
sripts 28 - byfn
& e %
] e peerd.argApprover _example.com:
B byin container name: peerf.orpApprover.example.com
| I configesyamid Eﬂ?ndsz %

2 file: basefdocker-conpose-base. yaml
""Ff"""‘““ service: peerf.orghpprover.exanple.con
oank J netwarks:

! ‘crypto-tonfig.veml - byfn
cryotogen i
Bt kL peerl.orgApprover _examgle. com:
e A T e ii gg:;:diz?r name: peerl.orpfpprover.example.com
4 Jockep oo e sonduonl b file: base/docker-conpose-base. yaml
! dockercommpote Lt 42 service: peerl.orgdpprover.exanple.con
I dackercompos ) 13 networks:
| dockercompose- emplate yami 44 - byfn
! dockercomposeq 45 iy
1 ok somtieeJbio pesi 45 nesrﬂ.urgmspector.exau_nle.c:|rn:
¥ R A 17 container name: peerf.orglnspector.exanple. cam
acker-compose-orgd.yami Ecbendss
B o file: basa/docker-conpose-base. yaml

aclient service: peerf.orglnspector.exanple.con

c-Ca-SErVEr netwarks:
- byfn

peerl.orginspector. exanple. com:
container_name: peerl.orplnspector.exanple. cam

extends:
file: base/docker-conpose-basze. yaml
service: peerl.orglnspector.exanple.con
netwarks:
- byfn

peerd.orgirader.exanple.con:
container name: peerf.orgTrader example.com

extends:

file: base/docker-conpose-base. yaml

service: peerf.orgTrader.exanple. com
7 netwarks:
E - byfn
4
B peerl.orgTrader.exanple.con:
71 container name: peerl.orgTrader.example.com
72 extends:
73 fila: bass/docker-conpose-basze. yaml
d service: peerl.orgTrader.exanple. com
5 netwarks:
i - byfn

a9 17.

A olv A A A A

cli(docker-compose—cli.yaml)
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X 8] ~(services)™ docker-compose-base.yamlol] AHZ 7}x] 2= file: base/d
ocker-compose-base.yaml & 41213%+t}. docker-compose-base.yaml 3+ -2 dock
er-compose—cli.yaml 3¢ WE2 XAY ARZ ofFEFEAAA B4 UE

A3 #HEAARE [29 23] docker-compose-base.yaml ©f 7 slt}.

version: '2
SETVICES]

arderer.exanple.con:
container name: orderer.exampie. com

 peer-pase.yaml
service! ordarer-base
volunes;
fchannel-zrtifacts/genesis. block: /var/hyperledoerforderers/erderer. genesis. blaock
Jferypto-config/orderarlrganizations/exanple . con/orderars forderer. exanple. com/msp: /var/hy|
fcrypto-config/ordererrganizations/exanple. con/orderers/orderer .exanple com/tls/: /var/hy
- orderer.example, con:/var/hyperladger/praduction/orderar

rladger/orderer/msp
eriedger/orderer/tls

ports:
- 7858: TE58
33 peerfl, orgApprover.examale com;
U container name: peerfl orgApprover.example. com
25 extends:

peer-base. yaml
peer-base

Environmel
- CORE PEER ID=pzerd.orodpprover.exanple, com
- CORE PEER ADDRES3=peerd.orgApprover_example.com: 7851
- CORE PEER LISTEMADDRESS=d.8.8.8:7851
- CORE PEER CHATRCODEADDAESS=peerd.orgApprover.exangle.con: 7852
- CORE_PEER_CHATRCODELISTENADDRESS=3.8.8.8:7852
- CORE_PEER GOSSIP BOOTSTRAP=peerl.orgApprover.example. com:8051
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerf .orgApprover. example.com: 7851
- CORE_PEER LOCALMSPID=DrgApproverMsp
volumes:

- fvar/run/:/hostfvar/run
-/crypto-config/peerbroanizations/orofpp rover. exanple. con/peers/peerd. orgApprover. exanple. cominsp;
ferypto-config/peerfrganizations/orghop rover exanple .con/pears/peerd . orghppraver . exanple .com/tls

- peerb.orghpprover. example.com: fvar/hyperiedoer/production

cfhyperiedger/fabric/msp
c/hypertedger/fabric/tls

a2 ports:

43 - 7851:7651

4

45 peerl,orghpprover examle. com:

af container name: peerl.orgApprover.exanple.com
ds:

file: peer-base, yaml
service: peer-base
enviranment;
- CORE_PEER Ill=peerl.orgfpprover.exanple, cam
= CORE_PEER ADDRESS=peerl.orgApprovar.example com:8851
- CORE_PEER_LISTEWADDRESS=8.6.0.6:8851
- CORE_PEER CHATRCODEADIRESS=peerl.argApprover. exanple. com:8052
- CORE_PEER CHAINCODELISTENADDRESS=8.0.0.8:3852
- CORE PEER G0SSIR EXTERMALENDROINT=peerl.orgApprover.exanale. com:3851
- CORE_PEER GOSSIP BOOTSTRAP=peerd.orgApprover.example.com:7651
- CORE_PEER LOCALMSPID=OrghgproverMsp
wolumes:
- fvar/run/ o/host/var/rumd
Jerypto-config/peerlrganizations/orghpp rover .exanpla .con/pears/peerl.orgAppraver example. coms/nsp; /etc
ferypto-config/peerirganizations/orghop rover.exanple .con/pears/peerl.orgApprover  exanple. conftls /ete/
- peerl.argApprover exampie.com:/var/hyperledoer/production

fhyperiedoer/ fabric/msp
hyperiedger/fabric/tis

65 ports:

66 - 8851:EB51

£7

68 T.exanple. com:

B2 na: peerd,orglnspector.exanple. cam
78

T peer-base. yaml

12 SErVicer peer-base

713 environment:

a9 18 =7 == o x] A A 3 (docker-compose-base.yaml)

AARE g5 e Z=AHAYA YHAE Adsrd.  /docker-compose ~f
docker-compose—cli.yaml up -d =EAAFEA HHE a3 & docker ps HH

o1& o] &ste] A Z=FelmAE [2¥ 1919k 2ol & &+ St
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7w FET-neTHorS GoCKeT B

ONTAINER ID IMAGE COMMAND CREATED STATUS PORTS. NAMES

7e3d3bfo18e hyperledger/fabric-tools: latest "/bin/bash" About a minute age Up 58 seconds cli

688a9d1e840 hyperledger/fabric-orderer:latest "orderer” About a minute ago Up 59 seconds :10050->7050 /tcp orderer4.example.con
68b4827440a hyperledger/fabric-orderer:latest "orderer” About a minute ago Up 59 seconds .0:9050->7050/ tcp orderer3.exanple.con
caB296c195b hyperledger/fabric-orderer:latest "orderer” About a minute ago Up 59 seconds :11850->7050/tcp  orderer5.example.con
c4f34d3788f hyperledger/fabric-orderer:latest "orderer” About a minute ago Up 58 seconds .0:8050->7050/ tcp orderer2.example.con
a202c79a6ba hyperledger/fabric- "peer node start” 5 hours ago Up 5 hours :12051->12051/tcp  peeri.orgTrader.example.com
116daafso3a hyperledger/fabric- "peer node start” 5 hours ago Up 5 hours :19051->9051/ tcp peer0.orgInspector.exanple.con
Joadedeasebl hyperledger/fabric- "peer node start” 5 hours ago Up 5 hours :17051->7051/tcp peer0.orgApprover .exanple.con
le1cdf6247F hyperledger/fabric-orderer:latest "orderer" 5 hours ago Up 5 hours :7050->7050/ tcp orderer.example.con
77133a2cC24 hyperledger/fabric-peer:latest "peer node start” 5 hours ago Up 5 hours .0:8051->8051/tcp peer1.orgApprover.exanple.con
13fbafd2ces hyperledger/fabric-peer:latest "peer node start” 5 hours ago Up 5 hours .0:10051->10051/tcp  peeri.orgInspector.example.con
fcB54d96663 hyperledger/fabric-peer:latest "peer_node start” 5 hours ago Up 5 hours :11051->11051/tcp _ peer0.orgTrader .example.com

9 19, AAE =7 ojnx E=2

package main

ies for formatting, handling bytes, reading and
erledger Fabric specific libraries for Smart Contr

f/ Define the Smart Contract structure
type SmartContract struct {
}

f/ Define the inspection structure, with 4 properties. Structure €
type Inspection struct {

SamplingCnt string “json:
SamplingWeight string “json:
Inspectionltem string "json:
FishbowlNumber string “json:
InspectionResult string “Jjson:"i
ValidityDate string “json:
ApplyDate string "json:
Owner string “json:

13 20. A¢tH chaincode 7% A #Z=

stold e A sjr oA Y& AgHE AE Go FLS o83k

“
1157
2
o,
ftlo
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sioh, [29 2013} #o] Inspectioingo H¥S w50l 7|E FRAES ZA
°of AAE ofFEFAAA EFAA MEAATE Aadast d F

RS Ao o= Aol AlmARe] Fo] AFH= WsE 2A
TZ2A A §F Invoke FFIEE At Invoke 5 ZE& o FFE
AL EFA HolHE X3eAY 7] 98 aFdHe= AYE ot
soll BA s sEstES v [29 21194 B queryInspection©]

W Inovoke 3= [29 22]9] FAE querylnspectiond<=9 A zks

Func (s *SmartContract) Invoke {APIstub shim.ChaincodeStubInterface) sc.Response {

ted Smart Contract function an
ub.GetFunctionindParameters ()
handler function e
o

return s. qJE7yIﬁ5pECtlo“(APTSEJb, argsy
} else if function — "initLedger {

return s. r]:.tLet:iQEftAPTst.lb}
} else if function —

f.xjct,lo . args

Route to tl

if function =—

return s. qae?yh_liﬁspect Dﬁsta Tstab}
1 else if function = >
return s. chaﬂgeinspectloﬁDWHeTtAPTstJb, args})

retorn shim. . Exror{"Invalid Smart Contract function name.")

18 21. A¢tE Invoke g IE=

e oREAAAN BEA vEHZ delHE =ds:

e
s

querylnspection &5 ZAd3tl.  querylnspection 2% A] args A9l

G Qesi o gol et Aus xsse] ARge A Fuh

o

func (3 *Smartlontract) queryInspection(APIatub shim.ChaincodeStubInterface, args [lstring) sc.Response {

if len({args) != {:

return shim.Error({"Incorrect number of arguments. Expecting 1)
}
InspectionAsBytes, _ i= RPIstub.GetState(args[-])

return shim.Success(inapectionisBytes)

a9 22. Aot querylnspection 3+ A=

22 AFEHEAA EZAQ dolHE %7|3} 3+ initLedger $-E

st} [ 23]oll A= Z27IskA] kA AA AR 10/1E vl AAFsta =

_45_
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& ok o FEEAAA E5A)] HEYSAVE dAdAE H 5 S5A 0] A
]_

2 @43 BeA otar] g4 10719 o FEANA

odeStubInterface) sc.Response {

FishbowllNumber: "C1", InspectionResult:
Fishbowllumber: nspectionResul

", ValidityDate
, ValidityDate

, ValidityDate
, ValidityD:
, ValidityD:
, ValidityDate
, ValidityDate
ValidityD:

nspectionRe,
InspectionResul
InspectionResul
nspectionRe,
nspectionRe,
InspectionResul

Inspection{Samp.
Inspection{Samp.
Inspectio
Inspectio
Inspection{Samp:

FisnbowlNumber: , ValidityDate

i

for i < len(inspections) {
fme. Princln(": 1z ", 1

json.Marsna 1(inspections[i])
+strconv.Itoa(l), inspectionAsBytes)
inspectiona[i])

return shim.Success(nil)

12 23, Al¢kE initLedger ¥ I =

028 ofFEAAA EZA 2 HolEE AASIE createlnspection S
2 gttt o FEADILAAHAAS] ARAHRE argsoll fHstn APSH AZE

func (3 *SmartContract) createInspection(RPIstub shim.ChaincodeStubInterface, args [Jstring) sc.Response {

if len(args) =2 {
return shim,Error("Incorr=ct number of arguments, Expscting 3"

1

fifs

{SemplingCnc: azgs[.], Sam Item: args[3], FishbowlNumber: args[<], InspectionResult: args[:],

var inspectio e 2zgs[?], Ingpect:

inspectionksBytes,  i= json,Marshal(inspsction)

LPIstub, PutState (azgs[l], inspectiondsBytes)

return shim, Success(nil)

% 24. AlotH createlnspection ¥4 =

& o FEAAA E2A4 20 RE HolHE %33+ queryAlllnspections
T 5lol startKey INSOH-E endKey INS99971#] A &)1
queryAlllnspectinse] 23 =™ F 1000719 <tAA AAMARE 3|84 et
b A B 2o A args S Y #EEEY] startKey 9t endKey 7S Wrola] %3] H =

dRe 5 HAEE = vk
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2
oX,
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=
o
o
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func (s *SmartContract) queryAllInspections (APIstub shim.ChaincodeStubInterface) sc.Response {

starcKey :
endEey =

regultslterator, err := RPIstub.GetStateByRange (startEey, endEey)
if err I= nil {
return shim.Error({err.Erroz())

}

defer resultslterator.Close()

{ buffer ia a J50N array cont
var buffer bytes.Buffer
buffer.WriteString{"["})

aining QueryResulta

bArrayMemberAlreadyWrictten := false
for resultslterator.HasNext() {
queryResponse, err := resultslterator.Next()
if err I= nil {
return shim.Error{err.Erroz())

/ Add a comma before array members, suppress it for the first array member
if bArrayMemberAlreadyWritten =— true {
buffer.WriteString(",")

}

buffer.WriteString("{\"Key\":")
buffer.WriteString("\"")
buffer.WriteString(queryResponse.Eey)
buffer . WriteString("\"")

buffer.WriteString(", o bR

'/ Record is a J5CN ob L, 830 wWe write as-ia
buffer .WriteString(string(queryResponse.Value))
buffer.WriteString("}")
bArrayMemberAlreadyWritten = true

}
buffer.WriteString({"]"})

fmt . Printf{"- gquetrvAllInspections:\n%s\n", buffer.String())

return shim.Success(buffer.Bytes())

13 25, Al¢kH queryAlllnspections & I =
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func {s *SmartContract) changeInspectionOwner (APTstub shim.ChaincodeStubInterface, args []lstzing) sc.Response {
if len(args) = Z {
return shim,.Exror({"Incorrect number of arguments. Expscting 27)

1

inspectionRsBytes,  := APIstub.GectState(args[C])
inspection := Inspection{}

json.Unmarshal {inspection@sBytes, &inspection)

inspection.Owner = args[.]
inspectionfsBytes, = json.Marshal (inspection)
2APIscub,.PutState{args[C], inspectionfsBytes)

return shim.Success{nil)

29 26. At changelnspectionOwner 34+ I =

ol 7] 74A #Ad sk 712 A Q1 7]
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32 A FELAA EEAA WEAT A9EH

AxEdrsl H o{FFAAA EEA] EYIL FRE A5ty siA 3t
olH A B AMZE AFEHE JavascriptE o] &3l AHE Aoy #Ho

EAQ MES A HZakr] g deAtst AHEAE T
dloF s}, | Ape} AFEA} 5 E2 Fabric-CA AW 7} HElE st Fabric-CA

T SEE AMEAY JAFAE BEsta gla HIsks AHEAE A7) AFA
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frdaveghyperledger-fablic:~/web-app/servers node enrollAdmin.js
msg: SuccessTully enrolled admin user admin and imported it into the wallet
frdaveghyperledger-fablic:~/web-app/servers l

a9 27, A A 55 HHo

ALE-A5 52 registerUserjs Y-S A31stW Fabric-CA AW 7} A8 A X

g ol 52 Aelstn ARl AFAE B,

ol

frdaveghyperledger-fablic:~/web-app/servers node registerUser.js
Wallet path: /fhome/frdave/web-app/server/wallet
SuccessTullv renistered and enrolled the user userl and imported it into il

T 28 AHEA 55 3ol

TEs &R % F za]i A Adshs queryjs stds A ok AW

o
p

Huldo A queryjs Y-S Adstd [29H 29]] Godo= A H

rl

queryAlllnspections ¢+ ZE=E A d35HA ¥ queryAlllnspections”} & H 3=

Ayzks 93t Ay ke [29 24] AetE createlnspection 3 FZER

z713F # 712 dolEHE9] json FEHZ 34 #Hu qureyjs © EF5AA F=

Hol & EE HolHE EYHev = FAFY d [2™ 29] chaincode
s}

z3 43 Hd nE a7 w29 72 3 T )

frdaveghyperledger-fablic:~/web-app/servers node query.js

Wallet path: /home/frdave/web-app/server/wallet

Transaction has been evaluated, result is: [{"Key":"INS@", "Record":{"apply_ date":"2819-11-81","fishbowl_
", "owner":"minsung", "sampling cnt":"2","validity date":"2020-01-01"}},{"Key":"IN51", "Record":{"apply dat
", "inspectian_ we1ght""'309" "owner""'jaemln" "sarnpllng cnt"'"3" "ualldlty clate""'zﬂztﬂ [B 85"}, {"Key""'IN
1nspect10n result”:"¥ 4 " "inspection weight":"458","owner":"gaon","sampling_cnt" ’ valldlty date":"2
ction iten";"E X E *:l " "1nspect10n result";"& 4 M L 1nspect10n welght":"6@a", "owner :"minsung”, sampllng C
shbowl number"'"CB“ "1nspect10n item":"# ¥ EH ", "inspection result":"S 4 ", "inspection_ we1gh*":"65El" "o
V. date":"2020-02- 21" "fishbowl number":"C2", "1nspect10n item":"@ESH " "1n5pect1|:|n result"'"‘”ﬁ k "1nsp
"INS6", "Record" {apply_date "2028-03-23", "Tishbowl_number":"C4", " 1nspect10n__1tem "gY¥Ed", "inspecti
B "2020 B5-21"}}, {"Key":"INST", "Record" :{"apply__date" 1"2020-081-12", "fishbowl number":"C6", "inspection i
g cnt" "yalidity date":"2020-02-14"}}, {"Key":"INS8", "Record":{"apply date":"2028-81-15","fishbowl nu
"owner":"minsung”, "sampling cnt":"3","validity date":"2020-04-18"1}, {"Key":"INS3", "Record":{"apply date":
"inspection_weight":"7208","owner":"jaemin","sampling_cnt":"3", "validity date":"20820-83-21"}}1
frdaveshyperledger-fablic:~/web-app/servers I

198 29. chaincode %3] 43}

dolH AL EHudoA] node invokejsE LS Adste] & 4 ) [19

241 A¢tH createlnspection 3 ZE7F AdE 1 HHE AT invokejsTt
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Aol F71e HolH = invokejs W} wlgl ZHAl sk}

=

await contract.submitTransaction('createInspection', 'INSI5S', ‘3', '55@', '@M4Sx', 'C3','@4','2020-02-21','2020-03-19', 'jaemin');

console.log{'Transaction nas been submitted Data INSIS'};

it

19 30. chaincode A4 I}eb0|E

submitTransaction 3¢ I}glv]E &2 ‘createinspection’, 'INS10’, '3, 550" , &4
2’ °C3, 'S4, '2020-02-217, '2020-03-19', jaemin’ A 83 ¥ invokejs 2
o), FEtrl e [29 24]9] createlnspection 3ol argsZ eI A2l ¥

i

at

frdaveghyperiedger-fablic:~/web-app/servers node invoke.js
Wallet path: /home/fTrdave/web-app/server/wallet
Transaction has been submitted Data INS515
frdaveghyperledger-fablic:~/web-app/servers ||

719 31. chaincode A ™ o]

frdaveghyperledger-fablic:~/web-app/server$ node query.js

Wallet path: /home/frdave/web-app/server/wallet

Transaction has been evaluated, result is: [-["Key":"INSﬂ", "Recurd":-["apply_da‘te":"2019-11-01","fishhowl_n
422", "inspection_result":"®k 4 ", "inspection weight":"24@","owner":"minsung", sampling cnt":"2", "validit
1", "Record":{"apply_ date""'2020 01-11","fishbowl_ nurrber""'CE" "1nspect10n 1tem"""a“" 3 "1nspect10n res
300" "owner":"jaemin" , "sampling cnt":"3", "validity date":"2020-03-05"}},{'Key" " INSIS"; "Remrd“,{ apply dd
= "{13" “inspection item":"HH S F " "inspection result": "% 4" '_mspel:tien welght'; "55-5“ “owner":"jaemin",’
1"2020-02-21"}}, {"Key":"INS2", "Record":{"apply date":"2820-82-21","fishbowl number":"C3", "inspection_item]
24", "inspection we1ght"‘"45@" "owner":"gaon", sarnpllng ent":"2", "\talidity date":"2020-05-04"1}, {"Key": "I
-01- 14" "fishbowl numher"'"[i" "inspection 1tem""'g!”" = "1nspect10n resu'Lt""":' - "mspectlon _weight"
ont” 5", 'validity date” 2020 03-04"}},{ "Key": "INS4" Record {"apply _date":"2820-81-19","fishbowl_numbe
= "1nspect10n resul‘":"“"1 ", "inspection \.welght"'"ESEI" "owner":"jieun", "sampllng (ol 1§ gt "valldlty date’
ecord": {"apply date":"20828- E|2 21" "fishbowl number":"C2","inspection item":"# ¥ = E ", "inspection result":
owner":"gaon" sampllng chAt!: A \.'audlty__date "2020-03-23"1}, {"Key":"INSE" Record {"apply_date":"202¢
nspection_item' "gesE", "inspection_result" ("4 ", "Inspection_weight": "450", "owner":"jaemin", "sampling |
-21"}}, {"Key": "INST", "Record" :{"apply_date":"2020-01-12","fishbowl_number":"CE","inspection_item":"® ¥ =2
spection_weight“:"560","owner":"jieun","sarnp'Llng cnt":"2","\ra'Lidity_date":"2820-82-1&"}}.{"Key":"INSS", "Ra
“fishbowl number”:"C4", "inspection item":"# 4 = F ", "inspection result":"S 4 ", "inspection weight":"74@","
", "validity date":"2020-04-18"}},{"Key":"IN59", "Record":{"apply_date":"20820-82-19","fishbowl_number":"C3",
pection result":"24" "1n5pect10n weight":"720", "owner":"jaemin", "sampling cnt":"3", "validity date":"2020

19 32. chaincode %3] & o]
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33 1R EAHA BFAA API Hu= 74

Frontend ol &l we} 24" 235 o] APl AH(Backend)7} 2E X
2l & sttt API AW & Nodejs AHE o] &3t) Nodejs AHE 5317 9
/] Node.js ¢} Nodedl] 71 A #2] =+ NPM=S A ] gt}

E

curl -sL https://deb.nodesource.com/setup_8.x | sudo bash -

sudo apt install nodejs

TS EE HAAREE X3t Vs, 7] AEE o83 dd AAARE
zx3)t= Ve, AANARERE FUMehe Ve, AAMR RS ARAE WASE Vs
S 7d sk [27 33] api AW FE Spde] BW AX~FE=E appjs 9
network.js 270 <42 SAEYH appjs= L3 HAY < controller &
network.js &= F LAY A= Y3 service &S 3l API A Jants

Q7 PR view TAdNoF &&= html ¥lo] A= FEsHA Z=t)

“ SEMVEr
> node_modules
SIC
- Fabric
mebtwork.js
app.js
» wallet
@ .eslinkrcjs
config.json

connection.json

19 33. api A1H
Td I

[18 34-37]12 appjs LY =t AW o] AufAAYE sAFEolH

f

i)
z
LA

13]e] Aeold 471A @ Aol H3t Az Eo|th AxE dloly YA

AZad query.js ¢ invokejsE Farste] #HA] gkt



[18 34]= o] FEAAA AAdxm=9 queryAlllnspectionsS EE3sle] E24

app.get(’ /queryAllInspections', (r=g, res) =» {
network.queryAllInspections()
.then({response) =+ {
let InspectionsRecord = 1S0MN.parse(response);
res.send({InspectionsRecord};
A

1
a9 34. AlekE queryAlllnspections 778 I =
[1¥] 35]%= query® 71%kS & wbolA] s 7lgkel wel HAPHHE WrolA

& Z3|%t= 7S sth oA FEEAAF AJAFE=9] querySingleln

app.get(’/querySingleInspection’, (req, res) => {
network.guerySingleInspection{req.query.key)
.then(({response) = {

let InspectionsRecord = JSON.parse(response);
res.send{InspectionsRecord);

e
P

Zo)| createlnspection IS T = EZSAAFA SHHAAAL
719 VINS' o] oFEFEZAAA EH F N4 E AdAA If 7] S wHe

U ZEteldlEx= POST WlAE=E ol &sto] AL JRE niH ol H¥olA
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app.post('/createInspection’, (req, res) =» {
console.log(req.body);
network.queryAllInspections()
then((response} =» {
console. log{response);
let InspecticnsRecord = JSON.parse(response);
let numInspections = InspectionsRecord.length;
let newkKey = "INS' + numInspections;
network. createInspection{newkey, req.body.SamplingCnt, req.
.then{{response) =» {
res.send(response);

1)

e
£ ¥

¥

1% 36, AetH createlnspection 78 I =

app.post('/changeInspectionCwner', (req, res) =» {
network.changeInspectionOwner({req.body.key, req.body.newlwner)
.then{ (response) =» {
res.send{response);

T

29 37 Aetd changelnspectionOwner 73 &=

3.3.2 network.js &2 A&

[19] 38-41]2 networkjs 22T EolH appjs = o] 9HS A s}
[ 13]9 AoH 471+ WA= wa]oz FoldES] Q3o i o] 2L

296 985 = appjsolA WrobA networkjs ¥ Lol &Y S SEGHA

=

Bt [1938] Alor¥ createlnspection 78 I =+ appjs = 5 addlnspect
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ion Uri 2 8449 HE AHstes 985S sth. POST HAiAE=Z 23S v
SFAA AAF A¢lF =0 createlnspection - E TEHS o] o] FEAAA EE
Aelo] ARE F7}skoh

action

1/ creat pection trans

exports,
let response = {};
try {

/{ Create a new file system based wallet for managing identities.
n(process.cud(), 'fwallet’);

const wallet = new FileSystemballet(walletPath);

console.log( Hallet path: ${walletPath}’);

const walletPath = path.

/

{ Check to ses if we've already enrolled the user.

const Use = await wallet,zxistz(userlame);
if ‘(luserExists) {

log('An identity for the user '
log('Run the registerUser.js sppli

console. + useriame +

oz
g
0g

console. 1o cation before retrying');

the uss

response.error = 'An identity for

return response;

/{ Creste a new gateway for connecting to our peer node,
const gateway = new Gateway({);
await gateway.connect(cep; { wallet, identity: .userhlame;

/{ Get the network (channel) our contract is deployed to.
const network = swait gateway,gethetwork('mychannel');

/ Get the contract from the network.

const contract = network.getContract('fabcar');
/{ Submit the specified transaction.
awsit contract,sub

mitTransaction('createlnspection’, key, SamplingCnt,
sction has been submitted');

ans,

console. lag('Tr

/1 Disconnect from the gatewsy.

isconnect();

response.msg = 'createlnspection Transaction has been s

return response;
1 catch (error) {
console.error( Failed to submit transaction: ${error} );
PESPONSE.ENTOr = Error,message;

return response;

ign = async function(key, SamplingCnt, Samplingieight, InspectionItem, FishbowlNumber, InspectionResult, ValidityDate, ApplyDate,

* does not exist in the wal

" + userName + ' does not exist in the wallet. Regist

discovery: gatewayDiscovery });

userllame + ' first';

SamplingWleight, InspectionItem, FishboulNumber, InspectionResult, Validi

=

[29 39]A|¢tE changelnspectionOwner

=]

Rl

owner/Inspection Uri & 8%

sto] ol FEAAA EXAS HE g W

A28 A o

38. A<k createlnspection 73 =

T4 FZE=+ appjs = E°]< change

ge @ B A5E 54
Astes Al B FANAE

_54_



// change Inspection owmer transaction

exports. changeInspectionOuner = async function{key; newOuner) {
let response = {};
try {

/1 Create a new file system based wallet for managing identities
conct walletPath = path.join(process.cud(), 'fusllet’);

const wallet = new FileSystemWallet(walletPath);

consele, log( ks paths f{walletPath} };

/] Check to see if we've already enrolled the user.
const userExists = await wallet.exists(userilame);
if {luserExists) {
console.Jog("An identity for the user ' + userName 4 ' does not exist in the wallet');

console.log( 'Run the registerUser.js application before retrying’);

response.error = 'An identity for the user ' 4+ userame + ' does not exist in the wallet. Register ' 4+ userName + ' first';

return responsey

/! Create a new gatewsy for connecting to our peer node.

AE2E

const gateway = new Gateway();
swait gateway.connect(cep, {

wallet, identity: userName, discovery: gatewayDiscovery });

// Get the network (channel) our contract is: deployed to.
const network = await gateway.gethetuork{'mychannel');

/! Get the contract from the network.
const contract = network.getContract('fabear');

// submit the specified transaction
swslt contract.submi

-+

itTransaction(’ changeInspectiondwmer’, key, newQuner);

/! Disconnect from the gateway.
await gateway.disconnect();

response.msg = "changeInspectionOuner Transaction has been submitted';
return response;

} catch {error) {
console.error( Failed to submit transaction: ${error}’);
response.error = error.message;
return response;

19 39. Alet¥ changelnspectionOwner 18 F =

[29 40]A]¢et¥ queryAlllnspections T8 = 0] & queryAllln

spections Uri 2 24% A& AZs= 425 st Fgolvh. of FFd A

[r
rlo
S

fr
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272 Adz=9 queryAlllnspection TS &3 o] FEAHAL E24

Aol Hald e HAEE ARE 235t 235 dd &

N
rir
12
]
ftlo
r
v

// query a1l Inspections transaction
exports.queryAllInspections = async function() {

let response = {};
try {
console, Log( 'queryAllInspections');
/] Creste a new file system based wallet for managing identities
twd(), 'fwallet');
const wallet = new FileSy @alletPath);
console.log( Wallet path: ${wslletPath}’);

const wslletPath = path

/] Theck to see if we've already enrolled the user
const userExists = await wallet.exists(userName);

if (luserbxdsts) {
console.log("An identity for the user ' + userlame + ' does not exist in the wallet')

rUser.is application before retrying');

oz
console, log("Run the regis
response.error = 'An identity

for the user ' + userfiame + ' doss not exist in the wallet. Register ' +.userMame + ' first',

FELUrn response;

/] Creste a new gatewsy for connecting to our’ pesr node.
const gateway = new Gateway();
ayait gateway.connect(ccp, { wsllet, identity: userame, discovery: gatewayDiscovery });

/1 Get the network (channel) our contract is deployed to.
const network = swait gateway.gethetwork( 'mychannel');

// Get the contract from the network
const contract = network.getContract('fabcar');

/{ Evsluste the specified transaction.
const result = awsit contract.evalusteTransaction{'queryAllInspections');
/lconsole.log( Transaction has been evaluated, result is: ${result.toString(}} );

return result;

} catch (error) {
console,error('Failed to evaluste transaction: ${error});
rESpONSE.EFrOr = Error,Message;
return response;

==

19 40. A etd queryAlllnspections 738 =
[29 41] A|etE querySinglelnspection 78 F=+= app.js = 59 Inspecti

on?id=parameter Uri & Q23 ¥ HATE AHst= 9SS st= stolt. GET

HAiasE 23S 2 id IJEngE obdA AAF A I = querySinglelnspectio
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/1 query the I

exports,qu

spection identified by key
ction = async function(key} {

y5inglel

let response = {};
try {
console. log( guerySinglelns

{{ Create & new file system based wsllet for managing identities.
co walletPath = p process.cud(), '/wallet');
const wallet = F ath};

console.log( Wallst path:

// Check to

if we've already enrolled the user.
= awalt wallet.exists{useriams);

1 sts) {

console.log('An identity for the use
console. 1o i

" 4 userName + ' not exist in the wallet');

rijser.js tion before retrying');

respanse.error = 4 '+ userName + ' ‘does not exist in the wallet. Register ' + userfame + ' first';

return response;

/! Create s
const gat vay{)s
swait gateway.connect(ccp, { wsllet, identity: userame, discovery: gatewayDiscovery });

// Get the metwork (channel)
const network = swalt gateway.ge

contract is deployed to,
work{ 'mychannel");

// Get the comtract from the network.
const contract = network.getContract('fabcar');

/! Evaluate the specified tramsaction.
console. log(key);

const result = swait contract.eveluateTransaction('queryInspection’, key);

n evaluated, result is: §{result.toString()});

console.log( Transaction has
return result;
} catch (error) {

console.error(’ Failed to evaluste transaction: ${errar}™);
respanse.error = error.message;

return response;

13 41. Alek¥ querySinglelnspection 78 I =
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key aus sxue zATE BAET NEET £87 ABOE ga7I T4

NSO 2019-11-01 o TEET i 240 minsung 2 2020-01-01 @
INST 2020-01-11 ez THEEL L2 300 Jaemin 2 2070:03:05 m
INSZ 2020-02-21 c3 TusEE = 450 gaon 2 2020-05-04
INS3 2020-01-14 c4 QEER 23 500 minsung 5 2020-03-04
INS4 2020-01-19 ] TUEL 2 650 Jieun 5 2020-03-21
INSS 2020-02-21 cz TLUEE B 380 gaon 3 2020-03-23
INSE 2020-03-23 c4 TEEL 24 450 Jaemin 5 2020-05-2 @
INS? 2020-01-12 s THEEL L2 560 Jieun 2 2070:02-14 m
INSE 2020-01-15 [ TusD = 740 minsung 3 2020-04-18
N2 2020-02-19 a TuEE 24 720 Jaemin 3 2020-03-2

[743] Key &% depilelz dsad v 259 Ang 238 49

24y 2018-11-01
TEHE o
AR s
SAED i
MEZE 240

=85} minsung
A0 2
57| 2020-01-01

Jhu

19 43. singlelnspection 23§24 3}
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35 A FELAA EEAA MEAT 4597

s Aol Mgst= stolH A ZRAE F sty stolH A A ¥ (Hy
perledger Caliper)= =E A9 U EHES AT HAES = =7°|tH19]. 3fol
HYA A= TPS, EARAA tf7]A3F, gas AMEE 585 HiA FH=
2AAdste] HolFo, A5 H 7= CPU E3-1230 V2 @ 3.30GHZ ¢ HaHolA
of M&HFd Was HdXstar HGrigth WFdntzd 7 CPUE 4= AdA st
Mg MR E 871718 A A g

FFLAAAL EEAQ WENA Aei7tE s WA stolsw A AgHE
AR AAgd 2 g (Gitup) Sl 2= WeEr UdERE WH@ols

ndS A git clone https://github.com/hyperledger/caliper-benchmarks.git %+

:~$ git clone https://github.com/hyperledger/caliper-benchmarks.git
Cloning into 'caliper-benchmarks'...
remote: Enumerating objects: 267, done.
remote: Counting objects: 100% (267/267), done.
remote: Compressing objects: 100% (131/131), done.
remote: Total 4447 (delta 132), reused 196 (delta 93), pack-reused 4180
Receiving objects: 100% (4447/4447), 19.35 MiB | 6.92 MiB/s, done.
Resolving deltas: 100% (1809/1809), done.
1=5

19 46, stoluHl A Ay AA

2= % caliper-benchmarks ZH 2 ©]F 3t} git checkout v0.2.0 o] &
B 1 W A Fopx& 3o,

Mo

:~/cal rks$ git checkout v0.2.0
Mote: checking out 've.z.0'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by performing another checkout.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -b with the checkout command again. Example:

git checkout -b <new-branch-name=>

HEAD is now at 68fd459 flx goLang metadata pathslln network files

a9 47, sheld e A A WA A=k
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stolHH A Ae]H = =ERES o839 A5H7IE Sl npm init -~y H#H o
2 %713} g

-benchmarks$ npm init -y
Wrote to fhome/frdave/caliper- hen(hmarks/package json:

"name": "caliper-benchmarks",

"version": "1.8.0",

"description”: "This repository contains sample benchmarks that may be used by Caliper, a blockcha
in performance benchmark framework. For more information on Caliper, please see the [Caliper main re
pository](https://github.com/hyperledger/caliper/)",

"main": "index.js",

"scripts": {

"test": "echo \"Error: no test specified\" && exit 1"

b
"repository" {
Ttype™: Tgit",
"url": "git+https://github.com/hyperledger/caliper-benchmarks.git"
T
"keywords":
"author"
"license
"bugs":
"url": "https://github.com/hyperledger/caliper-benchmarks/issues”
1,

"homepage": "https://github.com/hyperledger/caliper-benchmarks#readme"

9 48 =R E %73}
322 npm install ——only=prod @hyperledger/caliper-cli@0.2.0 W&o & 3}o]

HYA &Y FEA H7A wnERES AA T

/' :~/caliper-benchmarksS npm install --only=prod @hyperledger/caliper-cli@e.2.o
WERN deprecated request@2.88.2: request has been deprecated, see https://github.com/request/request/issues/3142

> keccak@2.1.8 install /home/frdave/caliper-benchmarks/node modules/keccak
> npm run rebuild || echo "Keccak bindings compilation fail. Pure 1S implementation will be used."

> keccak@2.1.® rebuild /home/frdave/caliper-benchmarks/node_modules/keccak
> node-gyp rebuild

make: Entering directory '/home/frdave/caliper-benchmarks/node modules/keccak/build'
CXX(target) Release/obj.target/keccak/src/addon.o
cc(target) Release/obj.target/keccak/src/libkeccak-64/KeccakSpongeWidth1680.0
cc(target) Releasefobj.target/keccak/src/libkeccak-64/KeccakP-1600-opt64.o
SOLINK_MODULE(target) Release/obj.target/keccak.node
COPY Release/keccak.node

make: Leaving directory '/home/frdave/caliper-benchmarks/node modules/keccak/build’

v

secp256k1@3.8.0 install /home/frdave/caliper-benchmarks/node_modules/secp256ki
npm run rebuild || echo "Secp256k1 bindings compilation fail. Pure JS implementation will be used."

v

v

secp256k1@3.8.0 rebuild /home/frdave/caliper-benchmarks/node_modules/secp256k1
node-gyp rebuild

v

make: Entering directory '/home/frdave/caliper-benchmarks/node_modules/secp256ki/build

CXX(target) Release/obj.target/secp256kl/src/addon.o

CXX(target) Release/obj. target/secpZSEklfsrc/privatekey.u
..fsrc/privatekey.cc: In functLun “Nan: :NAN_METHOD_RETURN_TYPE privateKeyNegate(Nan::NAN_METHOD_ARGS_TYPE)’:
..fsr:lprivatekey cc:73:30: ing: Lgnorlng return value of ‘int secp256ki_ec_privkey_negate(const secp256ki_context
1 5 t ‘vl\-‘| I

Cxx(target) Release/oh target/secpzsskl]src/publickey.o
CxXX(target) Release/obj.target/secp256kl/src/signature.o
CXX(target) Release/obj.target/secp256kl/src/ecdsa.o
CXX(target) Release/obj.target/secp256ki/src/ecdh.o
cc(target) Release/obj.target/secp256ki/src/secp256ki-src/src/secp256ki.o
cc(target) Releasefobj.target/secp256kl/src/secp256ki-src/contrib/lax_der_parsing.o
cc(target) Releasefobj.target/secp256ki/src/secp256ki-src/contrib/lax_der_privatekey_parsing.o
SOLINK_MODULE(target) Release/obj.target/secp256ki.node
COPY Release/secp256kl.node

make: Leaving directory '/home/frdave/caliper-benchmarks/node modules/secp256kl/build’

Inp created a lockfile as package-lock.json. You should commit this file.

+ @hyperledger/caliper-cli@e.2.@

O 49, FEA wERE 7)1A] AX



npx caliper bind --caliper-bind-sut fabric —-caliper-bind-sdk 144 ™W#Ho|Z
=3 gy SDKZE w»ield 3k},

AFFAAA EFAQ HENA AsH7tE &7 el 27k AP EH A o
Ak A WAz E Aol AT oFEFE A EFAQ AJEZE inspectio

n.godtd S /caliper-benchmarks/src/fabric/scenario/inspection/go/ &t &-A}

ionS tree go
. go.mod
go.sum
inspection.go
A directories, 3 files
% 50, ol FEAHA Ala= A A
oo [F 13] ofFFEEHAA ESAQ EARAA A WA=E A At

AAYHE A2AFE=E /caliper-benchmarks/benchmarks/scenario/inspection/ U

io$ tree inspection

changeInspectionOwner. js
config.yaml
createlnspection.js
helper.ijs
queryAllInspections. js
queryInspection. js

0 directories, 6 files

2% 5L o FEAAA BEAQ Was A

& [29 52] /caliper-benchmarks/networks/fabric/fabric-v1.4.1/3org2pe
ergoleveldb/fabric-go-tls.yaml ¢S dojA i@ 7] &9l AJ=Z= 715 2
o}bA path 7] oFFAAA EFAQA AAdF=7F Q= ¢ X fabric/scenario/ins

pection/goE A4 3l =1}
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channels:
mychannel:
configBinary: networks/fabric/config solo/mychannel.tx
created: fTalse
orderers:
- orderer.example.com
peers:
peerd.orgl.example,com:
eventsSource: true
peerd.org2.example,com:
eventsSource: true
peerd.org3.example,com:
eventSource: true

chaincodes:
- 1id: inspection
version: v@
language: golang
path: fabric/scenario/inspection/go

9 52. 2889 fabric-go-tls.yaml

52 [29 53] /caliper-benchmarks/benchmarks/scenario/inspection/config.

vaml $2& QoA flolx BAF AQRE WAL= Hde HAE AR@ a

ssets & & 10071 & A A3t}

tests
name: inspection
description: This is an Inspection benchmark Tor caliper, to test the backend DLT's
performance with Inspection account opening & guerying transactions
clients:

- label: Change inspection owner.
txDuration:

rateControl:
- type: fixed-backlog
opts:
unfinished per client: 5
arguments:
assets: 1
callback: benchmarks/scenario/inspection/changelnspectionfwner.js
- tabel: Query all inspection.
txDuration:
- 38
rateControl:
- type: fixed-backlog
opts:
unfinished per client: 5
arguments

endKey:
callback: benchmarks/scenario/inspection/queryAllInspections.js
Llabel: Query a inspection.
txDuration:
- 38
ratefontrol:
_ type: fixed-backlog

opts:

unfinished per client: 5

arguments

assets:
callback: benchmarks/scenario/inspection/gueryInspection.js
tabel: Create a inspection,
txDuration:
- 38
rateControl:
- type: fixed-backlog

opts:

unfinished per client: 5

callback: benchmarks/scenario/inspection/createlnspection.js
monitor;

Type:

- docker

- process

docker:
name:

- all

precess:

- command: node
arguments: local-client.js
multiOutput: awvg

interval: 1

9 53. Agl ¥ config.yaml

_63_



S22 54]9 npx caliper benchmark run —-caliper-workspace . ——calipe
r-benchconfig benchmarks/scenario/inspection/config.yaml —-caliper—networkco
nfig networks/fabric/fabric-v1.4.1/3org2peergoleveldb/fabric-go-tls.yaml ™ & ]
2 AgHE A9 3ok

:~fcaliper-benchr =5 npx caliper benchmark run --caliper-workspace .
--caliper-benchconfig benchmarks/scenarto/lnspectlon/conflg yaml --caliper-networkconfig netwo
rks/fabrlc}fabrlc v1 4 1/30rgzpeergaleveldb/fabrlc go tls yaml

i L lockchain Type Tab ¢ about T

2528 07.06-13: 38 2? 818 info [caliper] [benchmark valldator] No observer specified, will def
ault to “none’

2020.07.06-13:38:27.820 info [caliper] [caliper-flow] #HH#H#E Caliper Test HEHHAHH
2020.07.06-13:38:27.831 info [caliper] [null-observer] Configured observer
2020.07.06-13:38:27.838 info [caliper] [caliper-utils] Executing command: cd [home/frd
ave/caliper-benchmarks;export FABRIC _VERSION=1.4.1;docker-compose -f networks/fabric/docker-com
pose/3org2peergoleveldb/docker-compose-tls.yaml up -d;sleep 3s

Creating network “39r92peergnleveldh default” with the default driver

Creating ca.org3.example.com .

Creating ca.org2.example.com ...

Creating orderer.example.com ...

Creating ca.orgl.example.com ...

Creating ca.org3.example.com

Creating ca.org2.example.com

Creating orderer.example.com

Creating orderer.example.com ... done

19 54 Ay A
A= A0 RIS A T

wmark for

Summary
Name Succ | Fail | Send Rate (TPS) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TPS)
Change inspection owner. | 1037 | © 34.6 1.28 0.15 0.56 34.0
Query all inspection. 2877 | © 95.7 0.96 0.02 0.17 95.5
Query a inspection. 3117 | @ 103.7 0.81 0.01 0.16 103.4
Create a inspection. 1095 | O 36.5 1.22 0.17 0.54 35.3

a9 55 AFEAAA E5AQ0 A5 Summary H.3LA

[Z29 55]° Query all inspectionS HW & AEEo] 2 9HB702 FHi A
096, AA 002, Hi 0172 Aol A ¢SS & F vk Query all
inspection GET WAiAE==Z E5& ©X o] Aol wrAELA
t}. Change inspection owner Adl&= §1om F 100719 HdA AAIEES
of EAAA shE Ha AAAZFS 1.28% ol HA A AAEE 0.150]
0569 AAAZFS ®olFa1 9lth. Chage inspection owner ¢ Cretae a
inspection< PUT WlaE2 =59 HAITAAHS AANER A JAZe] GET

=Rt g deed & F Uk

AN

o7t stz A

[eX;
=

rr

ot
rE
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Change inspection owner.

Performance metrics

Name Succ | Fail | Send Rate (TPS) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TPS)
Change inspection owner. | 1037 | O 346 1.28 0,15 0.56 34.0
Resource consumption
CPU% CPU% | Traffic | Traffic Disc Disc
Type Name Memeory(max) | Memory(avg) ey (ava) In Out Read Write
Dacker | dev-pesr0.orgd.example.com- 5.8MB 5.5MB 7.18 2.96 2:8MB | 1.2MB | 0B 08
inspection-v0
Docker | dev-peerf.orgl.example:com- 6.8MB 6.6MB 8.51 2.93 2.8MB | 1.2MB | 0B 08
inspection-vo
Docker | J€v-pesr0.ora2.example.com- 7.6MB 6.8MB .08 3.01 2.9MB | 1.2MB | 08 08
inspection-vQ
Docker | pesrl.org2.example.com 175.2MB 151.8MB 37.63 18.91 10.7MB | 5.7MB 0B 12.8MB
Docker | peerD.orgl.example.com 130.4MB 163.9MB 36.37 19.07 10.7MB | 6.7MB (1=} 12.8MB
Docker | peerD.org3.example.com 177.iMB 160.9MB 40.65 19.25 10.7MB: | 5.7MB =] i2.8MB
Docker | ca.orgl.example.com 8.5MB 8,5MB 0.46 0.01 3718 oB o8 oB
Docker | ca.org3.example.com 8,5MB 8.5MB 0.01 0.00 3718 4]+ oB oB
Docker | ca.org2.example.com 7.7MB 7.7mMB 001 .00 3716 oB i3] (i3]
Docker | ordererexample.com 213.4MB 82.7MB 37.26 11.02 10.4MB | 24.5MB | 0B 8.8MB
= 3L 7] p=R ] © = : :
a9 56. AFEEAHAA E5A9 A5 XA (Change inspection owner)
Query all inspection.
Performance metrics
Name Succ | Fail | Send Rate (TP5) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TP5)
Query all inspection. | 2877 | 0 85.7 0.96 0.62 0.17 25.5
Resource consumption
CPU% CPU% Traffic | Traffic | Disc Disc
Type Name Memory(max) | Memory{avg) (iaax) (o) In out Read Write
Docker | d2v-peerd.org3.example.com- 7.1MB 7.0MB 15.35 11.85 4.8MB | L8MB | OB 0B
inspection-vo
Dotker | HV-PREDLOIgL. iample;cam- 7.1MB 7.0MB 14.66 11.59 4.8MB 1.8M8 | 0B 0B
inspection-vQ
Diocker | 4€V-peert.org2.examale.com- 7.3MB 7.2M8 16,31 12,13 435MB | 1.5MB | 0B 0B
inspection-v0
Docker | peerD.org2.example.com 180.0MB 175.8MB 46.30 40.50 5.7MB 8.3MB 0B 0B
Docksr | peerD.orgl.example.com 181.2MB 181.0MB 45,24 a0.77 5.7MB g9.ZMB 08 o8
Docker | peerD.org3.example.com 177.9MB 177.6MB 45,82 40,02 5.6MB §.2MB 0B 0B
Docker | ca.orgl.example.com 8.5MB 8.5MB 8.00 8.00 708 0B 0B 0B
Docker | ca.org3.example.com 8.5MB 8.5MB 0.00 0.00 70B a8 0B oB
Docker | ca.org2.example.com 7.7MB 7.7MB 0.00 0.00 708 0B 0B [4]=]
Docker | ordererexampie.com 222.1MB 221.6MB 1.54 0.14 100,1KB | 88.4¥B | 0B 0B
= 3 7] B Z Ao = : :
% 57 A FFAAHAA BEEAQ e B LA (Query all inspection)
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Query a inspection.

Performance metrics

MName Succ | Fail | Send Rate (TPS) | Max Latency (s) | Min Latency (s) | Avg Latency (s) | Throughput (TPS)
Query a inspection. | 3117 | 0 103.7 0.81 0.01 016 103.4
Resource consumption
CPU% CPU% | Traffic | Traffic Disc Disc

Type Name Memory{max) | Memory(avg) (max) (avg) n out Read Write
Docker | dev-peerf.orgd.example.com- 7.2MB 7.2MB 12,57 5.55 47MB | L6MB | 0B 0B

inspection-vQ
Disckar: | [dev-peerG.oral.cxampls,comi- 7.1MB 7.1MB 12.37 9.55 47MB | 1.6MB | 08 08

inspection-v0
Dacker | dev-peerQ.org2.example.com- 7.3M8 7.3M8 12,78 9,91 47MB | LeMB | 0B 08

inspection-v0
Docker | peerD.org2.example.com 180.1MB 18C.0MB 43.28 38.57 5.6MB 8.8MB 0B 0B
Docker | peer0.orgl.example.com 181.3MB 181.3MB 45.0% 38.59 5.7MB S, 1MB cB cB
Docker | peerfi.org3.example.com 177.9MB 177.5MB 47.23 39.03 5.6MB 8.8MB 0B aB
Docker | ca.orgl.example.com 8.5MB 8.5MB 2.00 0.00 371B oB 0B 0B
Docker | ca.org3.example.com 8.5MB 8.5MB 0.00 0.00 371B 0B [¢+]:3 [¢+]:3
Docker | ca.org2.example.com 7.7MB 7.7MB @.00 .00 371b 08 GB GB
Docker | ordererexample.com 231.4MB 221.4MB 8.06 0.02 1.2KB 7668 0B 0B

Create a inspection.

Performance metrics

_66_

Name Succ | Fail | Send Rate (TPS) | Max Latency (s} | Min Latency (s} | Avg Latency (s) | Throughput (TPS)
Create a inspection. | 1293 | 0 36.5 1.22 017 0.54 36.3
Resource consumption
Type Name Memory(max) | Memory({avg) ;::I‘;:? ?:3:;“ Tr;{;ﬁc ngic F[l);:il ﬁ:?:e
Docker | dsv-peerb.orgd.example.com- 7.2MB 7.2MB 6.72 4.87 1.9MB | 714.6KB | OB 08
inspection-v0
Docker ?f;;’:’:;;ﬁ:%gl'e“"‘p'e'm”" 7.1MB 7.1MB 7.34 4.85 1.8MB | 721.5KB | 08 08
Docker fﬂi;‘:j’::;;‘::%gz'exam”'e'C°’“' 7.3MB 7.3MB 7.60 4.95 1.9MB | 724.6KB | 0B 08
Docker | peerf.org2.example.com 185.3MB 182.59MB 39.70 3271 7.4MB 3.8MB 0B 8.5MB
Docker | pesrf.orgl.example.com 187.iMB 184.2MB T2 32.04 7.4MB 4.0MB 08 8.5MB
Docker | peer0.org3.example.com 183.7MB 150.8MB 37.08 32.44 7.4MB 3.8MB 0B 8,5MB
Docker | ca.orgl.example.com 8.0MB 8.5MB 0.00 0.00 0B 0B 0B 0B
Docker | ca.org3.example.com 8.5MB 8.5MB 0.0l .00 0B 6B 0B 0B
Docker | ca.org2.example.com 7.7MB 7.7MB 0.00 0.00 08 0B 4555 0B
Docker | ordererexample.com 253.2MB 240.3MB 27.71 20.95 7.5MB 17.8MB 0B 6.1MB
a9 59, oFEAHAAF EEAQ0 A5 R IA(Create a inspection)
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