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[ [I-2] I8 298 =23 A&

Apr 1 00:01:07 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(l): SSH user
failed to log in from 11*.17+*5%«88 on VTYO due to IP restriction..

Apr 1 00:01:45 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(l): SSH user
failed to log in from 10%.20%.3%*.84 on VTYO due to IP restriction..

Apr 1 00:03:09 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(): SSH user
failed to log in from 15%.23%.24%63 on VTYO due to IP restriction..

Apr 1 00:05:25 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(): SSH user
failed to log in from 15%.23+%.24%.63 on VTYO due to IP restriction..

Apr 1 00:05:56 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(1): SSH user
failed to log in from 11*.17+*5%88 on VTYO due to IP restriction..

Apr 1 00:10:44 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(): SSH
user failed to log in from 11*.17%5%.83 on VTYO due to IP restriction..

Apr 1 00:12:00 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(): SSH
user failed to log in from 15%.23%.24%63 on VTYO due to IP restriction..

Apr 1 00:14:11 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL(l): SSH
user failed to log in from 15%.23%.24%63 on VTYO due to IP restriction..
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Lol g A | g A Q| A | g Az | A | Az

1 9 4:40:00 | 10 12:18:37 | 11 23:03:41 | 12 15:39:57 | 15 11:10:37
2 9 4:40:01 | 10 12:18:37 | 11 23:03:41 | 12 15:39:57 | 15 11:10:38
3 9 4:40:02 | 10 12:18:38 | 11 23:03:42 | 12 15:39:57 | 15 11:10:39
4 |9 4:40:02 | 10 12:18:38 | 11 23:03:42 | 12 15:39:57 | 15 11:10:39
5 9 4:40:03 | 10 12:18:38 | 11 23:03:42 | 12 15:39:57 | 15 11:10:39
6 9 4:40:03 | 10 12:18:38 | 11 23:03:42 | 12 15:39:58 | 15 11:10:39
7 9 4:40:03 |10 12:18:39 | 11 23:03:42 | 12 15:39:58 | 15 11:10:39
8 9 4:40:04 | 10 12:18:42 | 11 23:03:42 | 12 15:39:58 | 156 11:10:40
9 9 4:40:04 |10 12:18:44 | 11 23:03:43 | 12 15:39:58 | 15 11:10:40
10 |9 4:40:04 | 10 12:18:44 | 11 23:03:43 | 12 15:39:58 | 15 11:10:40
11 |9 4:40:04 |10 12:18:45 | 11 23:03:43 | 12 15:39:59 | 15 11:10:41
12 |9 4:40:05 | 10 12:18:145 | 11 23:03:43 | 12 15:39:59 | 15 11:10:41
13 |9 10:33:08 | 11 2:28:140 |12 7:24:22 | 13 0:18:41 | 15 11:20:38
14 |9 10:33:08 | 11 2:28142 | 12 7:24:22 | 13 0:18:41 |15 11:20:38
15 |9 10:33:08 | 11 | 2:28:43 |12 | 7:24:23 |13 | 0:18:41 |15 | 11:20:38
16 |9 10:33:08 | 11 2:28:44 |12 7:24:24 | 13 0:18:41 |15 11:20:38
17 |9 10:33:09 | 11 2:28:44 | 12 7:24:24 | 13 0:1841 | 15 11:20:39
18 |9 10:33:09 | 11 2:28144 | 12 7:24:24 | 13 0:18:41 |15 11:20:39
19 |9 10:33:09 | 11 2:28:44 | 12 7:24:24 | 13 0:18:42 | 15 11:20:40
20 19 10:33:09 | 11 2:28:45 |12 | 7:24:25 |13 | 0:1842 |15 | 11:20:41
21 |9 10:33:10 | 11 | 2:28:45 |12 | 7:24:25 |13 | 011842 |15 | 11:20:42
22 19 10:33:10 | 11 2:28145 | 12 7:24:25 | 13 0:18:42 |15 11:20:42
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[ II-5] SSH FAab &2 =1 @ds)

month day time year hostname p

Apr 1 0:01:07 2019 router—1 11%.17+.5%.88
Apr 1 0:01:45 2019 router-1 10%.20%.3%.84
Apr 1 0:03:09 2019 router—1 15%.23%.24% .63
Apr 1 0:05:25 2019 router-1 15%.23*.24%.63
Apr 1 0:05:56 2019 router-1 11%.17+.5%.88
Apr 1 0:10:44 2019 router—1 11%.17+.5%.88
Apr 1 0:12:00 2019 router—1 15%.23*.24% .63
Apr 1 0:14:11 2019 router—-1 15%.23*.24%.63
Apr 1 0:15:33 2019 router-1 11%.17+.5%.88
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T bt
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FALSE Apr 23 12:13:48 2019  router-1 = %%10SSH/4/TrapLogoff(t):
1.3.6.1.4.1.25506.2.22.1.3.0.4 SSH user logoff trap information

Apr 23 12:38:26 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL():
TRUE SSH user failed to log in from 5*.21*.12%66 on VTYO due to IP
restriction..

Apr 23 12:50:28 2019 router-1 %%10SHELL/5/SHELL_LOGINFAIL():
TRUE SSH user failed to log in from 6%.24%20%20 on VTYO due to IP
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6 |Apr 1 0:05:56 2019 router-1  11*.17*.5*.88
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