creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86t AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Metok ELIChH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aeles 212 LWS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

A Thesis

For the Degree of Master of Science

Interworking Mechanism of Blockchain

Platforms for Secure Tourism Service

Lin Chao Zhang

Department of Computer Engineering
Graduate School

Judo National University

Dec 2019



Zhang LinChao

o] =EE AFH T AAY =Eo AZH

2019 9 12€

Zhang LinChao?] AFE &St A8t =8-S QA3

anaag 2 o) =
Aot 2 gk
’ N
a a_H 2% gpe

Asdistal st

2019 12€



Interworking Mechanism of Blockchain Platforms for
Secure Tourism Service

Zhang LinChao
(Supervised by professor Do-Hyeum Kim)

A thesis submitted in partial fulfillment of the requirement
for the degree of Master of Computer Engineering

2019. 12

This thesis has beez/gx ined and approved.
4

........................................................................................

Thesis Committee Member, Wang-Cheol Song.Prof. of Computer Engineering

............ yV"//ﬁMkw

Thesis Supervisor, Do-Hyeum Kim,Prof. of Computer Engineering

December 2019

Department of Computer Engineering
GRADUATE SCHOOL
JEJU NATIONAL UNIVERSITY



Table of Contents

LSt Of FIGUIES ..ot b e 4
List 0f TabBle........c.oooiiiiiiii 7
ACKNOWIEAGMENT .........ooiiiiiiiiiii 8
ADSEFACE ...t 9
Chapterl. INtroduction ................coooiiiiiiie e 10
Chapter2. Related WOrK ... 14
2.1 BIOCKCRAIN .....eiiiiiiie ittt st sbe b 16
2.2 Multi-Chain Architecture Status..........ccocveiiiiiiiiiieese e 18
2.3 Existing Blockchain Framework ...........cccoccoiiiiiiiiiiiiieeeeese e 23
2.4 Existing Blockchain Technology in TOUTISM..........coiiiiiiiiiiiieiic e 29
Chapter3. Multi-Chain Based Interworking Mechanism...................ccccooeniniiiiiienns 35
3.1 Proposed Multi-Chain Based Interworking Architecture .............cooveverviieneneennenn 35
3.2 Interworking Architecture Based on Multi-Chain for Secure Tourism Service ........ 40

Chapter4. Interworking Application based on WindingTree and Hyperledger Fabric.. 45

4.1 Design of Interworking Application ............ccooveriririiiiieene e 47
4.2 Interworking Application Implementation ............ccocevvreeiinieieninene e 50
Chapter5 Main-Chain Based on WindingTree for Secure Tourism Service .................... 57



5.1 Design ofMain-Chain Based on WindingTree.........ccvcvvvviiiiiiiiiiiieniee i 57

5.2 Main-Chain Working ProCess..........ccvueiiiieiiiiiiieiie e 63
5.3 Main-Chain Implementation ............ccceveririenininie e 65
Chapter6 Sub-Chain Based on HyperLdger Fabric for Secure Tourism Service............ 70
6.1 Design of Sub-Chain Based on HyperLdger Fabric...........cccooviiiniiinnicniinee, 70
6.2 Sub-Chain Design Based on Hyperledger Fabric..........cccoccoiiiiiiiiiiiniiiccece 73
6.3 Sub-Chain Implementation Based on Hyperledger Fabric...........cccccevvininiiniicncns 78
Chapter7 Performance Evaluation.................cccocoooiiiiii e 84
Chapter8 COnCIUSION ..ot 89
REFEIEIICES ..ot e et e e st b e s b e e e s b e st e e ntr e e re e e nnee s 90



List of Figures

Figure 1: WindingTree Network Model Diagram ..........ccococverininienineene e 12
Figure 2: Blockchain Architecture DeSIZN .......c.cvviiiiiiieiiiiiiiiieie e 17
Figure 3: U2U Multi-Chain Architecture Diagram ...........ccooceviiiriiiiiienienie e 20
Figure 4: VTchain Network Architecture Diagram ...........cccocovviiiiiiieniieiic e 22
Figure 5: Hyperledger Fabric Blockchain Distributed Ledger Diagram...........c.cccoevvivrnenne. 25
Figure 6: Hyperledger Fabric Blockchain Data Structure ...........ccocevvieeieneeieneneeneseeeene 26
Figure 7: Hyperledger Fabric Chain Code Interacts with Node Messages .........cc.cccovvrvrnenne. 27
Figure 8: Company Information Off-Chain Storage ..........cc.ccvvvriiiiiiniiinii e 31
Figure 9: Upgrading Tripio Application in the way of Community Autonomy ..............c....... 32
Figure 10: System Architecture Diagram .........ccocveoiiiiieiiinieninne s 33
Figure 11: Proposed Multi-Chain Configuration...........cccocureerireneniniene e 36
Figure 12: Public and Private Chain Functional Communication Process.............cccccuvvevene. 37
Figure 13: Proposed Multi-Chain-Functional Architecture.............ccoovveerenieniininieneseeee, 38
Figure 14: Multichain Flowchart based on Mutual Communication............cc.ccorvrevervvnennene. 39
Figure 15: Interworking Architecture Based on Multi-Chain for Secure Tourism Service..... 42

Figure 16: Tourism Commodity Market Relationship Based on Multi-Chain for Secure

TOUTISIIY SEIVICE ..ttt s 43

Figure 17: Interworking process Based on Multi-Chain for Secure Tourism Service.......... 44

4



Figure 18: Network Layered Architecture Interworking Architecture Based on Multi-Chain

for Secure TOUTISIN SETVICE .......viveiririeiiireiee et 46
Figure 19: Interworking Network Business FIow Chart ...........c.ccooeviiiiieinncnece, 46
Figure 20: Interworking Network Registration Flowchart............cccccoevieniiiiiiiicen, 47
Figure 21: Interoperable Network CA Verification ...........ccocevriiniiiiienie e 48
Figure 22: Interworking Network Login Authentication.............coccvevveiieiiiiienienieeseeneeee, 49
Figure23: Interworking Network Transaction Process............ccocvvviiiniiniiiinniiinc 50
Figure 24: WindingTree Network SearchAPI Implementation ...........c.ccocevveieninicennnennnenne. 51
Figure 25: WindingTree Network Client Implementation...........cccccovvveeienieniininiene e 52
Figure 26: WindingTree Network Client Map Search Implementation .............c.cccoeeveennennen. 53
Figure 27: WindingTree Network Booking Implementation...........ccccceveveveeniennienneeneeneenen, 54
Figure 28: WindingTree Network OTA Backend Read Implementation.............ccoceevrvrnenne. 54
Figure 29: WindingTree Network OTA Backend Query Implementation...........c..ccccovvvenenne. 55
Figure 30: Sub-Chain OTA Backend Booking Implementation............cccccevvevenenienenennnenne. 55
Figure 31: Main-Chain Operation ArChiteCtUIE. .........cccoviririeriiiiie s 58
Figure 32: WindingTree Network ORG.ID COmpPOSItiON ......cccvvvveerireerrenennenrineesresreseennes 60
Figure 33: WindingTree Smart Contract Directory Composition .........c.ccccurvevenirverinenneenne 62
Figure 34: Sub-Chain Inventory Management Process .........cccourvvviiinieninncininecneseseenes 64
Figure 35: WindingTree Network Search APL..........ccooiiiiiiiiiii e 64



Figure36: Read API on Main-ChaiN.........cccoueiiiiiiiiiiieesee s s e esie s sine e s sie e e ssaesenes 66

Figure 37: Search API on Main-Chain ..........ccccoiiiiiiiiieiicece e 67
Figure 38: Write API on Main-Chain ........ccccooiiiieiiiicce s 67
Figure 39: Notification APT on Main-Chain..........cccooviiviiinieninie e 68
Figure 40: Hyperledger Fabric Participant AttribULes ..........cccoovvirieeiinieie e 71
Figure 41: Hyperledger Fabric Asset: Order Property Design ..........cccoovvereiiieiiiieniieneenieenenn, 72
Figure 42: Hyperledger Fabric Asset: contract design ..........covvvriieiienieniniie e 73
Figure 43: Hyperledger Fabric Blockchain Network Structure Diagram.............cccccevvenueenne. 74
Figure 44: Hyperledger Fabric CA certificates Issuing Architecture Diagram .............c......... 75
Figure 45: Hyperledger Fabric Network Order Processing FIOW..........cccccovvviiiinicnininene, 76
Figure 46: Hyperledger Fabric OrderStatus Status Change Process ..........c.ccoovniriennnivninene. 77
Figure 47: Hyperledger Fabric Participant Query Interface............ccccevvveniiiiniiiniinnicnien, 79
Figure 48: Hyperledger Fabric Participant Creation Interface ...........ccccoovvvvniinicnninnennn. 79
Figure 49: Hyperledger Fabric Asset INterface...........cccoeiiiiiiiiiiiiiiicnic e 80
Figure 50: Hyperledger Fabric Order Update...........ccceviiiiieiiniiie i 81
Figure 51: Hyperledger Fabric Network Update OrderStatus Status ...........ccccceververinennenne. 82
Figure 52: Hyperledger Fabric Network System Log ........c.cccooviiiiininiiiicinccieeseee e 83



List of Table

Table 7-1: Performance Analysis Summary on Clients (Client = 5) ........ccocvviiiiiiieenieennnn, 84
Table 7-2: Network Consumption of Hardware (clients = 5). ....c.cccccevviiviiniiiennine e 85
Table 7-3:  Performance Analysis Summary on Clients (Client = 10) ........ccccccoiveiveneennnn. 86
Table 7-4: Network Consumption of Hardware (clients = 10). .......ccccevvriirieinnininnesiennens 87



Acknowledgment

There are many critical points in life, and there are many people in life who are grateful to
remember. This thesis was completed under the careful guidance and careful teaching of Prof.
Do-Hyeun Kim. From the selection of the topic, the method of argumentation, and the collec-
tion of primary materials, the teacher's hard work, and sweat were all poured out, which enabled
me to grasp the writing direction of the thesis and completed it. The writing of the thesis ex-
presses the most sincere gratitude here! The tutor's teachings and cordial care are vivid and
vivid, and the profound knowledge, rigorous academic attitude, high professionalism, broad
mind, and sunshine life philosophy of the instructor will surely be in my future life trajectory.
Play a guiding role. On the occasion of the completion of this thesis, I would like to extend my

sincere respect and blessings to the teachers.

Thanks to all the teachers, friends, brothers, and sisters during my study period, thank you
for your care and help in my work and life. My life is more beautiful and meaningful because
of you. The teacher's teachings will be remembered in the heart; the friendship between students

will last forever.

I need a special thanks to my parents. Parents' parenting has no reason to report. They are
the strong backing on my way to school. When I am faced with the confusion of life choices, |
will solve my problems. Their selfless love and care for me is the driving force for my contin-

uous advancement.

Finally, thanks to the help of the Lei Hang seniors, help me answer and point the direction

when I have problems. Allow me to save more time to study monographs and write essays.



Abstract

Since the launch of Bitcoin in 2009, research on blockchain technology has rapidly raised
in the field of study and application. Blockchain technology shows the great potential to address
interoperability challenges in current IT systems and is hoped to become a part of the core
technical standard, enabling individual stakeholders to share data more securely. However,
blockchain technology is still in its infancy and requires more improvement. At present, the
common problems of blockchain are low efficiency and poor scalability. Most of the existing
blockchain systems are built on single chains, which lacks the solution for enterprise applica-

tions.

In this paper, we present an interworking mechanism to enable cross-domain communica-
tion for multiple chains. This proposed architecture combines private and public chains to form
the network infrastructure, and the interaction is achieved through a routing management ap-
plication. This application acts as the intermediate between multiple chains, which transmits
the data from one to another chain. The blockchain network can be extended to support more
parallel chains according to different business requirements. This paper applies the multiple
chain architecture schemes to secure tourism services and verifies the feasibility of the proposed
architecture. The proposed secure tourism service platform consists of three main components:
the main-chain, sub-chain, and interworking app. To demonstrate the usability of the proposed
approach, a proof of concept is implemented using WindingTree and Hyperledger Fabric. The
efficiency of the designed approach is demonstrated through a series of experimental tests using

different performance metrics.



Chapterl. Introduction

The concept of the blockchain™ is proposed by Satoshi Nakamoto, which is also known
as the decentralized ledger technology that each participant maintains a replica of a shared ap-
pend-only ledger of digitally signed transactions. Since Bitcoin? appeared, blockchain tech-
nology has developed rapidly, and more and more financial services have been developed on
the characteristics of Bitcoin®®. Blockchains are generally divided into the following three cat-
egories!¥: public blockchain, private blockchain®), and consortium blockchain. The three main
types of blockchain are different: a public blockchain network is entirely open, and anyone can
join and participate in the network; a private blockchain requires an invitation and must be
validated by either the network starter or by a set of rules put in place by the network starter,
who places restrictions on who is allowed to participate in the network, and only in certain
transactions; a consortium blockchain is not granted to a single entity as a private blockchain;

rather, it is granted to a group of approved individuals.

Up to now, most of the existing blockchain platforms are built on single networks. As one
of the popular blockchain platform, Ethereum can only process a dozen transactions in 1 second
at the initial stage, and after optimization, it can reach a maximum of 400® transactions in 1
second. Applications built on single chains are inefficient for enterprise requirements. However,
the performance of a single-chain base network still cannot fill the needs of enterprise applica-
tions, which can generate millions of transactions in 1 second. Enterprises are still used as an
example. As an example, for the tourism industry, there is a large amount of business and pri-
vacy information from markets and customers. To deal with such an amount of data, a single-

chain network cannot systematically provide services on the premise of ensuring efficiency.

Moreover, the cost of a single-chain network is high, and the transaction throughput is
insufficient. As a result, a single-chain network is not an appropriate solution. Multi-chain ar-
chitecture can solve more problems from performance to service than single-chain. Multi-chain
architecture can divide an original chain into multiple chains, each chain is responsible for part

of the calculation and storage business, and has scalability, that is, the number of chains can
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increase with the increase of business volume and data. As the number of chains increases, the
overall performance of the system improves, and the storage space of the system can also ex-

pand as the number of chains increases.

However, the principles of the current multi-chain architecture can only solve part of the
problem (increasing the scalability of the network, improving the throughput of the network),
and cannot address the cost of the multi-chain architecture and the single transaction efficiency!’!
of network transactions. For example, multi-chain is not satisfied with the benefits brought by

a single blockchain system.

We propose a configurable multichain, which is easy to configure and can work with dif-
ferent blockchains. The proposed multi-chain architecture is based on a private chain and can
be used in parallel with other blockchains. When users in the private chain trade with the main
chain, the information transmitted from the main chain are recorded in the private chain to
implement the private chain. Privacy control and comprehensive management of user rights for
users in the private chain solve mining, privacy, and openness issues. For instance, the size of
the block, who can connect transactions, and who can publish transactions. The multi-chain
structure proposed in this paper is not only to solve the scalability problem but also to improve
the performance of the network. It has different requirements for specific functions and is im-
plemented through various blockchain networks. Each single-chain implements a local service
and these single chains are combined into a multi-chain network according to application re-

quirements.

In this paper, the theory and practice of the multi-chain architecture!® are applied to the
tourism industry. We present an interworking mechanism of blockchain platforms based on
multi-chain for secure tourism services. The tourism service platform is divided into business
systems and transaction systems. A public chain based on WindingTree! is implemented to
store the information from markets and customers. More precisely, WindingTree in the business
system is to allow the connection between customers with service providers such as airlines,

hotels, and tour guides for reducing service costs. This is achieved by using smart contracts,
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and the ERC827 protocol to save costs for all stakeholders in the travel industry. Meanwhile, a
private chain based on Hyperledger Fabric is implemented to provide functions such as privacy
control and role management. The characteristics of a private chain are utilized to solve the
problems of privacy protection and user permission control. Applications can call and operate

the specified blockchain through various APIs provided by the routing management service.

AIRLINE

A 'NVENTORY

A SEARCH

BOOKING 4

INVENTORY ¢4

Figure 1: WindingTree Network Model Diagram

The contributions of this paper can be summarised as follows: first, a multi-chain archi-
tecture model is proposed, where the public chain is used as the information sharing chain and
the private chain is responsible for privacy control. Second, a proof of concept for tourism
service is implemented on the top of the proposed architecture. Third, the performance of the

proposed approach is evaluated through various performance indexes.

This rest of the paper is organized as follows: Section 2 discusses the related work. Section
3 describes the principle of multi-chain architecture. Section 4 presents the tourism service

platform based on the proposed multi-chain architecture. Section 4 illustrates the design and

12



implementation of main-chain based on WindingTree. Section 6 details the design and imple-
mentation of sub-chain based on Hyperledger Fabric. Section 7 evaluates the performance of

the proposed approach. Section 8 concludes the paper and discusses the future research direc-

tions.
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Chapter2. Related Work

Most of the blockchains in the travel market are Single private chains, and they structure
all the business in the travel market in a Single-chain blockchain network. Such a structure
makes the current tourism blockchain in the market very bloated, and the network performance
is low (the same time and data volume, the fewer network functions, the higher the network
performance). With the expansion of the tourism market, the transaction volume increases. The
processing speed of a Single-chain is far less than a request for a transaction Will cause trans-
action delays and network crashes. The design of the Multi-chain architecture has resulted in
multiple medium-type network designs, such as parallel chain, side chain, and cross-chain de-
signs. At a large number of Single-chain tourism, platforms appear in the Single-chain tourism
market, and the deficiencies of Single chains in tourism platforms are addressed through Multi-

chains.

In the Single-chain market %, the development of shared and private chains occupies the
majority, and they have outstanding performance in most specific functions, but in actual busi-
ness environments, the demand is often higher than the characteristics of Single-chain networks.
Forcing the implementation of practical business functions is mostly achieved by a method that
consumes network performance, resulting in low overall Single-chain network performance.
For example, the networks developed by Bitcoin*!! and Ethereum are public chains. They are
completely decentralized and correctly solve the problem of trust. The existing public chain

also shows many shortcomings:

Malicious nodes. Although the public chain is very secure, imagine that it is difficult to
reach consensus with so many nodes that randomly enter and exit, because some nodes may go
down at any time, and hackers may forge many fake nodes. The public chain has a stringent
consensus mechanism. The consensus problem directly leads to the speed of public chain data
processing. Bitcoin transfers can take a long time to arrive.Privacy issues. At present, the data
transmitted and stored on the public chain are publicly visible, and the parties to the transaction
implement privacy protection through the "pseudo-anonymity" mechanism. For specific busi-
ness scenarios involving a large number of trade secrets and benefits, the exposure of data does

not meet business rules and regulatory requirements.
14



The advantages of private chains are:

1. Enterprise permissions: Enterprises control resources and access to the blockchain.

2. Faster transaction speed: There are nodes distributed locally, but fewer nodes are partic-
ipating in blockchain activities, and the transaction speed will be faster.

3. Better scalability: Add nodes and services as needed to provide enterprises with more
scalability.

4. Get support for compliance: Service providers may need to comply with compliance
requirements so that the control network can more easily meet compliance requirements.

5. The consensus is more efficient (fewer nodes): enterprises or private chains have fewer
nodes, usually using different algorithms

The above d concludes that the disadvantages of the public chain and the advantages of the

private chain are complementary.

This thesis proposes a Multi-chain architecture according to functional requirements, which
can also be referred to as a parallel architecture. Different business function requirements are
solved through different blockchains, which explains the problem of insufficient functionality
on a Single-chain.

1. Solve the problem of insufficient Multi-chain functionality. Single-chain networks can-
not meet functional requirements in practical applications and usually can only deal with tech-
nical issues by reducing the performance of the network.

2. Provide privacy management between businesses. In a market environment, private in-
formation between companies is essential. Increasing communication between enterprises
through public information is also an important channel.

3. Multiple chains increase capacity issues. The information stored in the blockchain is
particularly expensive, and a certain amount of data cannot be stored in the chain, increasing
the blockchain capacity through a Multi-chain architecture.

4. Business diversification, growing requirements for blockchain scalability. Multi-chain
architecture can expand the chain according to business needs. The vast majority of blockchain
platforms on the market are based on the two most popular blockchain platforms, Hyperledger
Fabric and Ethereum, but they are not mature enough and may cause unforeseen problems in

blockchain deployment.
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2.1 Blockchain

Traditional Internet transactions need to rely on trusted third-party institutions to process
electronic payment information, and both parties to the transaction rely on third-party institu-
tions. However, third-party involvement also has many disadvantages:

-High transaction costs (charging specific fees)

-Exposure of privacy (in order to verify information, third parties need to provide infor-

mation about both parties to the transaction)

Imagine if the third-party organization [*?

is removed and the two parties in the transaction
deal directly, how can this ensure that the transaction takes effect. The emergence of blockchain
technology is to solve such problems. Blockchain is based on cryptographic principles™® and
not based on trust mechanisms so that the two parties who reach an agreement can directly trade
and publish to all witnesses. It is a new application model of computer technology such as

distributed data storage, point-to-point transmission!*#*, consensus mechanism, and encryption

algorithms.

In a narrow sense, a blockchain is a type of chain data structure that sequentially combines
data blocks in chronological order, and it is a cryptographically immutable and unforgeable
distributed ledger. Blockchain*® technology uses blockchain® data structures to verify and
store data, uses distributed node consensus algorithms to generate and update data, uses cryp-
tography to ensure the security of data transmission and access, and uses automated scripting.
A new type of distributed infrastructure and computing method for smart contracts composed

of code to program and manipulate data.

A blockchain system consists of a data layer, network layer, consensus layer, incentive
layer, contract layer, and application layer. The data layer encapsulates primary data and basic
algorithms such as the underlying data blocks and related data encryption and timestamps; the
network layer includes distributed networking mechanisms, data propagation mechanisms, and

data verification mechanisms; the consensus layer mainly encapsulates network nodes Various

16



types of consensus algorithms!!’; the incentive layer integrates economic factors into the block-
chain technology system, mostly including the issue mechanism and distribution mechanism of
financial incentives; the contract layer mostly encapsulates various scripts, algorithms, and
smart contracts, and is a blockchain The basis of programmable characteristics; the application
layer encapsulates multiple application scenarios™® and cases of the blockchain. In this model,
the chain block structure based on timestamps, the consensus mechanism of distributed nodes,
economic incentives based on consensus computing power, and flexible and programmable

smart contracts are the most representative innovation points of blockchain technology.

Application

Interface

Smart Contract

Consensus

System management

F == = | = — | 1

z [ &
Infrastructure

Figure 2: Blockchain Architecture Design

Blockchain mainly solves the problem of trust and security of transactions, so it pro-

poses four technical innovations for this problem:

(1) A distributed ledger'?®, that is, transaction accounting is completed by multiple
nodes distributed in different places, and each node records a complete account, so they can
participate in monitoring the legality of the transaction, and can also jointly Its testimony.
Different from the traditional distributed storage, the uniqueness of the distributed storage of

the blockchain is mainly reflected in two aspects: First, each node of the blockchain stores
17



complete data by the blockchain structure. Traditional distributed storage generally, data is
divided into multiple shares for storage according to specific rules. Second, the storage of
each node of the blockchain is independent and equal. Relying on a consensus mechanism
to ensure the consistency of storage, traditional distributed storage generally synchronizes
data to other backup nodes through the central node. No Single node can record ledger data
separately, thereby avoiding the possibility of a Single bookkeeper being controlled or bribed
to keep false accounts. Because there are enough accounting nodes, theoretically speaking,
unless all nodes are destroyed, the accounts will not be lost, thereby ensuring the security of
the account data.

(2) Asymmetric encryption and authorization technology. The transaction information
stored on the blockchain is public, but the account identification information is highly en-
crypted and can only be accessed with the authorization of the data owner, thereby ensuring
the data's integrity. Security and personal privacy.

(3) The consensus mechanism is how to reach a consensus among all bookkeeping
nodes to determine the validity of a record. This is both a means of identification and a
method of preventing tampering. The blockchain proposes four different consensus mecha-
nisms that are suitable for different application scenarios and strike a balance between effi-
ciency and security.

(4) Smart contracts. Smart contracts are based on these credible, tamper-resistant data
and can automatically execute some predefined rules and terms. Take insurance as an exam-
ple. If everyone's information (including medical information and information about risk oc-
currence) is real and credible, it is easy to automate claims in some standardized insurance

products.

2.2 Multi-Chain Architecture Status

U2U Trust employs the Ethereum Sidechain for its primary Blockchain Network. The main
goal of blockchain technology has always been decentralization and security. The main obstacle

now for scalability is the fact that every node in network processes every transaction. Hence to
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improve the scalability, the implementation of the Sidechain is introduced. Sidechains are de-
centralized, peer-to-peer networks that provide useful enhancements (such as security, risk, and
performance) for global systems of value exchange that do not need any other third parties.
They enable developers to develop new applications without a risk safely?,

Key points of the U2U TrustChain network layer are listed as follows:

1. Fully Compatible with Ethereum Protocol with Plasma support: 7 seconds Block Time
with 8M Gas Limit allows larger and faster transactions compared to the ETH Mainnet.

2. PoA Consensus: The Proof of Authority requires authorized validators that need compu-
tational resources hence no mining.

3. ldentifiable DApps: The Applications built on the U2U Infrastructure would be identifia-
ble as verified by the foundation from a regulation perspective.

4. Governance: The validators control addition or Removal of validators in the Network by
the rule of N/2 + 1 (where N is the total number of validators).

5. Security: The Authorized Validators are incentivized with U2U Trust Tokens to provide
an up-to-date and secure node on the network. The on-chain voting also eliminates any com-
promised node in the system.

Sidechain is a blockchain that runs in parallel to the main blockchain, which extends func-
tionality through interoperable blockchain networks allowing a decentralized way of transfer-
ring/synchronizing your tokens between the two chains. In other words, one can move their
cryptocurrency to the sidechain and then back to the main chain. This allows existing tokens
from one blockchain (ETH Mainnet) to be securely used within a completely separate block-
chain (U2U TrustChain) but still moved back to the original chain if necessary. This helps
integrate various third-party DApps existing on the ETH Mainnet to leverage the U2U Trust
integration and offer their services with more Trust. Plasma is a proposed framework for incen-
tivized and enforced the execution of smart contracts, which is scalable to a significant amount
of state updates per second (potentially billions), enabling the blockchain to be able to represent

a substantial amount of decentralized financial applications worldwide.

The Applications on the U2U TrustChain would be validated and identifiable for regulations

and compliance with the banking and insurance industry. Decentralized Identity: Decentralized
19



identity services and business entities would be the primary integration strategy to verify the
users. Decentralized Data Storage: U2U Trust DApp would be using IPFS to store the DApps

Data and related documents.

U2U Trust Elastic Load Application Runtime Platform & Blockchain
User Balancers Server Applications Services & IPFS

ad

Trust Scores
3rd Party API

Integration -

Token Curated
Registries

3 Smart Contracts

Services

e

1. Identity Management

2. Bockchain Identity Integration Monitoring &

3. Social Media Connection Machine Learning Metrics

Figure 3: U2U Multi-Chain Architecture Diagram

Trust Score — Logic to create the score
1. Finance — Experian, Equifax, Dun & Bradstreet etc. inspired analytical approach
2. Social — Social Index acquired from linked social media accounts
3. Peers/Co-workers — Peer verification within the same Employment/Geographical area
4. Friends/Family — Authentication & Verification via Friends or Family

5. 3rd party Business Entities

Holders of U2U would be able to suggest functionality upgrades, features integration, and
even curate a list of trusted businesses around the world. The curation will be powered by TCRs
(Token Curated Registries), which has decentralized voting to add participants (corporations,
companies, NGOs.) to the trusted list. This helps create decentralized business rankings without
any centralization. As a user of the U2U Trust platform, the motivation is to maintain an easily

accessible, high-quality list to attract list applicants who wish to add data to the list.

VTChain is a distributed, production-grade open ecosystem that builds enterprise-level

blockchain applications. It is committed to promoting the close connection between blockchain
20



technology and enterprise-level product applications, making full use of the advantages of
blockchain technology, and solving application system practices. Centralized systems are be-
coming increasingly apparent in terms of cost and security issues. VIChain adopts a model of
1 + N Multi-chain structure, a combination of the static ledger and dynamic storage technology,
polymorphic nodes, and a variety of consensus mechanisms. Based on the requirements of busi-
ness application systems, it provides a domestic IDE development environment to build new
applications for blockchain 3.0. Ecology. The hot climate of the blockchain has brought the
prosperity of the application ecology, and most DAPP applications are facing the same problem:
the existing blockchain functions and performance cannot meet the needs of high-concurrency,

large-scale cluster applications.

The core nature of VTChain’s 1 + N Multi-chain structure is a public chain + N sub-chains.
Public chains and sub-chains belong to business logic and data partition processing and are not
a distinction between public and private chains that are physically isolated. There is only one
public chain, and theoretically, there can be numerous sub-chains, and each sub-chain can run
one or more DAPP systems. The sub-chain is similar to the new sharing technology introduced
by Ethereum V God and supports multiple transactions in parallel processing. After the trans-
action is completed, it is asynchronously written into the public chain transaction ledger. DAG
(Directed Acyclic Graph) will be one of the essential technologies of VTChain's underlying
data structure. DAG changes the technical bottlenecks and defects of the traditional blockchain
chain structure, which can effectively improve the speed of transaction confirmation and reduce

the resources occupied by the public chain ledger.

Figure 4, VT Chain adopts the method of Chain structure + DAG structure compatibility,
which is suitable for the public and sub-chains. According to the design requirements of Multi-
chain, CSL ledger, and IPFS technology, the use of polymorphic nodes in the VTChain network
can effectively complete block transaction consensus quickly and reduce costs. The polymor-
phic node mechanism divides the nodes of the VTChain network into consensus nodes, data
nodes, and ordinary nodes. The consensus and data nodes can be set according to the wishes of
the miners, choosing one or both. Ordinary nodes are used as light nodes for end users. The
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implementation of ordinary nodes eliminates the need for end-users to care about VTChain's
full ledger data, but only through the publish-subscribe mechanism, using the DAPP application
channel that they care about, to thoroughly complete the "what you see is what you get, ready
to use" a goal without synchronizing block data. Multi-consensus parallel mechanism and wit-

ness strategy
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Figure 4: VTchain Network Architecture Diagram

Aiming at the Multi-chain structure, VTChain uses a Multi-consensus parallel mechanism
to increase the speed of transaction confirmation quickly. For the asset chain of the public chain,
POW (Proof of Work) or PBFT (Practical Byzantine Agreement) can be used to improve the

enthusiasm and contribution incentive of the primary network provider (miner). For the parallel
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transactions in the sub-chain, the DPOS mechanism is used to complete the transaction confir-
mation and business execution, which can avoid high transaction costs and quickly reach the
DAPP application request submission. Each consensus node in the sub-chain may be randomly

selected as a witness to confirm the transaction.

2.3 Existing Blockchain Framework

When we hear the word “Ethereum,” we typically associate it with a cryptocurrency — like
Bitcoin. While that definition is not entirely incorrect — it is essential to understand that
Ethereum is much more than just a pure cryptocurrency. It is an open software platform built
on blockchain technology that enables developers to build and deploy decentralized applica-
tions. Within the Ethereum platform, is a cryptocurrency called ether that is used to power ap-

plications built on the Ethereum blockchain.

The advantages of the Ethereum network are as follows: First and foremost, Ethereu

22l offers far more functionality than Bitcoin, which makes it attractive to developers f

ml
or a variety of reasons. Ethereum is turing complete and stateful, which means that these

smart contracts pick up where they left off, which is unlike the Bitcoin blockchain. The

fact that the Ethereum blockchain can remember data makes it popular among developers.
While Bitcoin transactions are Multi-signature transactions that only execute when two p
arties or more consent to it, Ethereum, on the other hand, allows anyone to run programs
and applications on top of it, developers can run decentralized code and create new pro
ducts or even a new cryptocurrency on top of Ethereum. We see this play out with the I
nitial Coin Offerings (ICO’s), which are creating new products on top of the Ethereum bl

ockchain, and issuing their very own tokens, or cryptocurrencies. Ethereum is both a plat

form and an ecosystem, as opposed to Bitcoin, which primarily only runs bitcoin.

Like Bitcoin, Ethereum is open-source. Every node in the blockchain stores the same data.
Because anybody can build applications and products on top of the Ethereum blockchain—it
is the most robust value proposition—Their contracts can use Ether as a currency, and they can

create and issue their currencies.
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With smart contract executions, every program executed on the blockchain is by a signed
application, and no third party or middle-man is needed. Smart contract executions on the
blockchain remove third-parties and middle-men. So that makes it ‘trustless,” which makes it
even more trusted. However, that contract data sits “on-chain” with Ethereum, meaning that
the program is stored in the Ethereum blockchain itself, rather than just pointing to code that is

sitting somewhere else.

The disadvantages of the Ethereum network include the following: While speed is an issue
for most blockchains, Ethereum’s speed is particularly important because of the many programs
that are trying to run on top of it. Speed and capacity become essential issues. Because
Ethereum calculates every Single transaction on any DApp, the more transactions that run on
the blockchain will eventually slow it down and prevent it from scaling. That is precisely what
we are seeing play out now. To date, I believe the only real application we have seen commer-
cially deployed on Ethereum thus far is CryptoKitties, which took down the Ethereum block-
chain with less than 100K users. Because Ethereum is open-sourced—anyone can build a pro-
gram on top of Ethereum—it is excellent for democratizing access to the blockchain, but the
downside is that each new node will continue to work longer and longer which affects the speed

of the software that makes it challenging to scale.

There are no fully functioning blockchains to date that can offer real decentralized apps
and run faster than Ethereum. Some blockchains may compete with Ethereum like NEO &
Stellar, and other post-blockchain protocols like Hashgraph and Dag that offer faster transac-

tions per second, but to knowledge, they may not have much on-chain smart contract usability

First, understand the following keywords of Hyperledger Fabric?®l. Channel is a data iso-
lation mechanism to ensure that transaction information is visible only to transaction partici-
pants. Each channel is an independent blockchain, which allows multiple users to share the
same blockchain system without worrying about information leakage. Chain code Also called
a smart contract, it encapsulates asset definition and asset processing logic into an interface.

When a user requests it, it changes the state of the ledger.Ledger: Blockchain ledger, which
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holds transaction information and smart contract codes.Network: A P2P network between trans-
action processing nodes, used to maintain the consistency of the blockchain ledger.Ordering
service: uses Katka, SBTF, and other consensus algorithms to sort and package all transaction
information into blocks, sends them to the committing peer's node, and writes them into the
blockchain.World state: Shows the current state of asset data. The bottom layer organizes asset
information in the blockchain through the LevelDB and CouchDB databases, providing an ef-
ficient data access interface. The membership service provider (MSP): Manages authentication

information and provides authorization services for clients and peers.

Figure 5: Hyperledger Fabric Blockchain Distributed Ledger Diagram

The core concept of the blockchain®! is a distributed ledger. As shown in the figure below,
the same ledger is available on any node (excluding the client). Therefore, the advantage is that
the data is difficult to forge, and legal liability can be investigated through retrospective records
after fraud. The disadvantage is a colossal waste. All data related to traditional services should
be as small as possible. Even if three copies are stored, many anomalies are taken into account,

and service availability has reached its limit. However, this characteristic of the blockchain also
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causes another problem that the ledger cannot be too giant, at least it cannot exceed the storage
and processing capacity of the smallest node in the blockchain network. Therefore, this limits
the number of total transaction data and also affects the size of Single transaction data that can

be written into the blockchain.

It is worth adding that Hyperledger Fabric, the most popular development tool at present,
releases different versions according to the situation, but the principle is the same. The bottom
layer of the blockchain uses the same data structure. The functional modules are slightly differ-

ent between different versions. We can see the following four critical fields in a block:

BIock 10 Block 11 Block 12
[ Prev_Has Tlmestam} Prev_ Has Tlmestam} Prev | Has Tlmestam}
[ Tx Root] [ Nonce Tx Root] [ Nonce Tx Root] [ Nonce ]

| Hashm] | Hashzi

i 1

[ HashO] [ Hashl] [ Hash2] [ Hash3]
1 1 1 |
[ TxO][ Txl][ sz][ Tx3]

Figure 6: Hyperledger Fabric Blockchain Data Structure

The hash value of the previous block is used to connect the previous block, the previous
block also has this field, and the previous block can also be connected. Forming a chain is also
the meaning of the blockchain. Timestamp: Standard time, through time sequence, allows trans-
actions to be traced through the time dimension.Nonce : Random numbers, when talking about
random numbers, we must talk about another critical field in the block, "difficulty value." The
difficulty value is the mining standard. Random numbers reflect the mining process. The hash
value of the generated block satisfies the defined "difficulty value."Tx Root: Meck tree, a sum-
mary hash of all transactions. From the picture, we can see that each transaction has a hash
value, and every two adjacent hash values will generate a hash until the top hash value is gen-

erated.
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Smart contracts!?®, also called chain codes, are a piece of code that runs on the blockchain.
It is middleware that interacts with the bottom layer of the application system. Various complex
applications can be achieved through smart contracts!?®!. Currently, in addition to using Go to
develop smart contracts, you can also use Java and node.js to develop. The best support is Go.
The smart contract is installed on a node (Peer), runs in a Docker container, and performs data

interaction with Peer through GRPC. The interaction steps are as follows:

REGISTER

created created

REGISTERED

4//‘ established
- READY s
established <—_—_——_____________..—-—-—--""""_ ready
INIT
ready 4'/’/—_

TRANSACTION

GET_HISTORY_FOR_KEY

GET_QUERY_RESULT

P GET_STATE
GET_STATE_BY_RANGE
QUERY_STATE=ELOSE
QUERY_STATE_NEXT ~—~ =~ |
INVOKE_CHAINCODE
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COMPLETED
KEEPALIVE ISR
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Figure 7: Hyperledger Fabric Chain Code Interacts with Node Messages

1) After the ChainCode calls the shim. Start () method, and it sends a ChaincodeMes-

sage REGISTER message to the peer to try to register. The client chain code is waiting to
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receive messages from the node (Peer). At this time, the status of the chain code and the peers
are initially created.

2) After receiving the ChaincodeMessage REGISTER message from the chain code con-
tainer, the node (Peer) will register to a local handle structure and return a ChaincodeMes-
sage REGISTERED message to the chain code container. Furthermore, the update status is
established, and then a ChaincodeMessage READY message is automatically sent to the chain
code, and the update status is ready.

3) After receiving the ChaincodeMessage REGISTERED message, the chain code com-
pletes the registration step without performing any operations. The update status is established.
Update the status to ready after receiving the ChaincodeMessage READY message.

4) The node (Peer) sends a ChaincodeMessage INIT message to the chain code container
to initialize the chain code.

5) After receiving the ChaincodeMessage INIT message, the chain code container calls
the user code Init () method for initialization. After success, it returns a ChaincodeMes-
sage COMPLETED message. At this point, the chain code container can be called.

6) When the chain code is called, the peer sends a ChaincodeMessage TRANSACTION
message to the chain code.

7) After receiving the ChaincodeMessage TRANSACTION message, the chain code will
call the Invoke () method. According to the user's logic in the Invoke method, the following
message can be sent to the node (Peer):

8) After receiving these messages, the node (Peer) will process them accordingly and reply
to the ChaincodeMessage RESPONSE message. Finally, the chain code (chain code) will re-
spond to the completed message ChaincodeMessage COMPLETE to the peer (Peer).

9) After the above message interaction process is completed, the node (Peer) and chain
code (chain code) will periodically send ChaincodeMessage KEEPALIVE messages to each

other to ensure that each other is online.
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2.4 Existing Blockchain Technology in Tourism

At present, there are many private Single-chain blockchains in the tourism industry. They
have designed corresponding functions based on the needs of the tourism market, resulting in
different tourism blockchain'?”! networks, mostly from architecture and development to Object
to achieve. Since the blockchain technology is in its early stages, the complexity of the travel

market is far higher than the performance of the blockchain.

Winding Tree Foundation is a non-profit organization incorporated in Switzerland. Its
purpose is to develop software projects, data exchange standards, and infrastructure to advance
the travel industry. In the WindingTree network architecture, identity design is the key to the
network. The market is formed by individual groups buying and selling goods. Since the trav-
eler blockchain uses Ethereum, Ethereum accounts represent these individual participants. The
Ethereum account is used as the market participant ID to ensure uniqueness and transaction

payments can also be made.

Then the ID of the tourist blockchain can use the Ethereum account ID, for example:

Customer OTA Hotel
0x0009235 0x513£fd024...... 0x84kj09185......

Ethereum account is a simple structure; it has no other properties except ETH balance, and
it can do nothing but sign messages and send transactions to other accounts and smart contracts.
We can use smart contracts to represent the organizations. Unlike Ethereum accounts, smart

contracts do not have private keys but can contain data and execute code.

When the consumer registers, it is the behavior of the individual. It is easy to use the
Ethereum account as the user ID, but as a service provider (Hotel), two individuals are corporate
legal persons and legal representatives. In this case, to establish a relationship between the
company's authorized person and the legal representative, we introduce the ORG.ID con-
cept.ORG.ID consists of the following two points: 0xORG Smart contract interface ORG.JSON,

A file (name, address.) containing organization (hotel) information.
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The 0xORG function is essential for business systems and networks: it provides a unique
identifier for each organization (For example,0xc98c5glrShlrfd12512cde4h84r, this address
is also called ORG.ID). It is obtained by processing the content of the JSON file through a hash
algorithm. Since the address in the Ethereum network starts with 0x, we add Ox to the hash
value to form the Ethereum address. For example, hotel information cannot be stored on the
blockchain. We will store it off-chain and point it to the ORG.JSON location (because storing
large amounts of data on the blockchain is too expensive, please store it off-chain). Track ORG,
JSON changes with each other (0xORG must contain a valid ORG.JSON hash. Otherwise, it
means that the identity has been destroyed) By tracking each other, the organization can verify

the storage keys (association keys) of the identity of other companies on the platform.

From the above description, we apply the entire file to the actual development environment.
The data is stored off-chain so that the information can be queried through ORG.JSON, and the
file is stored in the distributed system and encrypted by the hash algorithm, which ultimately
guarantees the security of the information. Edit the service provider information into a JSON
file and publish it to an external server. After preparing the JSON file, we will store the file in
a network location that is easy to access. We store the file in the AWS (S3) file system. (Ensure

that the services you use have appropriate access controls.)

Distributed file storage is an excellent solution to off-chain storage. It will not be necessary
to store data on the chain and data with extensive information capacity. Off-chain storage will
significantly increase the processing speed and operating speed of the network. The off-chain
storage device selected below is the S3 bucket of AWS. The specific operation method will be

described in detail below .

Figure 8, Get the storage URL of the JSON file (orgJsonUri): https://test-hotels.s3.ap-

northeast-2.amazonaws.com/my-fancy-hotel/hotel-data.json. To prevent fraudulent hotels,

we will adopt the method of synchronizing hotel information. We utilize the hash encryp-
tion of hotel information, which is to encrypt the JSON data into a hash value (orgJsonHash)

using the keccak256 encryption method, and orgJsonHash and orgJsonUri jointly publish
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to the district. On the blockchain, whenever the hotel information is updated, the hash value

needs to be updated, which can effectively reduce the hotel fraud.

hotel-data.json iatestversion +

‘ Open ‘ ‘ Download ‘ ‘ Download as

Owner
afCc9396061367774a88M1e52dbe85bT5d078349958358a3603fdCfd68C8880de

Last modified
Nov 16, 2019 10:06:46 PM GMT+03900

Etag
99fed2c9ef4bb384c87de1420ad215eb

Storage class
Standard

Server-side encryption
Nong

Size
2.0KB

Key
my-fancy-hotel/hotel-data json

Object URL
hitps:/fiest-hotels.s3.ap-northeast-2. amazonaws.com/my-fancy-hotel/hotel-data.json

Figure 8: Company Information Off-Chain Storage

Tripio is a decentralized tourism service market platform based on blockchain. Directly
linking global travel service providers (companies or individuals) and consumers through the
decentralized blockchain network and using travel accommodation booking as the starting point
to build future travel based on trust, incentives, and zero commission service status. Tripio's
goal is to reconstruct the incentive mechanism and credit mechanism of the tourism industry,

reduce economic costs, and enable users to harvest better services at lower prices.

Technology model: Tripio project: smart contract development based on Ethereum. Based
on Ethereum's built-in Turing complete virtual machine technology, Tripio redefines the trans-
action mode and state transition function rules and constructs various smart contracts in the
travel service. As a fully redundant distributed system, Ethereum has limitations such as calcu-

lating costs and not being able to save significant amounts of data. Tripio will build a complete
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and usable system by combining on-chain and off-chain. For example, the content of the files
showing the pictures and comments will be stored off-chain through the IPFS distributed sys-

tem, and a hash string will be created for the connection to the smart contract.

Autonomy Committee 3 by
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______ - Ethereum Network
4 '
DAO l
) > Tripio dAPP i
[ o |
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User v2
. ’/
Third party i
dAPP i
Tripio Protocol v1 i

Figure 9: Upgrading Tripio Application in the way of Community Autonomy

Platform architecture: Tripio's business model is implemented based on the Ethereum's
underlying public chain, through smart contract writing services and identity registration sys-
tems and payment and transaction systems. Tripio will automatically save the data to the dis-
tributed file system supported by the IPFS blockchain and generate a corresponding hash string
as the service identification code of the smart contract. Tripio uses the DPOS consensus mech-
anism to maintain community status. The DPOS mechanism will dynamically establish a secu-
rity committee for community maintenance based on the time and quantity, trustworthiness,

and due diligence of participants in the system.

ZatGo is a family of technology companies engaged in technology development and sys-
tem development in the tourism industry. It has rich experience in business travel, travel, and
air ticket systems. ZatGo introduces blockchain technology and Token payment scenario mode.
Trying to build a state-of-the-art decentralized alliance based on the ZatGo payment platform.

Technology model: ZatGo will connect different public chains in the application layer for smart
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contract development. For upper-layer applications, it will shield the differences between dif-
ferent public chains. All of them involve digital identity authentication, digital currency trans-
action ledger, risk control, and credit information. The logic using evaluation and other tech-
nologies will be solved in the ZatGo blockchain unified payment platform, and users can query
all recorded data in real-time through the client access. ZatGo will issue ZAT rewards for mem-
bers who have contributed to the state. These contributions include data contribution, usage

contribution, and consumption contribution.

Data Access

Control
ZatGo Blockchain Cloud Platform
for Unified Payments
Digital Identity Authentication Service
Certfication Interface
Transaction Book
Unified Payment
Data Security Service
Distributed Bid Platform
Data Applslcat{on .
Persistence ar Product
User Accol Bid
Payment
Financial Managem
Bid
Redis Notice
Cluster Payment

Figure 10: System Architecture Diagram

Platform architecture: ZatGo has built a blockchain-based unified payment model and a
business travel service platform for smart applications. Develop the underlying digital currency
payment platform to provide digital identity, credit authentication, transaction ledger, and dig-
ital currency payment services for upper-level applications. The blockchain layer is connected
to Multiple public chains to implement operations such as inquiries and transactions on the

chain.
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The product service layer implements the client's wallet function and the payment docking
of related platforms and realizes the virtual currency payment function of each third-party plat-
form. The business travel cloud platform mainly adopts a high-level architecture: application
layer, security gateway layer, application service interface layer, distributed service layer, data

access control layer, cache layer, data persistence layer, and application layer.
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Chapter3. Multi-Chain Based Interworking

Mechanism

This thesis proposes the design of Multi-Chain?® applications in the industry based on the
existing Multi-chain architecture model. Multi-chain architecture has Multiple architecture so-
lutions (side face, cross-chain), but the Parallel chain expansion network is more straightfor-
ward, more intuitive, and more powerful. It is not only an application of DApp!®but directly
owns its blockchain ecology. It is more efficient and more straightforward than cross-chain
trading. In general, it is more scalable, more efficient, and safer. In the parallel chain, the public
chain is used as the main chain, and the private chain is the function extension chain. Fang,
Bitcoin) and other technologies. The particular chain network development tools are developed

with Hyperledger Fabric as the center.

3.1 Proposed Multi-Chain Based Interworking Archi-

tecture

The above figure is designed based on the defects of the Single-chain blockchain in actual
business. Through the functional architecture of the main chain, based on the main chain as the
core blockchain, the design is based on the principle of public chain technology, and shared
information is stored on the main chain. When the main chain is responsible for a Single net-
work task, the network performance is compared to a Single Multi-tasking chain Greatly im-
proved during processing. Other business functions can determine the structure of private or
public chains through the selection and determination of the network. Private chains allow Mul-
tiple chains to run concurrently. Theoretically, according to the functional requirements of the
business, the parallel chain can be expanded infinitely, which also illustrates the scalability of
the Multi-chain architecture network. The private chain and the public chain use Application as
a medium to pass data to each other through the route return value. For example, when a user
sends a login request to the private chain using a client, the private chain verifies the legitimacy

of the information and carries the return value (hash value). Return to the client. At the same
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time, the client sends the return value (hash value) of the private chain to the public chain.
After the main chain verifies the information, it sends the return value to the private chain
through the client. In this way, through the Application as the central medium, the data is
encrypted and processed by the hash algorithm and then routed®®! and the main chain

and private chain can exchange data.

Aiming at the performance of the network!®? as the starting point, the blockchain ap-
plied in the enterprise is used as a reference to design a ping-pong parallel chain that solves
privacy and permission control. Based on business functions, it is a chain-chain architec-

ture model.

Sub-Chain A Sub-Chain C

5

Application
(value)

Application
(value )

Main Chain

Application
(value )

Sub-Chain B

Figure 11: Proposed Multi-Chain Configuration
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Figure 12: Public and Private Chain Functional Communication Process

Multi-chain architecture enables the public and private chains to communicate through the
Application repeater. When there is a request for authenticity on the public chain, the client
sends a T function. After the private link is received, it performs verification, consensus, and
recording operations, and will confirm. The information is returned to the public chain through
AckP3, At this time, the public chain operation is successful. At the same time, a prompt is sent
to the private chain through Ack to complete the mutual confirmation process. During the pro-
cess, Ack is equal to 1 to ensure that the peer has received the information. Encrypt the data
information, complete the consensus of the peer-to-peer chain, and ensure the security of the

information.

The first chapter briefly introduces the Multi-Chain architecture of this thesis to design a
Multi-chain architecture through functional classification, select the blockchain according to
the required function, and directly extend it to the main chain. The client directly calls the func-
tion of the blockchain through API routing. In the actual production environment, under the

premise of ensuring performance, low-cost environments are often used for research and de-
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velopment, which leads to confusion in the research and development architecture. The
functions that the blockchain is responsible for are defined by integrating APIs, and the

verification fields are set to call the front-end API automatically. Way to produce.

Application

Sub-Chain Main-Chain Sub-Chain

Member Business Transaction
Management Management Management
Information Corporate order ||| "7 77
Management Information Management

Contract Market State
Management Management Management

Figure 13: Proposed Multi-Chain-Functional Architecture

The focus of the Multi-chain architecture is on the functional requirements. Building
one or two business requirements on the private chain is an essential test for the concur-
rency pressure on the blockchain network. When facing large-scale projects, the demand
for concurrency pressure may Function alone as a private chain to solve concurrency issues.
In the above figure, the private chain model is responsible for several business require-
ments. Through communication with the client, data can be routed to other networks. Pass-
ing data passes the value of the hash algorithm through the return value. Of course, this
increases the operating pressure on the client. Large, the client needs to continuously pass
back the return value to ensure the consensus of other chains, and there are specific re-
quirements for network communication bandwidth to meet the needs of data transmission
and to ensure the integrity of the information after mutual agreement. As mentioned above,
the routing of the data API is used in architecture. Here, the internal management will be
designed in the form of an API, and the business functions will call each other to carry

parameters for communication.
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Figure 14: Multichain Flowchart based on Mutual Communication

The above illustrates the flow of Multi-chain architecture by using examples of interaction
between enterprises:

1. The client verifies the information on the private chain. This step is usually used to
authenticate the user when logging in and confirm the information of the private chain.

2. The application queries and searches the information on the public chain to realize the
everyday function of information sharing between enterprises.

3. Query the information and legitimacy of this company to achieve the information veri-
fication of the peer-to-peer chain.

4. Transaction, request, and other operations to provide the implementation of require-
ments for the application.

5. Return the operation result and send it to the private chain for operation.

6. Record public chain information or activate a smart contract.

7. The transaction starts at this time, and the data of the application is used for consensus
on the public chain.

8. The public chain records part of the transaction information.
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9. The remaining part uses the return value method (Hash encryption) to record
on the private chain or execute the smart contract (if a function needs to be executed
after successful verification)

10. After the transaction record on the private chain is saved, and the smart con-
tract is completed, the result is returned.

11. The application sends the result (return value) to the public chain for saving,
triggering a broadcast.

12. The process of all transactions and information recording is complete. Re-
turn the prompt message to the application to display success.

The above describes the architecture of parallel chains in a Multi-chain blockchain and
how to trade and control network performance. The Multi-chain architecture model addresses
the lack of co-energy and privacy control in practical application environments. At the same
time, it also provides excellent support for the expansion of the business environment and adds

blockchains according to business needs to address most production needs.

3.2 Interworking Architecture Based on Multi-Chain

for Secure Tourism Service

The cross-chain blockchain network designed in this paper uses functions to divide
and use different networks. In the design, the cross-chain network can ensure the integrity
of network functions. The WindingTree network is responsible for the business system. At
this time, this chain is a Single-chain network, but it is only responsible for some functions
of the entire tourism blockchain. The Hyperledger Fabric network is responsible for the
transaction system part and uses the tools provided by Hyperledger Fabric to develop a
function that only executes transactions, which maximizes the utilization of the network.
Because this network has only one function, there are fewer smart contracts in the network,
the overall performance of the Single-chain is less affected, and the network runs relatively

quickly.
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As a new network product, the tourism blockchain will replace the traditional tourism op-
eration mode. The travel blockchain connects OTAs directly to travel providers. It is an open-
source ecosystem that includes smart contracts, interoperable API standards, and coordinated
data structures that enable distributed distribution and discovery of travel products and services.
This is an entirely decentralized platform that allows suppliers to showcase their products and
services without intermediaries. OTA can also access these products and sell them to customers.
It is an open market, a marketplace where buyers and sellers can trade without an intermediary.
This is useful for OTAs because they can quickly connect to thousands of vendors, which is
suitable for vendors because thousands of OTAs can now access and purchase their products
and services. The blockchain network consists of two parts: a service management network
(inventory, hotel information.) and a trading network, that is, Winding Tree network and the
Hyperledger Fabric network, the two-part design concept strengthens the security of the net-
work blockchain. As mentioned earlier, due to the high cost of storing information in the block-
chain, we store essential transaction information separately. The two parts build a network of

tourism blockchains.
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Figure 15: Interworking Architecture Based on Multi-Chain for Secure Tourism Service

1. API Router: Use the API to manipulate the database.

2. Hyperledger Fabrir: Responsible for transactions and permission assignments.

3.  WindingTree: Responsible for product inventory, update management.

4.  Architectural process of Ethereum and off-chain storage in the WindingTree network

5. Hyperledger Fabric: Security Control and Transaction Centering Control

The process of trading in the actual market is complicated. For example, as a hotel, the
sales channels are diverse, and the hotel can be sold on its website so that it is directly traded
with the consumer without a complicated booking process. Another channel is the mainstream
sales channel in the market. It is sold through travel agencies and OTA platforms (starting now
referred to as agents). In this case, agents need to obtain the sales qualification of the hotel first
and then carry out related sales. Among them, the WindingTree network proposes rich manage-
ment APIs for service providers, including WriteAPI, ReadAPI, SerachAPI, ContractAPI, and
BookingAPI, which can achieve all the requirements for the management of service providers.
Although the Hyperledger Fabric network is only responsible for transaction processing, it is
more critical for the network. It completely solves the main problems in the tourism market.

Room information (room type, room rate, inventory.).

42



User

Multi-Chain Based on Interworking Application

OTA |—Result—" Main-Chain Sub-Chain —Get/Post—> Travel
le—Get/Post—| (WindingTree) (HyperLedger Fabirc) <+—Result——] Agency
) P [
- 1
- 1
-7 1
Tourism Blockchain Syetem e !
e 1
.7 1
P 1
!
- 1
Result Get/Post el Sign Each Other E
:
. I S .
| I
Get Hotel data e P | |
(Room, Price) Hotel/Airline [+ ~ OTA !

Figure 16: Tourism Commodity Market Relationship Based on Multi-Chain for Secure Tourism Service

The above picture depicts the relationship between service providers in the entire tourism
market environment. As a source of goods service, hotel companies need to manage the room
management and sales of the hotel. However, the WT network provides management functions
for the entire network environment. The hotel can perform hotel sales, inventory, price, plan-
ning, and other functions through WT. Hyperledger Fabric will be responsible for OTA, travel

agency, hotel, consumer transaction management, and control Multiple transaction processes in

the blockchain.

The uncertainty of business scenarios in a market environment is variable. If the above
structure can be reused with the increase of distribution organizations, this can ensure that it is
reused only at a certain structure point, and will not affect the operation of this business network.
In more detail, the mutual call of data is only an increase in the number of structural points, as
long as the organization that joins is always classified into our pre-defined organization. The

above structure can be reused.
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Figure 17: Interworking process Based on Multi-Chain for Secure Tourism Service

Hotel/Airline: Use the Write API tool to manage the inventory of goods, and the operational
data goes through the blockchain network so that the inventory records are real and cannot be
changed at will. The user uses the Client to query and browse products. After the user searches
for goods, the whole process, Winding Tree provides query, inventory status update, and so on.
The Hyperledger Fabric records the transaction, and the identity of the user is confirmed. In
more detail, the network in the figure above only involves the WindingTree network, only an-
alyzing the entire process of the service provider from the time the service is published to the
end of the service. The publishing service is just that the service provider uploads the service
to the business network through the API. Generally, WriteAPI and ReadAPI are used to write
and update data. The service user searches for services (hotels, air tickets) in the business net-
work through the client. The business network transmits data back to the client, which can

reflect the business network's management of the entire network.
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Chapter4. Interworking Application based
on WindingTree and Hyperledger Fabric

The above two chapters introduce the WingdingTree network and Hyperledger Fabric net-
work, how to design and architecture, and implement. We can know that the two networks can
well implement all current services. This chapter will explain and explain the overall architec-

ture of the network, as well as some problems encountered.

(T T T T T T T T L L T T T T T T T T T L T T T T T T T T T T T T T T T i
' L] L] '
1 |
. 1 1
Client ! !
i PC APP -
i
:' _________________________________________________________________ I
|
i | NGINX Reverse Proxy | | SLB (Server Load Balancing) | :
W e —— T
API GateWay : I
APl | i - P
Router | - Router .
: : Zuul Cluster @ @ Info : i
| — e —————e——————————e—e——— e —————e———— } 1
.. I ________________________________ !
G T e |
: Couster Hotel Booking : OTA 1 Order Contravt l
: Manager Manager Manager | Manager | Manager Manager I
| — ) ———— Mg - |
i
I
Functional | ! ! 1 ' I
L I 1.Register y =y ___ Y '
ayer ! 1.Register 2.Inventory Booking :- Travel | . Hetel I
: 2.5earch 3.Write date Hotel 1 agency : IR.ESEWE‘I.OH Contract !
| 3.Bocking 4.update ] _ 1 information :
: dupdate (Price. Room) | PR J I
o T 1 ________________________________ J
- - - - !
1| Write Search || Booking Read Name Contract Order ]
i API APT API API API API API I
i I
I
il REST API ;
: :
! WindingTree ‘ HyperLedger 1
Network | | i
1

Layer ““““““““““““_f ----------------------- .{ ____________ :

g 0

1 ! I
i CACHE - 1 ]
I ' o 3 |
1 1 1 (1 1] 1
| | 1 L1 1] 1
I i 1! 1
I 1 1
1 1 1
o

45



Figure 18: Network Layered Architecture Interworking Architecture Based on Multi-Chain for Secure

Tourism Service

This figure describes the entire network architecture, and the client routes to the corre-
sponding function management center through the server API. Each function management cen-
ter performs its task. When receiving a request, the manager sends a request to the target net-
work. In the Functional Layer, the manager contains specific functions. The request will call
the corresponding function to use the API here, and the Rest API uniformly operates the data
in the relevant network. At the same time, some tools and databases are used in the entire net-

work structure, and the entire network in the test environment runs in the Docker environment.
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Figure 19: Interworking Network Business Flow Chart
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4.1 Design of Interworking Application

From the perspective of the overall operating environment of the network¥, the division
of labor between the main functions of the network is clear, which reduces the operating pres-
sure of the network. The specific workflow of the network is roughly divided into registration,
writing, querying, booking, updating, and all of the network structure can be realized. The im-

plementation process still completes all business requirements by calling APIs with each other.

As shown in the figure above, the service provider first writes the service content into the
network, and the example is illustrated in the figure for illustration. In the WindingTree network,
the service content is registered to the network by calling WriteAPI. The client queries the ser-
vice content (product information) through SearchAPI. The API transmits the information re-
quired by the client. After completing the query, the client makes a reservation. When the res-
ervation is made, the reservation information is sent to In the Hyperledger Fabric network, a
new order (Order) is created, and at the same time, the signing of the contract is completed. The
hotel side processes the order information and completes the process to return the reservation

success information. At this point, the entire booking process runs on the network and is rec-

orded.
Register
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device id " dbcTemp - Write H
-“———Result: sucess, fail .
eviceld fu
plate/Mang; plate ---- Write Data

i—Customer/Hotel*

Rest api / Register ID-

2
2
H

rest/api/register/checkcode H
Enter confirmation code - checkCode function— | .
—ldb mplate--input o]

o Return verification code
~<+—Return results——

f#—————————Return result:

Figure 20: Interworking Network Registration Flowchart
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How to implement functions in the interworking network, such as registration, login, and
which components of the transaction pass through the network. This section describes in detail
the sequence diagram of the interworking work between business functions in the interworking

network and components in the network.

First, explain how the client registers in the interworking network(Figure 20)

The client sends a registration request through the client and uses the ContractAPI in the
WindingTree network to check in the user information on the network, and at the same time,
sends a registration application to the Hyperledger Fabric network. In the Hyperledger Fabric
network, the identity is first created by the CA and issued to the registration applicant. The user
authenticates the user and sends a verification request to a third-party organization via text
message or other methods. After verification, the two networks will return the registration in-
formation to the DB after the registration is completed. In the Hyperledger Fabric Network, the

information will be stored in Level DB. To achieve registration of the entire network.

User CA I | C°“‘_3hDB I Admin

ie———Create User Profile

Registration(ldy——>

—————— hot certified ————»

Id,Secret

Enrollment (Id , secret ) ——

1
VerifyCert(Ecert,Eca-Cert)

CA
Certification

VerifyCert(TLScert, TLSCA-Cert)

Store CERT

Cer tifild S

Figure 21: Interoperable Network CA Verification
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1. When registering in the Hyperledger Fabric Network, users need to verify and issue
certificates through a CA.

2. Enrollment (Id, Secret): Send the id and secret to the CA centre, and self-verify at the
same time.

3. The client will receive the ECA-cert (Ecert), request the Court using Ecert, and return
Tlsecert and TLSCA-cert upon success.

4. Authenticated and stored locally. Also stored in the DB.

Finally, the sequence diagram when the user logs in the interworking network:

[ WindingTree | [HyperLedgerv Fabric | [ Off-Chain/DB___|

. . - i
Login g —

Y |__JdbcTmeplate/LMongoTemplate__ |

Check register

Login function—

- Reslut: success/fai

Figure 22: Interworking Network Login Authentication

Login on to the network through the client. RestAPI sends WindingTree ID and Hy-
perledger ID to the corresponding network. The Hyperledger Fabric Network is signed by CA
certification. During the internal process, a verification request is sent to the DB to verify the
existence of the information. The WindingTree network directly verifies the data in the DB. If

there is data, it returns success. If it does not exist, It returns to Fail and prompts to register.
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4.2 Interworking Application Implementation

The transaction of the two networks is the focus of this thesis. The transactions are imple-
mented through the architecture of the two blockchain networks, reducing network pressure
and ensuring data security. There is a problem with the storage of data in the process of network
interoperability transactions. In the actual development process, the plan can be determined and
formulated in advance.

Winding Tree Hyperledger Fabric

| 1
1 | I
I I -
User Client I .1 1 Endorser Consensus Committer
ser Clien CA ! Serach API Blockchain 1 | " paar manager Peer !

i i H i ; i i
] I 1 | | 1 1
] I 1 | | 1 1
] . I 1 | | 1 1
1 Identity request | i ' ! ' H
! - 1 1
i i H i i i i
] 1 I 1 1 1
1 1 1 ! ! 1 1
1 L X X i 1 1 1 1
' Identity! confirmation H H H H !
: i : : ! ! |
1 . 1 1 ! ] 1 1
| Success/fail 2 | | i i |
i i . H i ; i i
! ! Operational ! 1 ' ! !
! ! data/post ! | ! ! !
H | "l Change inventory | | H H
| | H status i | H H
1 1 — 1 1 1
] I 1 1 | 1 1
] I 1 I | 1 1
] I 1 | | 1 1
: 1 H Broadcast|status ! ! !
i Funcation (price) | ! I — | H i
B b L b bbb dmmmmmm e | H !
: : - ! : : '
] 1 : I ] 1 :
] 1 1 1 1 1 1
H 1 ! | Send PriceData | : !
r T T T b} 1 1
1 1 1 ! ] 1 1
! ! ! 1 ! submit endorsed ! !
1 1 | I 1 1
: : i | | Transactions ; Ordering i
' ! ! ! ! ! Service 1
: : : : : : g
1 1 1 ! ! 1 1
i I . i i i i H | Save|lnfo
1 Notification to client ! ! 1 ! ! [
e e it Fommmm e Ammmmmmmmmmmmmmdo s oo mm o m o m oo Fomm—mmmmmmmm o Fom—m—m————-—— 1

1 1 1 1

Transaction Process

Figure23: Interworking Network Transaction Process

After the user verifies the login name on the client, he will search for product information
through the SearchAPI in WindingTree network and return the data to the client. The data is
sent to the Hyperledger Fabric network during the transaction, and J stores the data and adds it

to the block and broadcasts it after confirming the transaction and adds it to the main chain. At
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the same time, the value is returned to the network, the transaction is successful, and the inven-
tory is reduced. The detailed process of the transaction has been described in detail in the pre-

vious chapter. If you do not understand it, please return to the previous chapter

The API interface is integrated into the application to form the client. Through the devel-
opment of WindingTree, upload complete hotel data information. In this way, the hotels in the
pool have a large number of hotel IDs, and we can get hotel in-formation by ID. Clients can
search for hotel information through development. At the same time, the OTA company can
also sell for hotel rooms. Two client programs are used to demonstrate the operation of the
client by the client and the OTA management terminal. The client implements the necessary
operations on the WindingTree network, which are three operations: registration, query, and
booking. A detailed explanation of each operation through different pages. Below I will intro-

duce the implementation of all client functions through the API interface:

] Ty «)) 8:28AM

localhost:1918/ Pl @ swagger ul

< ¢ o D localhost: o N O €

@ Swagger

o SMARTBEAR

WT Search API D2 )

src/services/validators

API for access to filterable and sortable cached collection of inventory frolRUEEIENE

api$ npm run dev

Servers > @windingtree/wt-search-api@0.7.0 dev /home/zhang/WindingTree/wt-search-api

httpr//localhosti1918 > npm run resolve-swagger-references &% WT_CONFIG=dev node src/index.]Js
> @windingtree/wt-search-api@®.7.0 resolve-swagger-references /home/zhang/Windin
gTree/wt-search-api
> node management/resolve-swagger-references. js

default
info: WT Search API at 1918...
info: ::ffff:127.8.0.1 - [14/0ct/2019:15:22:58 +8000] GET / HTTP/1.1 304 - -

/ APlinfo 842 ms

/hotels Geta list of hotels

/notifications/{subscription_token} Publish an update notification. Facilitates the consumer webhook endpoint for wt-update-api.

Schemas v

Figure 24: WindingTree Network SearchAPI Implementation

Most of the functions in the client are demonstrative functions, and other functions will

not be displayed until the predetermined stage. Therefore, all information about the hotel can
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be read through SearchAPI and displayed on the page through front-end technology. Wind-
ingTree Application calls are provided in the API interface. In the bottom layer of the block-

chain, other APIs are used to implement functions through API routing technology.

S c @ © | @ localhost: o 1 n @ & =

Browse Hotels ~ Search on map GET ESTIMATES!

Hotel Explorer

Browse hotels, check their rooms and get availability information!

Hotel Blue Tower Guest House One Eyed Badger Hostel Marilena
HOTEL BLUE TOWER GUEST HOUSE ONE EYED BADGER HOSTEL MARILENA
Welcome to Blue Tower hotel, the Small, private guest house in the quiet Cheap accomodation in Dragolm for
symbol of moderr olm. No matter if part of Dragolm. No kids, no pets, anyone. Good connection with city centre
you come for a busir a Smokers are welcome. via public transport. Cyclicsts,
conference or just for backpackers welcome. Reception is open
right place t 24/7.
air conditioned and equipped w See detail categ ey lnovey)
furniture, It goe:
them have priv. See detail category: hostel

requ

we can pick

Dragelm airpert, provide you with
repre:
event or even a
For more inforr
the contact channels.

e custom catering
plase use one of

See detail category: hotel

Figure 25: WindingTree Network Client Implementation

After connecting the application to the API, a web page is developed. The client automat-
ically displays the current hotel information, the page contains the hotel name and a detailed
description of the hotel, and the service tag provided by the hotel. The blockchain network
information is obtained and displayed on the page, including the hotel's detailed information.
Users who initiate related operations on the blockchain on the client will be recorded in the

public chain network.
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Figure 26: WindingTree Network Client Map Search Implementation

The image above shows using location information to get the current location to find
nearby hotels. Display all hotel information in the network within the specified area. The infor-
mation includes the hotel name and address. Click to show the hotel to display detailed infor-
mation. The user can quickly book the hotel. Use the map to show that the hotel is a friendly
Ul service and function for the booking service. Click the icon to get hotel information, query

hotel room information, and make hotel reservations.

J WTHotel-test Explorer x [

<« c @ localhost: -9 neoe =

Get an estimate

DATE OF ARRIVAL DATE OF DEPARTURE

2019-12-01

Guests information

Enter the age of each guest

Hotel Rooms
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Figure 27: WindingTree Network Booking Implementation

Query the hotel's room availability by entering the date. In some cases, Alai will be auto-
matically displayed on the list, along with all the information such as price and room name,
room preference label, and so on. At this time, you only need to make a reservation through the
reservation button to complete the order process.So far, the above interface has been developed

for client users. The hotel and OTA belong to the server.

For the service provider, the management of the hotel is critical. The entry and reading of
all hotel information and the provision of hotel data to agents need to be completed by the server.

Simple development of the hotel server to achieve its functions.

Hotel Table List
Get a list of hotel information

D Query Hotel

Figure 28: WindingTree Network OTA Backend Read Implementation

The above picture shows all the hotels that have registered on the Internet. The information
on the hotel is obtained through Read API. From the picture, it can be seen that the hotel has a
unique ID, hotel name, address, telephone, and other necessary information. All the hotel infor-
mation in the hotel directory is obtained through the background. If the OTA needs a proxy, it
only needs to know the hotel ID to query the specific information of the hotel through the

development page below.
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Figure 29: WindingTree Network OTA Backend Query Implementation

The operation of obtaining the detailed information of the hotel by entering the ID of the
hotel is as shown in the figure above. Select the required hotel information through the filter
box. As the OTA needs the hotel's detailed information, such as all hotel information such as
room rate, availability date. When an agent is needed, only one transaction (agent) contract

needs to be sent to the hotel party.

Book Hotel Details

Created using Roboto Font Family

Select a room

Date of arrival

£ /B/8

Date of departure

%= /8/8

Figure 30: Sub-Chain OTA Backend Booking Implementation
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When a hotel party needs to represent another hotel, it only needs to query the hotel infor-
mation through the search box, obtain the room information, select the agent date, and send the
reservation transaction. The agent can get the room. The actual purchase process is just the
process of signing a contract. Most of the pages developed in the figure above have achieved
the required functions. In the actual development process, the overall framework has been de-
veloped. For the business system, WindingTree network has completed the hotel business man-
agement function well. In the next chapter, we continue to talk about the network of trading

systems.
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Chapter5 Main-Chain Based on Wind-

ingTree for Secure Tourism Service

In the previous chapter, we introduced the design of Multi-chain architecture. For the main
chain, we use the tourism business management network provided by WindingTree. It puts the
tourism business on the public chain network and provides APIs to operate the needs of the
tourism business. This thesis uses Take the hotel as an example. The hotel information and
inventory are written into the blockchain network, and an API interface is provided to connect
to the Application for use. It serves as a public chain for consumers to search and query in the
market. All travel business information is publicly displayed, and anyone can query the hotel

list information.

5.1 Design ofMain-Chain Based on WindingTree

In the WindingTree network, design and development are mainly around three functions:
identity, trust, and aggregation. The three functions are mainly designed according to the actual
market demand, which is in line with market demand and has high market applicability. Below

we explain these three commonalities:

Identity: Provide users and service providers with a unique identifier that uses the
Ethereum account as the account ID and detailed identity design for the service provide(Hotel,
Airline). As explained below.

Trust: For example, a hotel vendor and you want to control who can access your inventory.
As an OTA, make sure that the hotel booked for the customer exists. The ORG.ID (this concept
will be mentioned in later chapters) standard defines an agreement that helps buyers and sellers

build trust between each other in a completely decentralized manner.
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Aggregation: With thousands of online travel agencies now, it is essential to have an
OTA database in one place. An API interface is also provided to call this information. In a
decentralized market, any organization can show its identity to others, prove that it is a

trustworthy company, and list the aggregations found by other companies.
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Figure 31: Main-Chain Operation Architecture

The figure above shows the architecture of the WindingTree network in Main-chain.

1.Entrypoint: A list of all segment directories and their Ethereum addresses provided by
the platform instance.

2. Segment Directory: A collection of organizations within a business unit, such as a hotel.
They are the primary source of discovery for the organization.

3. Organization Factory: A smart contract can create a new instance of the ORG.ID appli-

cation.
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4. Organization.ID(ORG.ID) consists of the following two parts.0xORG is the smart con-
tract interface, and ORG.JSON is a file that contains the organization's information (name, ad-
dress).

5. Off-chain storage: Distribute the file.

6. HTTP, Swarm, IPFS three file storage methods.

7. DB: Storage database.

The above points can roughly understand the components in the network structure. The
WindingTree network controls the business system. The network is roughly divided into two

parts: Ethereum Blockchain and distributed file storage system (off-chain storage).

The Ethereum Blockchain is responsible for the organizational management and operation
of the network structure. First, the network enters the network from an Entrypoint entry point.
The actual Entrypoint is a smart contract. The smart contract contains three parts: Hotel, OTA,
and Airline. As a service provider, if you need to register, you first choose a directory as the
directory entry point (Segment Directory). It must be clear that each directory has a unique
0xORG on the network (described in detail below). The actual 0xORG is an Ethereum address.
When accessing the directory, you only need to connect to the Ethereum address to enter the
directory, and then register the hotel. After success, you will get an ORG.ID. There will be a
hotel in the online hotel directory. The API provided by the network can access the specific
information of the hotel. Hotel information is a JSON file. If it is stored on the chain, it is quite

expensive, so that we will store some data off-chain.

The internal use of smart contracts as IDs in Ethernet has uniqueness in the network struc-
ture. The first problem in using the WindingTree network is to design the ORG.ID, which is the
only proof for hotels in the network. First, you need to make an ORG.JSON file, put the hotel
and legal representative information in the file, and some relevant hotel certificates. JSON files

need to be stored off-chain. Reducing network costs can also improve network performance.
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“dataFormatVersion™:

“legalEntity": {
"name": "JEJU Ltd.",
"address": {
“road": “nohyong 10Road",
"houseNumber*: “123",
“city™: "Jeju”,
“countryCode™: "KR"

}

JSON URL g
JSON - “contact™: {
l | “"email": "info@jejunu.com”
}

ORG.JSON URI T

“location™: {
"latitude”: 35.89421911,
"longitude”: 139.94637467
L
“name": “Jeju hotel”,
": "naver.com"”

ORG.ID

Hash: Keccak-256

Ox-

dfd5dfbbbd07f0a570099f710fa2f217a
be504e72b3dc381145d9d7f797087b9

0xORG

Figure 32: WindingTree Network ORG.ID Composition

0xORG is obtained by hashing the ORGJSON file. This processing can ensure that the
information between 0xORG and the company entity is immutable, preventing fraud, and will
be mentioned later if you need to modify the company information. Each time you perform a
HASH operation on the JSON file to ensure uniformity, you can see that the obtained HASH
(df5dfbb ..... 087b9) cannot be used as 0xORG because all values in the Ethereum environment
start with 0x. For example, 0x246gd5 .... €24g2d4, therefore, each time the HASH value ob-
tained after being encrypted through the JSON file needs to be prefixed with 0x, the rewritten

HASH value can be used as the 0xORGd value in the Ethereum environment.

Write the hotel's ORG.JSON to register the hotel information in the travel network. If
0xORG is a functional part of ORG.ID, ORG.JSON is the actual information record. It can
be stored anywhere that other market participants can access (e.g., via HTTP, FTP, Swarm,
IPFS.). For the company, the information of the service provider needs to provide legal

and legal representative parts.
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{ // Legal representative information
"dataFormatVersion": "2.3.1",
"updatedAt": "2018-11-03722:10:05.4287",
"legalEntity": {

"name": "kim huming .",
"address": {
"road": "1@road Yeong-dong",
"houseNumber": "110",
"city": "Juju",
"countryCode": "KR"
s
"contact": {
"email": "test@jejunu.ac.kr"
}

s
// Hotel Information

"hotel": {

"location": {
"latitude": 21.5412,
"longitude": 48.5641223

s

"name": "kim-hotel",

"website": "https://kimhotel.com",

"apis": [

{

"entrypoint": "api.kim-hotels.com",

"docs": "developers.kim-hotels.com",
"format": "OTA",

"version": "1.9"

Smart contracts in the network only have the function of executing programs. Using this to
design subdivided directories, through smart contract program execution, we can find the cor-
responding directories. This step is an excellent solution to the Multi-business situation in the
real market environment. Different departments and responsibilities can be set up according to
different businesses. It also shows that this paper responds well to the market environment.
Hotel information needs to be registered in a directory on the network; It is registered through

the following process. As mentioned earlier, smart contracts are a series of hash values on the
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chain. Through the hash values, you can query the details of smart contracts on the chain. After

the network nodes are set up, a smart contract is generated on the chain as the network's entry

point.
EntryPoint
0x569......
. - Y
Company Jeju Hotel KAL Hotel KAL Airline Hanatour
0x56flc..... 0x8a4c3..... 0x58dc3..... 0x1d6b2.....
Bob Zhang Kim Song

owner 0xf5gd.... 0X5U52.... ’ 0x3eh5..... ’ 0xOh52.....

Figure 33: WindingTree Smart Contract Directory Composition

As shown in the figure above, generate a smart contract on the network as the entry point of
the network environment (EntryPoint Smart Contract). At this time, the hash value is 0x568...
How do you want to verify whether the entry point is generated? Section 4.3.2 will explain.
Then, through the EntryPoint Smart Contract, three sub-directories (business) are created,
namely Hotel, Airline, and OTA. At this time, the three sub-directories will each have a hash
value as the unique value of each business. Because the three business hash values are generated
through EntryPoint Smart Contract, if you want to access any of them, you need to connect to
EntryPoint first, and then connect to the corresponding business through the business hash value.
Using the Hotel Directory as an example, the Hotel Directory naturally manages the hotel busi-
ness. If you are a hotel supplier and apply for registration in the Hotel Directory, the registration
method is described in Chapter 3. After registration, you can get the information of registered

hotels in the Hotel Directory pool. At the same time, the registered hotel (JejuHotel) will get
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the unique ID of the hotel: 0xf5gd ..., when registering, it will be registered through the legal
representative of the hotel, and the reason for registration along with the hotel owner infor-
mation, in order to prevent the hotel from being authentic Effectiveness. After registering com-
pany information, companies can mutually access business information through the entry points

of each business. The following will mention the agency (OTA) for Hotel, Airline, agency sales.

So far, when querying hotel information through the client, it can be real and practical. The
advantage of the design of the catalog is that there is no confusion caused by too many types of

business.

5.2 Main-Chain Working Process

There are multiple functions on the main chain that need to call the API to implement
operations. In this section, we do not explain in detail how the API works. We share how stand-
ard functions are transmitted on the main chain and which nodes pass through the network.
Detailed description. The leading chain network is a public chain that discloses all information,
and anyone can access it. Use the public chain to ensure that the information in the tourism

market is correct and valid.

Network . . . .
Certification WriteAPi WT Blockchain Off-chain/DB

Hotel Client

Identity request

Identitly confirmation

Operational data/post

Change inventory
status

Broadcast status

Data
storage

Notification to client

O B S S

Inventory Management Process
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Figure 34: Sub-Chain Inventory Management Process

In the business management system, how WindingTree manages the hotel through the net-
work, and through the process of the network architecture, a diagram of the inventory manage-

ment of the service provider on the service side is obtained.

Figure 34, Use the write API in WindingTree to manage and update the inventory status of
the blockchain. Sellers first pass network certification. After successful verification, the seller
changes the goods inventory and the WT blockchain network broadcasts to complete the agree-
ment and save the data. After the broadcast is completed, there will be detailed inventory infor-
mation on the main chain. Of course, only the HASH value of the commodity is recorded on
the main chain. The specific data is stored on the DB outside the chain. Every operation record

of the service provider will be recorded on the chain.
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Figure 35: WindingTree Network Search API
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The Search API is connected to the blockchain network via API routing conversion in the
network to implement the query function. The query operation is implemented in two parts of
the architecture. The first is the client's query, and the second is the server's query. The server's
query is the query function provided when the OTA service is involved. Inquire. Both aspects
of the business function use the same SearchAPI, which also reflects the importance of using

API interfaces in website applications. All tasks can be completed by calling the interface.

Figure 35, The exact functional architecture between the service provider and the OTA can
be seen in the figure. First, the Hotel uses Write API to connect to the UpdateAPI to update and
write information about the hotel. The subscription management passes the updated data to
Crawl, and then sends them to different storages after classification. At this time, the infor-
mation in the entire Storage is written. The OTA uses the QueryAPI to query the data in the DB.
In the actual middle process, it uses the SearchAPI and Read API to query. In the whole process,

the mutual conversion between different functions is realized through the mutual calls of APIs.

5.3 Main-Chain Implementation

In the previous section, we used WindingTree to implement the network architecture and
design a tourism blockchain network that meets the business. In this section, we implement
business requirements by integrating API operations. The application operates the network by
calling the API. It is open to the outside world and has a great test of network security and
pressure. The routing mechanism can significantly reduce risks. The following is the applica-

tion of Main-chain, which is applied to the tourism blockchain.
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WT Read AP &2

API for reading inventory from Winding Tree platform

Servers

[ https//playground-apiwindingtree.com - Playground ~

default v

/ APlinfo

/hotels Lists hotels

/notels/ {hotelId} Get hotel by ‘id"

/hotels/ [hotelId) fmeta Hotel record meta information - mostly on-chain and off-chain identifiers of places where to reach all of the hotel's data.
/hotels/ {hotelld} /roomIypes Listroom types for hotel ‘id"

/hotels/ fhotelld} froonlypes/ {roomTypeld} Getroom type id"

/notels/ {hotelld} froomlypes/ {roomTypeld} /ratePlans Get rate plans of the reom type ‘id

Jhotels/ {hotelld} froonTypes/ {roomTypeld) favailability Get availability of the room type “id". The availability field contains only a single key with room type id.
/hotels/ fhotelld) favailability

/hotels/ (hotelld) /ratePlans

/hotels/ {hotelld} /rateFlans/ {ratePlanld}

fairlines Listsairlines

Jairlines/ [airlineld} Get airline by id"

Figure36: Read API on Main-Chain

Opening as a public chain to users requires API integration of business functions in the
Main-chain to form a unified interface. The above picture is the ReadAPI in the travel network.
This API can read data on the network. ReadAPI belongs to the network. Low-level AP, there
are other APIs that need to call ReadAPI to operate the network. In this implementation, you
can read the necessary information about the hotel and the various attributes of the hotel's room
information. The above query function first needs to query the ID of the hotel, and obtain the
various attribute values inside the hotel through the ID. In this application, the hotel and avia-
tion products For development and implementation, more business needs are developed through
the same operation. At this time, the application displays the hotel information to the user

through ReadAPI, completing the necessary process of ReadAPI.
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Select a definition ]

WT Search AP| 2T

/apis/specs fut-search-api-0.8.0.yaml

API for access to filterable and sortable cached collection of inventory from Winding Tree platform

Servers

[hnps:/,,. ygl rch-api.windil ee.com - Playgl V]

default

=

‘ m /hotels Get alist of hotels.

‘ m /notifications/ {subscription_token} Publish an update notification. Facilitates the consumer webhook endpoint for wt-update-api.

Schemas
Error >
Contact >

Figure 37: Search API on Main-Chain

WT Write AP| @@

write-api

yam|

API for creating and updating inventory in Winding Tree platform

Servers

lhttps:/:.— yg! ite-api.windi .com - v ]

default

=

PUT faccounts/ {accountId} Update account

[ DER31A /accounts/ faccountld} Delete account

‘m /hotels Create hotel in WT.

‘m /hotels/ {hotelAddress} Get hotel (provided for convenience to make updates easier) from WT.

[ DL /hotels/ fhotelAddress} Remove hotel from WT.

PUT /hotels/ fhotelAddress} Update hotel even if original off-chain data is inaccessible. Replaces all of the data, Can't use partial update.

CH /hotels/ fhotelAddress} Update hotel only when original off-chain data can be accessed. It is possible to send one of “hotel” or "legalEntity for partial update.

‘m fhotels/ fhotelAddress} ftransfer Transfer hotel to a different manager.

Schemas

Wallet >

Figure 38: Write API on Main-Chain
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Figure 37, When the user searches for information through the search box on the client,
the ReadAPI is first called. At this time, Reead API will connect to the ReadAPI for the query.
Keywords usually query the client application query. The API is searching for the hotel ID.
After arriving at the hotel, all the information in the hotel will be displayed to the client. The

actual SearchAPI inside the API router performs a query by calling Read API.

Figure 38, Where there are consumer services in the tourism chain, there are service pro-
viders. When the service provider operates the service information (the above is the operation
of the hotel information), the data is uploaded to the Main-chain through the background.
WriteAPI can write the data to the blockchain network. It is also required to modify and update
the data. WriteAPI to operate. In the picture above, the hotel registers the hotel information
(address, room type, phone.) in the Main-chain, and then stores the data in the database.
WriteAPI provides functions for adding, deleting, and modifying. Write API is responsible for
the return value processing of the Sub-chain in the client. Make Main-chain and Sub-chai per-

form data association.

WT Notification API 22

API for distribution of update notifications by means of publish/subscribe

Servers

[ https://playg ifi -api. i ee.com - Playground

default v

/ APlinfo
/notifications Publish an update notification.
/subscriptions Create a subscription to get notifications.

Jsubscriptions/ {subscriptionld} Get data of an existing subscription.

|m /subscriptions/ {subscriptionld} Cancel subscription.

Schemas v

HotelSubjects »

Figure 39: Notification API on Main-Chain
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The above Notification API provides a notification function. In the actual travel market,
when a hotel needs to publish some preferential policies and other operations, it sends the mes-
sage to the client through the Notification API to implement this function. At the same time,
the reminder function of some clients also uses. The Notification API also performs functions
for adding, deleting, and modifying. If you need more notification functions in your business,

you only need to develop the Notification API.

In this section, the architecture design of the Main-chain is implemented. The underlying
information only needs to realize business performance through APIs. In the architecture of the
network, not all of this thesis has been implemented. Necessary business requirements in the
tourism market have been developed and implemented — realization, realizing the feasibility
of the network architecture. The functional design in Main-chain is publicly accessible and
available for the query at any time. Although Main-chain is only responsible for the public
access part of the network, it still has high requirements for the pressure of the blockchain
network. Compared with the previous Single-chain network, Multi-chain architecture is partic-

ularly evident in theory.
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Chapter6 Sub-Chain Based on HyperLdger

Fabric for Secure Tourism Service

Through the above definition and description of Hyperledger Fabric, we have defined three
roles and two assets in the trading system, so that the entire business network (WindingTree
Network) and the trading network can be correctly connected. According to business needs, we

can further develop the trading network to meet actual production needs.

It is especially important to design a model that works properly with the trading system.
First, you need to understand the following concepts: Assets: Property list Participants: buy-
ers and homeowners Transactions (transaction process): complete the sale of houses, settle-

ment list.

Participants can access transaction data but are limited by their roles. Real estate agents can
create an application that provides a simple user interface for buyers and sellers to see the pro-
gress of the transaction. Commercial networks can also integrate existing inventory systems to
complete the transfer of house assets. Also, other related roles can register to join this network
as participants. For example, the Land Bureau may participate in the transaction and complete

the transfer of land ownership.

6.1 Design of Sub-Chain Based on HyperLdger Fabric

Sub-chain is developed using Hyperledger Fabric tools. This thesis first designs the role
of the Sub-chain network. In actual business scenarios, different roles are given different func-
tions. Facing the tourism market, it is divided into three roles: hotel, customer, and manager.
Participants are members of a business network and can own assets or initiate transactions.
Participants are also modeled. Like assets, they must have unique identifiers and can also con-
[35]

tain other optional attributes. A participant can have one or more identities. The modeling

language can be recommended to query and learn from the official website.
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Through the above introduction, we design a model that meets the needs of the business.
For the participants, we have established three role customers, companies, and regulators. Each

role performs a different task.

Customer Hotel Regulator
o String username o String companyld
o String wtld o String name o String companyld
o String email o String wtld o String name

Figure 40: Hyperledger Fabric Participant Attributes

In the figure above, a username is set for the customer for the name in the network, wtld
is used as the ID in the Main-chain for cross-chain data access verification, and email is used
as the contact information for the guest. The compangld and wtld are used in the Hotel as the
ID authenticator when the IDs in the Sub-chain and Main-chain are used for cross-chain com-
munication. The regulator acts as a network administrator, in charge of different directories.
Participants define the attributes they need in the business. The attributes define some important
data for each type of business occasions that can carry or pass information. This information

will be stored in the database in the chain.

Sub-chain needs to act as a trading system, and orders need to be processed when transac-
tions occur. Therefore, orders are used as smart contracts in the tourism blockchain. The con-
tract contains the order ID, reservation date, order status, room information, contact information,
and Booking preferences, and more. After the order is formed, the status of the order can be
modified through API calls. There are four states: PLACED, CHECKIN, CHECKOUT, and
END. Assets here can refer to any tangible and intangible assets, and all tradable commodities
that can be chained can be used as assets. Assets must have unique identifiers. Also, some ad-

ditional information can be added to associate other assets or participants.
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According to the business requirements, two assets, Order and Contract in the business
network, are designed. Order records the order request sent by the client and also carries a write

attribute and data. Ontrack's primary role is to sign the contract between the two parties.

Order

=)

String orderld
o ContractDetails

o OrderStatus

0 ScheduledDate OrderStatus
o String Checkin

o String Checkout o PLACED

o Double Night o CHECKIN

o String Tel o CHECKOUT
o NoSmoking o END

Figure 41: Hyperledger Fabric Asset: Order Property Design

The Order attribute contains all the necessary reservation information for the order. The
Order will also generate its ID for broadcasting to the unique ID of the identity on the main
chain. The client and server can query the details of the order through the query API, and also,
OrderStutas is designed for Order to control the status of the order, and the business system
(WindingTree Network) makes corresponding plans based on the status of the order. For exam-

ple, check-in status, check the status through the system and change bed linen for customers.

Contract

o String vin

o ContractStatus

o String roomType
o String persons ContractStatus

o String orderld 0 ACTIVE

o Termination
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Figure 42: Hyperledger Fabric Asset: contract design

When the two parties trade, a contract is created in advance. The contract contains the
content of the contract and the order number. All information about this order will be queried
when inquired by the client. At the same time, the contract also set ContractStutas to indicate
the status of the contract. Guest check-out in a production environment is equivalent to the end

of the validity of this contract. However, this record always exists on the blockchain.

6.2 Sub-Chain Design Based on Hyperledger Fabric

In the previous section, participants and assets were designed with the primary purpose of
better operation in the overall network. Starting from sending a transaction application, the
client will carry much data to the transaction network and record it into the network as input
data. This section mainly describes how the Sub-Chain Hyperledger Fabric network conducts

transactions.

First, we need to know the concept of a channel. A channel is a private space for infor-
mation communication between two nodes (Peer) or Multiple nodes. The transaction data in
the channel is isolated from the outside of the channel®® to ensure the security of the data in
the channel. Transactions on the network must be performed on a channel, and each member
participating in the mutual transaction needs to be authenticated and authorized in order to be
processed on the channel. Fabric is a Multi-channel design. The system can create multiple
channels. A node (Peer) can be added to different channels. Each channel has its genesis block
and instantiated smart contract. Each channel has its anchor node. Through the anchor node,
information can be exchanged with other channels, but the ledger in the channel itself will not

be transmitted to another channel through one channel, and the channel ledger is separated.
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Figure 43: Hyperledger Fabric Blockchain Network Structure Diagram

The CA issues a certificate to Application.

1) After the application successfully connects to the node (Peer), it calls the chain code to
propose the node (Peer);

2) The node (Peer) calls the chain code according to the proposal information;

3) Query and update the chain code, and then return the proposal information to the appli-
cation;

4) The application sends transaction information to the Order

5) Orderer sends blocks containing transaction information to nodes (Peer);

6) The node (peer) updates the transaction block to the ledger, and finally completes the
processing;

Nodes are the communication subject of the blockchain. There are many types of nodes
related to the blockchain network: clients (applications), Peer nodes, order nodes, and CA
nodes.In the sub-chain, the privacy and permission control of the network by the CA guarantees
the security of the network. CA is the certificate authority (CA) of Hyperledger Fabric, and it
is an optional membership service component in Hyperledger Fabric. It manages the identity

certificates of various entities in the network. It mainly implements:
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1. Responsible for the registration of the identity of all entities in the Fabric network.

2. Responsible for the issuance of digital certificates, including ECerts (identity certifi-

cates), TCerts (transaction certificates). Certificate renewal or revocation.

Fabric CA's role in the Hyperledger Fabric network: Access to the Fabric CA server can

be achieved through the Hyperledger Fabric CA client or one of the Fabric SDKs, and all com-

munication with the Hyperledger Fabric CA server is through the REST API.

ﬁ /’ B Fabric-CA _"‘\_.

- T |ﬂlHn’nEIdIa.1E S-ar'.lar

cacapEam=m=ans

Fabec-CA
client

Figure 44: Hyperledger Fabric CA certificates Issuing Architecture Diagram

The Hyperledger Fabric CA client or SDK can connect to a Hyperledger Fabric CA server

cluster, and the cluster is load-balanced by HA Proxy. The server may contain Multiple CAs,

each CA is a root CA or an intermediate CA, and each intermediate CA has a parent CA. Hy-

perledger Fabric CA's identity information is stored in a database or LDAP. Currently, Fabric

CA supports databases such as MySQL, PostgreSQL, and SQLite; SQLite databases are used

by default. If LDAP is configured, identity information is retained in LDAP and not in the

database.
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HyperLedger Network
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Figure 45: Hyperledger Fabric Network Order Processing Flow

The above diagram describes the workflow when a transaction occurs in the network:

1. The client queries the hotel via Windingtree network to return to the client and make a
reservation.

2. The Windingtree network returns the booking information of the hotel to the client
through booking API and starts booking.

3. Send an addOrder request to the Hyperledger Fabric Network, which now carries all
orderlies.

4. The order generates a contract to sign with the client.

5. Initiate an order confirmation request to Hotel after signing the contract.

6. The hotel sends a request to the WindingTree network to reduce the number of rooms.

7. Successfully reduced inventory.

8. Change the order status.

9. If you need to send a verification to the contract when you modify the status for the
second time, the contract will automatically end when Order status becomes CHECKOUT.

10. Return the message that the booking was successful.
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The above process describes the complete transaction flow in the Sub-chain. The focus is
on the data exchange between the Main-chain and the Sub-chain. It usually carries a return
value when the function is called. After the above steps are successfully executed, the network
will be notified through the return value. The data has changed. For example, in step 6, the
number of wine list rooms after receiving the return value is -1. When the Main-chain network
processing is completed, the return value is sent to the Sub-chain through the application. Hash
encrypts the return value at this time. It is then transmitted to the other party's network to exe-
cute the smart contract.

The order status change process is implemented by calling API modification. It is worth
noting that the value of the modified state is fixed in the Hyperledger Fabric network. You need
to enter an exact value to modify the status. This part of the operation will be done manually
by the application. When the check-out status is activated in the hotel's back office, it will be
confirmed by the front desk before being written into the Sub-chain network, and the status

value will be automatically changed.

AddOrder
{
"orderld”: 111", UpdateOrder o PLACED
“contractDetails": { 0 CHECKIN
*Hotelld": o CHECKOUT
':)%:I%’ e Order { o0 END
i M "orderStatus": "CHECKIN"—
, petsolisr ( “orderld": 111
“orderStatus": "orderld": 1111 !
“options”: { “contractDetails": {
*ScheduledDate": “Hotelld": Jeju Hotel Stop2
"Checkout™: “roomType": Bouble
Step 1 “persons”: 2
b
“NoSmoking": "orderStatus": PLACED
v "options™: { Order (new
"Customerld® : “ScheduledDate":
} "Checkin": 2019-12-4,
"Checkout": 2019-12-7 “orderld™: 1111
“Night": 3
“Tel™: "+821044000307",
“NoSmoking": true
b Step3 "persons": 2
"Customerld" : 2222

)

“orderStatus": CHECKIN

“options": {
“ScheduledDate™:
“Checkin": 2019-12-4,
“Checkout”: 2019-12-7
"Night": 3
“Tel":

"+821044000307",

“NoSmoking™: true

}

{2
"Customerld” : 2222

}

Figure 46: Hyperledger Fabric OrderStatus Status Change Process
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As can be seen from the above figure, the status of Order status is modified through the
operation of UpdateOrder. After the modification is successful, a new order list is returned. It
is worth noting that UpdateOrder will have records in the blockchain system events. Oder and
UpdateOrder are two different smart contracts. After the order status is completed, the order
status change is automatically triggered, and at the same time, the status change information is
automatically sent to the service provider in the Main-chain through the application, and then
the contract will be canceled. So far, the entire process from booking to check-out has been
entirely recorded by the two networks.

Through the above structure, we can construct a trading system in the Hyperledger Fabric
Network. Can record order information, order status, and contract status. It can well complete
the privacy control and transaction processing functions of the Sub-chain, solve the shortcom-
ings in the Main-chain, and reflect the advantages of the multi-chain architecture far superior

to the advantages of the Single-chain.

6.3 Sub-Chain Implementation Based on Hyperledger

Fabric

In actual development, you need to pay attention to Hyperledger Fabric role control per-
missions when generating the network. If the permissions of all parties have been designed at
the beginning of the network design, you can turn on role permission control. Otherwise, the
information on the blockchain cannot be read due to insufficient permissions. Permission con-

trol is by requesting access from the CA administrator.
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Customer Table List

Get a list of Customer information

Company Table List

Get a list of Company information

Figure 47: Hyperledger Fabric Participant Query Interface

0x546546546
123
zhang

linchao

Figure 48: Hyperledger Fabric Participant Creation Interface

Figure 47, The above picture uses the admin account to obtain the client's customer infor-
mation and hotel information. The user obtains user information when logging in through the

client, and supports modifying the user information. The hotel back office uses the application
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to modify registration information and hotel room information. When the information is modi-
fied, the records will be modified in the blockchain network process. At the same time, custom-
ers and hotels can also be created. They will register directly to the network as part of the net-
work operation. OTA companies and hotels can use this background at the same time. Used to
manage hotels and issue agency rights to OTAs. Make it in line with the market environment.

Participants can also edit new information to support updates.

Figure 48, Through the application, hotels and users can register information, and the in-
formation will be registered in the network. Enter different role attributes to register participants
directly in the network. The administrator issues a CA certificate to the newly registered hotel
to obtain different permissions. This step also applies to the client. Because during the registra-
tion process, users are registered in the Main-chain network and the Sub-chain network through
the client and obtain different usage rights. Users in the Main-chain have query and reservation
permissions. Users in the Sub-chain Create orders, wake up and modify orders; these operations

will be defined when issuing a certificate.

Contract Table

Get a list of Contract information

Figure 49: Hyperledger Fabric Asset Interface

The above figure realizes the creation of assets. The client obtains the hotel data infor-
mation from the Main-chain network through the Booking API, sends it to the Sub-chain to

create an order, and supports the modification of the order. The hotel receives the new order
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information through the notification API and obtains the information of the booker in the order.
As an administrator, the creation and management of Order and contract. The order contains
the details of the reservation information and the system event id when the order is generated.
It can confirm the creation of the order. Who created the details and when, and also supports

asset updates.

SAVE CHANGES

Figure 50: Hyperledger Fabric Order Update

In the above figure, the steps to modify the order information. When creating an order, the
client will use a text contract. After the user uniformly selects a new order, the user can modify
the order information according to the contract rules. At the beginning of the order creation, the
order status is PLACED. After checking in, the network will update the status of the order
CHECKIN. After checking out, the status of the order changes to CHECKOUT. According to
the actual situation, the status of the destruction contract will be END after a few days of check-
ing out. The order ID (OrderID) does not support modification when modifying an order, be-
cause id is automatically generated to record this order when the order is created. The ordered

cannot be modified from beginning to end to prevent malicious counterfeiting.
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SUBMIT

Figure 51: Hyperledger Fabric Network Update OrderStatus Status

The above figure is the status update of the order. At the same time, the order supports
manual updates. For the abnormal order, directly modify the order status to destroy the order
end contract. Fill in the order number and order status, respectively, and you can modify the
order to the Corresponding status. The client checks the notification information through the
client, and each operation on the two blocks will be recorded. As an administrator can clearly
understand the details of the operation, Sub-chain can browse the history of the order through

permission allocation.

Transaction Record

Record all transactions in the tourist blockchain

82



Figure 52: Hyperledger Fabric Network System Log

The above figure reflects all operations in the entire Hyperledger Fabric network from the
early stage of the system. This is also the reason why the blockchain cannot be counterfeited.
Each contract running on the network will be recorded from the beginning to the end of the
entire cycle. In the Sub-chain network, each operation generates an eventID, which records all
the information at that time. Usually, this part of the operation is viewed by the network admin-
istrator, which can be achieved through rights management. The historical record contains event
ID, operation object, modification result, identity record, and event creation event. It contains

the history of the entire cycle of the blockchain.
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Chapter7 Performance Evaluation

This section demonstrates the performance evaluation results of the Sub-chain based on
Hyperledger Fabric by varying the number of clients and the number of transactions. The num-
ber of clients is varied from 5 to 10, while the number of transactions is varied from 5000 to
10,000. The back-end performance of the blockchain network is tested through open and query
functions. Table 7-1 presents the send rate, network latency (seconds), and the throughput

(transaction per second) when the number of clients is 5.

For the first-round test, 5000 open transactions are performed in the send rate of 349.3tps,
the minimum time taken was recorded to be 0.48s, averaging at 2.01s, and the maximum delay
was recorded to be 3.51s. For the second-round test, 5000 open transactions are performed at
the send rate of 493.8tps, the minimum time taken was recorded to be 0.33s, averaging at 4.82s,
and the maximum delay was recorded to be 8.06s. For the third -round test, 10000 open trans-
actions are performed at the send rate of 399.2tps, the minimum time taken was recorded to be
0.61s, averaging at 4.37s, and the maximum delay was recorded to be 7.44s. For the fourth-
round test, 10000 open transactions are performed at the send rate of 498.3tps, the minimum
time taken was recorded to be 0.31s, averaging at 8.64s, and the maximum delay was recorded

to be 15.37s.

For the fifth-round test, 5000 query transactions are performed in the send rate of 871.8tps,
the minimum time taken was recorded to be 0.05s, averaging at 0.85s, and the maximum delay
was recorded to be 2.70s. For the sixth-round test, S000 query transactions are performed at the
send rate of 913.4tps, the minimum time taken was recorded to be 0.05s, averaging at 1.96s,
and the maximum delay was recorded to be 4.71s. For the seventh-round test, 10000 query
transactions are performed at the send rate of 880.5tps, the minimum time taken was recorded
to be 0.10s, averaging at 1.73s, and the maximum delay was recorded to be 7.01s. For the
eighth-round test, 10000 query transactions are performed at the send rate of 979.4tps, the min-
imum time taken was recorded to be 0.06s, averaging at 1.43s, and the maximum delay was

recorded to be 5.17s.
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Table 7-1: Performance Analysis Summary on Clients (Client = 5)

Name | Succ Fail Send Rate Max Min Ave Throughput
Latency | Latency | Latency
open | 5000 0 349.3 tps 3.51s 0.48s 2.01s 328.1 tps
open | 5000 0 493.8 tps 8.06s 0.33s 4.82s 350.8 tps
open | 10000 0 399.2 tps 7.44 s 0.61s 437s 350.0 tps
open | 10000 0 498.3 tps 1537 s 0.31s 8.64 s 363.2 tps
query | 5000 0 871.8 tps 2.70 s 0.05s 0.85s 798.8 tps
query | 5000 0 913.4 tps 4.71s 0.05s 1.96 s 747.0 tps
query | 10000 0 880.5 tps 7.01s 0.10s 1.73 s 826.7 tps
query | 10000 0 979.4 tps 5.17s 0.06 s 1.43s 910.1 tps

Table 7-2 describes the resource utilization test results in various performance indexes.
This table presents the maximum, average memory, and central processing unit (CPU) utiliza-
tion rate by the blockchain network when the number of clients is 5. Each entity of the block-
chain network runs in the Docker environment, and the utilization of memory and CPU are
shown in the table. For the local-client, the maximum memory allocation taken in the ten iter-
ations was recorded to be 140.4 MB, averaging at 139.6 MB, and the maximum CPU utility
was recorded to be 19.12%, averaging at 14.54%. For each peer, the average maximum memory
allocation taken in the ten iterations was recorded to be 192.25 MB, averaging at 189.5 MB.
For the orderer node, the average maximum memory allocation taken in the ten iterations was
recorded to be 26.0 MB, averaging at 24.5 MB. For the CA node, the average maximum
memory allocation taken in the ten iterations was recorded to be 10.2 MB, averaging at 10.2

MB, and the CPU utilization was recorded to be 0%.
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Table 7-2: Network Consumption of Hardware (clients = 5).

Traffic | Traffic | Disc Disc
TYPE NAME Memory{max) | Memory(avg) | CPU(max) | CPU(avg) T out Read Write
Process | node local-client.js{avg) 140.4MB 139.6MB 19.12% 14.54% -
dev-
Docker peerl.orgl.example.co..ng- | 7.2MB 7.2MB 0.96% 0.12% 5468 0B 0B 0B
v0
dev-
Docker peerl.orgl.example.co..ng- | 6.7MB 6.7MB 0.00% 0.00% 5468 0B 0B 0B
v0
dev-
Docker peerD.orgl.example.co..nk- | 6.6MB G6.6MB 0.00% 0.00% 5768 2338 0B 0B
v0
dev-
Docker peerl.orgl.example.co..nk- | 7.0MB 7.0MB 41.03% 5.13% 7798 2338 0B 0B
v0
dev-
Docker peerl.orgl.example.co...le- 7.7TMB 7.6MB 708.76% 488.92% 2.0MB | 1.6MB | OB 0B
w0
dev-
Docker peer.orgl.example.co...le- 8.0MB 7.9MB 729.45% 500.36% 21MB | 1.6MB | OB 0B
v0
Dacker accelerator 51.1MB 50.9MB 1889.60% | 139548% | 41MB | 6.6MB | OB 0B
Docker peerl.orgl.example.com 170.6MB 167.6MB 1576.74% 1388.52% | 57MB | 3.1MB | OB 13.8MB
Docker peer.orgl.example.com 213.9MB 211.4MB 1575.67% 1356.21% | 5.8MB | 3.2MB | OB 13.8MB
Docker ca.orgl.example.com 10.2MB 10.2MB 0.00% 0.00% 5468 0B 0B 0B
Docker orderer.example.com 26.0MB 24.5MB 538.74% 397.78% 35MB | 7.1IMB | OB 8.5MB

Table 7-3 presents the send rate, network latency (seconds), and the throughput (transac-

tion per second) when the number of clients is 10. For the first-round test, 5000 open transac-

tions are performed in the send rate of 302.2tps, the minimum time taken was recorded to be

0.29s, averaging at 4.61s, and the maximum delay was recorded to be 7.32s. For the second-
round test, 5000 open transactions are performed at the send rate of 494.0tps, the minimum

time taken was recorded to be 0.91s, averaging at 7.36s, and the maximum delay was recorded

to be 10.19s. For the third -round test, 10000 open transactions are performed at the send rate

of 393.1tps, the minimum time taken was recorded to be 1.53s, averaging at 12.43s, and the

maximum delay was recorded to be 16.67s. For the fourth-round test, 10000 open transactions

are performed at the send rate of 480.7ps, the minimum time taken was recorded to be 0.93s,

averaging at 11.67s, and the maximum delay was recorded to be 16.93s.
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For the fifth-round test, 5000 query transactions are performed in the send rate of 740.0tps,
the minimum time taken was recorded to be 0.14s, averaging at 2.66s, and the maximum delay
was recorded to be 5.65s. For the sixth-round test, 5000 query transactions are performed at the
send rate of 826.7tps, the minimum time taken was recorded to be 0.03s, averaging at 2.32s,
and the maximum delay was recorded to be 5.83s. For the seventh -round test, 10000 query
transactions are performed at the send rate of 859.1tps, the minimum time taken was recorded
to be 0.04s, averaging at 2.68s, and the maximum delay was recorded to be 8.14s. For the
eighth-round test, 10000 query transactions are performed at the send rate of 955.7tps, the min-
imum time taken was recorded to be 0.06s, averaging at 3.86s, and the maximum delay was

recorded to be 10.70s.

Table 7-3: Performance Analysis Summary on Clients (Client = 10)

Name | Succ Fail Send Rate Max Min Ave Throughput
Latency | Latency | Latency
open | 5000 0 302.2 tps 7.32s 0.29 s 4.61s 250.7 tps
open | 5000 0 494.0 tps 10.19 s 091s 7.36s 289.6 tps
open | 10000 0 393.1 tps 16.67 s 1.53s 1243 s | 278.0 tps
open | 10000 0 480.7 tps 1693 s 0.93s 11.67s | 321.0 tps
query | 5000 0 740.0 tps 5.65s 0.14 s 2.66s 588.6 tps
query | 5000 0 826.7 tps 5.83s 0.03s 2.32s 695.0 tps
query | 10000 0 859.1 tps 8.14 s 0.04 s 2.68s 752.4 tps
query | 10000 0 955.7 tps 10.70 s 0.06 s 3.86s 766.5 tps

Table 7-4 describes the resource utilization test results in various performance indexes.
This table presents the maximum, average memory, and central processing unit (CPU) utiliza-
tion rate by the blockchain network when the number of clients is 10. Each entity of the block-
chain network runs in the Docker environment, and the utilization of memory and CPU are
shown in the table. For the local-client, the maximum memory allocation taken in the ten iter-
ations was recorded to be 140.4 MB, averaging at 139.6 MB, and the maximum CPU utility

was recorded to be 19.12%, averaging at 14.54%. For each peer, the average maximum memory
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allocation taken in the ten iterations was recorded to be 192.25 MB, averaging at 189.5 MB.

For the orderer node, the average maximum memory allocation taken in the ten iterations was

recorded to be 26.0 MB, averaging at 24.5 MB. For the CA node, the average maximum

memory allocation taken in the ten iterations was recorded to be 10.2 MB, averaging at 10.2

MB, and the CPU utilization was recorded to be 0%.

Table 7-4: Network Consumption of Hardware (clients = 10).

Traffic | Traffic | Disc Disc
TYPE NAME Memory[max) | Memory(avg) | CPU(max) | CPU(avg) n out Read Write
Process | node local-client.js{(avg) 140.4MB 135.6MB 19.12% 14.54% -
dev-
Docker peerQ.orgl.example.co..ng- | 7.2MB 7.2MB 0.96% 0.12% 546B oe oe oe
v0
dev-
Docker peerl.orgl.example.co..ng- | 6.7MB 6.7MB 0.00% 0.00% 546B [1]=1 oe 0B
w0
dev-
Docker peerQ.orgl.example.co...nk- | 6.6MB 6.6MB 0.00% 0.00% 576B 233B oe 0B
w0
dev-
Docker peerl.orgl.example.co..nk- | 7.0MB 7.0MB 41.03% 5.13% 7798 233B 0B oB
w0
dev-
Docker peerl.orgl.example.co...le- 7.7MB 7.6MB 708.76% 488.92% 20MB | 1L6MB | OB oB
w0
dev-
Docker peerQ.orgl.example.co...le- 8.0MB 7.9MB 729.45% 500.36% 21MB | 1.6MB | OB 0B
w0
Docker accelerator 51.1IMB 50.9MB 1889.60% | 1395.48% | 4.1MB | 6.6MB | 0B 0B
Docker peerl.orgl.example.com 170.6MB 167.6MB 1576.74% 1388.52% | 5.7MB | 3.1MB | OB 13.8MB
Docker peer.orgl.example.com 213.9MB 211.4MB 1575.67% 1356.21% | 5.8MB | 3.2MB | OB 13.8MB
Docker ca.orgl.example.com 10.2MB 10.2MB 0.00% 0.00% 546B [1]=1 oe 0B
Docker orderer.example.com 26.0MB 24.5MB 538.74% 397.78% 35MB | 7.IMB | OB 8.5MB
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Chapter8 Conclusion

This paper proposes a multi-chain architecture, with a public chain as the main-chain and
a private chain as the sub-chain. We demonstrate the disadvantages of the existing single-chain
network (low performance and poor scalability) and elaborate on the advantages of a multi-
chain architecture model. To improve network performance, each single-chain is implemented
as a local service that fills the business requirements. These single chains are combines together

to form a multi-chain network in parallel.

This paper applies multi-chain architecture technology to the tourism industry. The public
chain is implemented on WindingTree, and the private chain is built on Hyperledger Fabric.
The WindingTree network is responsible for adding, deleting, modifying, and reading opera-
tions in the business system, and providing corresponding functions for different business roles.
The Hyperledger Fabric network is responsible for recording transaction information and sign-
ing contracts in the transaction system. The data is encrypted transmitted through the routing
management application between different chains. A series of experiments are conducted and
the results indicate the applicability and feasibility of the multi-chain architecture. To east the
development, this paper does not apply the use of token in the transaction. Due to the different
development directions of different blockchain networks, there is a demand for a unified token

to construct the blockchain ecosystem in the future.
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