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ABSTRACT

Nowadays, a lot of researches and development of technologies have been
done to implement practical smart home systems. Also, with the spread of
smart phones and tablet PCs, products utilizing those devices have been
applied in our real life in various way.

An access control system using mobile devices is considered as one of the
main components for smart home implementation. The smart door lock system
consists of the door system that collects user information and controls door
locking and unlocking of the door and the Access Authentication Management
Server(AAM Server) that authenticates users and records access information.
It 1s performed using LoRa network to communicate between the door system
and AAM Server.

The Door system uses BLE Beacon and Bluetooth module to collect user
information, and Arduino, an open source hardware is used to control locking
and unlocking of the door and LoRa modules. The Smart Door Lock system is
designed to enable wireless communication even if it is not an Ethernet
service area using the LoRa module. Authentication for access is performed by
comparing the DB data and the received user’s information in the server.
Therefore, the user can access the door lock simply by accessing the door
with the smart phone, if the user is registered in the server. In addition, the
facility can be more effectively managed as the administrator manages visitors

through the server.
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1) LoRa
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Table 1 Comparison of short range wireless technologies

Type BLE Beacon QR code NFC
Scope Max 50m Code scan 20cm ©] 3}
Tagging Contactless Code scan Contact
Base Bluetooth 4.0 Barcode RFID
Power 2 years coin battery - -
Creates a signal with Need to direct QR NFC tag requires
Feature a specific ID value code directly to contact via smartphone
around the perimeter smartphone or recognition device

Table 12 BLE Beacon¥ H|2 ¥+ <AE &4 7]+2 QR code, NFC2} H]
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Table 2 Comparison of Smart door lock system

Paper 2.1 2.2 2.3 2.4
Usage Arduino Raspberry Pi Arduino Arduino .
. . . . Arduino
platform Android Android Android Android
Tagging Contactless | Contactless | Contactless Contact Contact
Control Automatic Manual Automatic Manual Manual
Human
body detect
Keypad
Method of Sensor,
. BLE Beacon ) BLE Beacon NFC Face
recognition Ultrasonic o
recognition
sensor
Camera
Method of R
. — Wi-Fi —
communi— LoRa Wi-Fi NFC Wi-Fi
) LTE
cations
No router
) Needs router Needs router
Feature required Needs router ) Needs NFC )
Ch Expensive Keypad input
eap
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1) ®olg HolX AdA

Table 3= ACCESS_RECORDS DB Ho|&=Z4 =427 ZYstas o =
#zke] o] F(NAME), =493 Zoj9] °]F(DOOR_NAME), &9 AI7HTIME)S
2 FAEe Jdon, 77t HeolEE EUAAE ATE 7] fdE e volE 9}
Hazh ¢ks el $o DB HolEHE ZH7t 7hA eF A st

Table 3 Access record DB table

Column Data type Null Description
NAME VARCHAR2(20) | NO =97 ol&
DOOR_NAME VARCHARZ2(20) | NO o] o] F ()
TIME DATE NO =9 A

Table 4= DOOR_BEACON DB Hlo]E=24 Rwojgte] HAEo] e i oF
(DOOR_NAME), %ojgt &5 X gAso] 9= BLE Beacon® Mac
Address(MAC_ADDRESS), 181l =olgh& &5 o AW s53& o A
ZHREGISTRATION_TIME)°] 9ltt. MAC_ADDRESS+ ~wWtE S
2atEE oA E9o] Thed EolQAE ddetH, Yol e =old Af

Hel A AW E FEE AEsHA Hrh

Table 4 Door registration DB table

Column Data type Null Description
DOOR_NAME VARCHARZ2(20) | NO Lol o] F ()
MAC_ADDRESS VARCHARZ2(20) | NO Tojgt v WELs
REGISTRATION_TIME | DATE NO 5 AIRE

Table 5% USER_BEACON DB Ho|E&24 Foj& HZ& 7HAx1 Zojgts )
A o AEHE ARES 7ML Y FulE vE2e AHSee 294
(NAME)#% o1& H]&° Mac Address(MAC_ADDRESS) 183 fdj8 H| o]
59 AZHREGISTRATION_TIME)S.2 44 Ho vt Fl§ WIS AHgshs
7% MAC_ADDRESS®] & 7HA 1L ARgALE ddgie)
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Table 5 Portable Beacon Registration DB Table

Column Data type Null Description

NAME VARCHAR2(20) | NO ZUA olF
MAC_ADDRESS VARCHARZ2(20) | NO Froig Al A
REGISTRATION_TIME | DATE NO 5 AIZE

Table 6 USER_SMART DB H¢|EEZH AWEES 7HA]1 Eojgs 7

==
=)
i)

o ALEEE AEE 7L Qv E9A olF(NAME)# ~ntEE o] 53k
5E2W S (REGISTRAION_NUM), Z1#]1 &4 AnfEE ARE 523 A7
(REGISTRATION_TIME) 2.2 /o] 2t} REGISTRATION_NUM 2=ntEE
doll sE5H+= M DBl A= HEel st 559 SYAE ddet=t A

SH =S AA

Table 6 Smartphone user registration DB table

Column Data type Null Description

NAME VARCHARZ2(20) | NO =94 ol
REGISTRATION_NUM | VARCHAR2(10) | NO AUEE 5 M
REGISTRATION_TIME | DATE NO 5 AR
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4, Tojg AW A" A

oM Ao|Mt molgr Au Azl e thelolauRe AW 474
MA Aedeh Aw A29ol 7 Fejnel tholo] 1y /| RHOE Fi
3} o] A H e 9

g. 8

MainServlet Ed2~+= A2 HI5E 532 Holso & 5749 ActionGroup

Z 222l BeaconUserActionGroup, UserDataActionGroup, DoorBeaconActionGroup,
AccessUserActionGroup, LoRaActionGroupl. & ZAAZS AAste] W&HS uteln
B2 Adsitt Addd ven g wal ActionGroupol A A&z Action e~

ol ListAction, RegiAction, DeleteAction, LoRaAction®. & ¥

FHo] AdyEs
AA ] k. Z+zbe]l Action F#~E UserDAO FH2=2 5

= FalA HelEu o
22 Feta doleE shEdth ofF WHd uEt ~nteE Tojgtow A
o]

atS 3Ystt} o] & HoA Z+Zte] ActionGroup F#l 29 7]5S ALt

MainServlet » ActionGroup
v
Action Action Action
A 4
UserDAO

Fig. 8 A core class diagram of the system
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D FAd& v AH8A #E F¥Y 2 tho]o] 13 (BeaconUserActionGroup)

Fig. 92 FU& v&S A&sle 949 #H % BeaconUserActionGroup
Sefl=9] delojgio]l i, Fig. 102 =2 tholojaflelt)y, wojsh A8 Azt
7 #ar Galo|A A Faetaat sk vlE A9 sk, MainServietS 58,
MainServlet2 A& w|irol 3]33l= Action 32} EE BeaconUserActionGroup
o] AR EtvlgHE HuUtl. BeaconUserActionGroup =A==
MainServletol] A @ o] dhefu| gl o] ddal= Action ;=5 FasHA Ak

Action F#= 72 A5 o] Atk ListAction #2204 beaconUserListPage

«<<lava Class=»
(5 MainServlet

(I -
@ MainServiet() ==lava Clasg»»

doGet(HitpServistReguest HttpServistResponse)void 0.1 (® BeaconUserActionGroup

= doPostiHtipServietRequest HitpServietResp Jvoid ——> ¢ =
_puag| ¥ BeacenUserActionGroup(HttpServietRequest HitpServietResponse String)

o process(HitpServietRequest HitpServietResp Yvoid

< beaconUseraction(kvoid

@ run(}void

» judge(HtipServietRequest HitpServietResp Yovoid
.ssetTrFaI(buulean::-:vcid -da 0.1
sla 0.
=<Java Class»>
<<lava Classs» (3 DeleteAction
(@ ListAction =
& DeleteAction HitpServistRequest HitpServietResponse)
_cList;'acﬁcmHtlpSer‘ letRequest HitpServietR il & deleteDo():void
> beaconUserListPage():void beaconUserDeletePage()void
< userDatalistPage(}:veid . userDataDeletePage( ) void
deorBeaconListPage() veid G £ doorBeaconDeletePage()void
-ra |0..
<=lava Clags=>
(3 RegiAction
FRegiaction(HttpServietReguest HitpSenviath )

«» ugerDataRegil}:void

<+ beaconUserReqi():void

< doorBeaconReqil)void
beaconUserRegiPage()void
userDataRegiPage():void

< doorBeaconReqiPage():void

—ueraulU.J

-usrDa <<lava Class==

N (G UserDAD .,

-Usran
¥

&Fuserdaog)

@ user_phone_judge(String, String, String):boolean

@ user_beacon_judge(String):boolean

@ access_records(jArraylisteUsers

@ list_save(String, String): void

@ arduino_user_data_open(kArrayList=String=

& adminLoginJudoe(String, String}:boolean

@ doorBeaconDBRegi(String, String jivoid

@ deleteDODB(String, String):void

@ userDataDBRegi(String, String ). void

& beaconUserDBRegi(String, String }:void

@ userDataRegiDBList(ArrayList<UserList=

@ RegiNumDBLIst():ArrayList<RegiNumList=

@ beacenUzerDBList(}.ArrayList=BeaconUserRegiList>
& DoorBeacenRegilist(} ArrayList<DoorBeacenRegilist=
@ accessRecords():ArrayList=Ussrs

Fig. 9 BeaconUserActionGroup class
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s ey #YAE TFH e FUHE HE E=dAE FUs)
gk MA=2 UserDAO EFd2E 3 DBE F<+ste] USER_BEACON
Hol&ol AHE x3|ste] §) #HolAo] HeFA Hr} RegiAction & #2=olA
+ beaconUserRegiPage 35 =z &3ste] A8 o]&. FUE H£°] Mac
addressE 48 4 A= PH oA E w931, beaconUserRegi IS &3
of A EUdAE TF= = deA dHolAE Fal dH

H
o2y FYE HE AE, 529 A7HE UserDAO F 922 £3 DBo 5=

¢

A3 Aol E =9+ beaconUserDeletePage $Hr-S 3&3t1, 53H AL&A
= 24 Al DeleteDo 5 =31 UserDAO Z 2% DBl H:shal dld

= "1

Fo] ARE A

mainSerylet beaconUserActionsroup istAclion deleteA clion regiaction userDAD
(& MainServiet | | (3 BeaconUserActionGroup | [{3 ListAction | | (3 DeleteAction | | (3 RegiAction || (3 UserDAQ
corn.bro.door corm.bro.door com. bro.door corm.bro.door carn.bro.doar com. bro.door.model

!
beaconlserA.chion()-v oid

beaconUserlistPage()-void H i
beaconUs: erDEILiﬁf(}.ArrayLis[-\:BeaconUs erRegil ist> :

r

beacanls erDe!sieFlags(_} void

beaconUs erDBLIst):ArrayList<B eEcIanés erRegilist>

-

I

deleteDo)-void

«deleteDODB( String, String)-v oid

beaconUserRegiPage() ';roid

-

¥

beaconUserRegi)-void

beaconls erDEIRégi(Striﬂ;.Sfriﬂg} wvoid

Fig. 10 BeaconUserActionGroup sequence diagram
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2) 2nEE ALE2 #E FIP 2 to]o] 2 (UserDataActionGroup)

Fig. 11¥ 2AnfEEZ 922 #gsl7] 93 UserDataActionGroup = 29
tholo 1jiol i, Fig. 12+ Al@ 2 thejojagiolnh. ojet Au gyt #e) 4t
Qo] Ao A Fehstarat ob= vl E AdEed, FoiE HE de FHe F
2 3HA MainServletS %3}, Action 32}V E|E UserDataActionGroup =3
282 BUFA HArh vt A 2 UserDataActionGroup =2 2~oll A Ihehn] g o
W& Action FHAE TE3

Action ¥l F ListAction Fd#2olA+ userDatalistPage 3HrE =35

=<<Java Class>>

(5 MainServiet

& MainServiet() e faua Clisass

< doGet(HitpServietReguest HitpServietResp Yvoid _udag (3 UserDataActionGroup
doPost(HitpServietR: it HitpServietResp Jvoid
process(HitpServietRequest HitpServietResponselveid

A -JCUSEFDEtﬂ*:\C“UFIGI'DUPI_HﬂDSEI" letRequest HitpServietResp JStringy

<> userDataAction():void
\D..1

==Java Class=>

(3 Deleteiction

@ run(jvoid
< judge(HitpServietRequest HitpServietResponse)void
BsefTiFa I{booleanj:void

=<lava Class=>
(® ListAction

'.{‘I.‘.'eletEAc‘tiUnl’HﬂL‘SEr‘.' tRequest HitpServietR
» deleteDo():void

- beaconUserDeletePage jvoid

¢» userDataDeletePage():void

< doorBeaconDeletePane():void

< ListAction{HitpServietRequest HitpServietResponse)
<» beaconUserListPage():void

userDatalistPage(} void

doorBeaconlistPage() void

-ra (0.1

==Java Classs>
(3 RegiAction

.PRegiﬁdicn(Ht‘tpServletRequest.HﬂpEarvletResponse.‘
userDataRegil}:void

= beacenUserRegi()void

<+ doorBeaconRegil ) void

= beacenUserReoiPage() void
userDataRegiPage( ) void

» doorBeaconRegiPage():void

= erau\LU.j
D,
| <<Java Class=> /é e
) @UserDAO 0.1

& UserDAD()
@ user_phone_judae(String, String, String):boolean
@ user_beacon_judge(String}:boolean

& access_records(yArraylist=User=

@ list_save(String, String):void

@ arduino_user_data_open(jArrayList=String=
@ adminLoginJudge(String, String):boolean

@ doorBeaconDBRegi{String, String):void

@ deleteDODB(String, String):void

@ userDatalDBReqgi(String, String}. void

@ beaconUserDBRegi(String, String}:void

& userDataRegiDBList{} ArraylList=Userlist=

@ RegiNumDBList(}: ArrayList=RegiMumList>

@ beaconlserDBL

ArrayList<BeaconlserRegiLists

@ DoorBeaconRegiList{;ArrayList<DoorBeaconRegiList-

@ accessHecords()ArraylisteUsers

Fig. 11 UserDataActionGroup class
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UserDAO 22]5 23] DB= Hdld] ~nfeZon 2¢at Agxe] 4udl
9. geowm

RegiAction &3 2~ A+ UserDataRegiPage 35S s %3te] AnlEZ A&}

USER_DATA Hol&9 HHE z3|ste] oA

s
Ho

S H
o dE AHEA olEd 5% WME 5B AU

=
qAE o2 #E Action FH ¢} nlAVIAR S2H AuEE ALEAE AHA|
7] 93 o)A E 99+ userDataDeletePage 3H+E 3 E3kvl 24 dlo] g

& AAEE RS b2 #E Action FH 29k T Th

mainServiet userDatadctionGroup istAction deleteAclion regiclion userDAD
(®MainServiet | | (3 UserDataActionGroup | | (3 ListAction | | (3 DeleteAction | | (3 RegiAction || (3 UserDAQ

corn.bro.doar comn.bro_door com.bro.door corn.bro.door corn.bro.doaor com. bro.door. model
T T T

use.'DataActlor!(}'\rmi :

us erEhtaL'ts!F'age{).\rhcfd

userDataRegiDBLisH)-ArrayLisi<UserList=

o
d

|

userDataDeletePage():void

uzserDataRegDBLisH) :A:ra}r'—_isrd_,‘ierl_is =

o
ad

I

deteteDo{)vod

deleteDODB(String, String)void

gl

userDataRegiPag e(}:\rpid

us erDataRegil)-void :

us erDataDBReg String, String):void

Fig. 12 UserDataActionGroup sequence diagram
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3) Zo] H|E #F ZH 2 tholo] T (DoorBeaconActionGroup)

Fig. 13% xo] &F AA o AAd ko] vE&& #Hstr] S FH=<
DoorBeaconActionGroup &# 2~ tholojrdo] a1 Fig. 14+= A2 tho]o] 13 o]
oo AH B xpzE galo]l Aol A o Bl FE #e v E A"etd v Fo=st

1514 MainServletS <=3}, Action 32}7|EHZE DoorBeaconActionGroup
F~2 Bl 1832 Action 3R] E o] we} DoorBeaconActionGroup &

2o Al Action EH2AE TE3TH

Action Fd 2= Tl A ListAction 2~ doorBeaconListPage 45 3%

3t UserDAO ZFd~E 53] DBE H<3th DBolA S29 Xo] v E AH

<=lava Classs=

(5 Main Serviet

i

ifMamSer‘.‘lat[} =<lava Class=>

< doGet(HitpServietReguest HitpServistResponselveild | dbag (© DoorBeaconActionGroup
+ doPost{HitpServietRequest HitpServietRespanse) void =

«» processiHipServietReguest HitpServietResponse)void

0.1 *DocrBeaconActionGrou p(HitipServietRequest HitpServietResponse, String)
+ doorBeaconActian(}: void

@ runi)void
< judge(HitpServietRequest HitpServietResponse)void

FsefTrFaliboolean) vaid -da | 0.1
-a 0.

=<lava Class=>
(3 DeleteAction

«<Java Class==
(@ ListAction

< Deletasction( HttpServistRequest HitpServietResponse)
- deleteDo():void
<» beaconUserDeletePage():void

*Listactioni HitpServietRequest HitpServietResponse)
+ beaconUzerListPage(}void

DatalistPage()void
Seaduac b ilin & userDataDeletePage():void

» doorBeaconListPage() void
gell &+ doorBeaconDeletePage():void

-ra | 0.1

=<Java Classs>
(¥ RegiAction

& Regi&ction(HitpServietReguest HitpServietResponse)
void

¢ beaconUserReqi() void

<» doorBeaconRegi( ) void

o beacontlzerRegiPagel):void

<+ userDataRegiPage():void

<» doorBeaconRegiPage():void

< userDataRegi

_usrDd —ueran\l{U.J
-ugrbao
0.1 ==)ava Class=> /g
(2 UserDAD 0.1

aFUserDan()

@ user_phone_judge(String, String, String}:boolean

@ user_beacon_judge(String):boolean

@ access_records(pArravlist=Users

@ list_save(String, String):void

@ arduino_user_data_open() ArrayList=String=

@ adminLoginludge(String, String): boolean

@ doorBeaconDBRegi{String String):void

@ deleteDODB(String, String):void

@ userDataDBReqi(String, String):void

@ beaconUserDBRegi(String String);void

@ userDataRegiDBList{ xArrayListz<UserList=

@ RegiNumDBList():ArrayList<RegiMumList=

@ beaconUserDBList(} Arraylist=BeaconUserRegilist=
@ DoorBeaconRegilist( pArrayList<DoorBeaconRegilists
@ accessRecords(;Arraylist<Users

Fig. 13 DoorBeaconActionGroup class
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¢l DOOR_BEACON Hlo]E¢] FHE x3|sto] f)#lo]A & ¥t} RegiAcotin

Z 2o A+ doorBeaconRegiPage & &3t AF&A7E Zo] v K
5 98 & F de= duEoAE gid, 5 Aol doorBeaconRegi ¥7F &

=5 o] UserDAO 25 3], d8% =of o]5F3 o] v Mac address

85l F5E AIFS DBl &%l DeleteAction S 2olA = thE #y 2

gl sk Bt

ol

mainServiet doorBeaconAclionGroup fistA clion deletes clion regihclion userDAa O
(®MainServiet | [ (3 DoorBeaconActionGroup | | (5 ListAction | | (3 DeleteAction | | (3 RegiAction || (3 UserDAD
com.bro.daor carn_bro.door com.bro.daor corn_bro_door carm.bro_daoar com.bro. door model

H

H

i
i

doorBeaconAction) .\r?‘ildl

doorBeaconListPag e(‘{\rmd

doorBeaconReglist{-ArrayList<DoorBeaconReglist=

o
e

I

doorBeaconDeletePag e(lj void

= H

doorBeaconRegiList])-ArrayList=DoorBeaconRegilList

-

"

deleteDo{):void

deleteDODB(String String) void

doorBeaconRegiPage()-void

doorBeaconReqi ) void

L S

doorBeaconDBRegi String, String)-void

!

Fig. 14 DoorBeaconActionGroup sequence diagram
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4) To] 2YdA FH 2 tho]o 2 (AccessUserActionGroup)

Fig. 152 AccessUserActionGroup &2 tholojzzdlo]a Fig. 162 AlH X~
tolojasiom A 2utEES o]&dte] Lojo] YT u TEH= ol
ZJA7E AntEES o]gsle] FQ5k= - MainServletoll 4] AccessUserActionGroup
S 2~E Action TP HE HujFt

AccessUserActionGroup & & 2ol A= Action I+ebr| g Fholl wgl AneEZ
o ;] AR&3l= Wl E T aEete] AccessAction EHlAE S E3HTE AccessAction
Z 2= A& doorBeacon & TEste] WA AT =9 7Hee EoidA
gelst7] $18) UserDAOE &3 DB® F<ste] DOOR_BEACON Hol &S *

b AvlEZe A ol dlolEel vadth HolE wa ¥ A ed =

2
ot

1 7%, USER_DATA HolE HolH AutEE 55 HMIE gste] =
! 7}s o HE AccessUserActionGroup S22 wslslA Huv) wksld ghol
w2} LoRaAction F#-~S %319, ThingPlug® =2t 79 HEE d53)

==Java Class=>= =«Java Class==
(& MainSenvlet (9 AccessUserActionGroup
& MainServiet() -auadl . accessliserActionGroup(HitpServistRequest HtpServistResp . String)
& doGet(HitpServistReguest HitpServietResp ywod [ o accessUserAction():void
+ doPost(HitpServietR t HitpServietResp Yvoid 0. —EE\LG..1
process(HitpServietReguest HitpServietResp 3 void
© run()void =<=Java Class>»
< judge(HitpServietR t HitpServietResp Jovoid ©AccessAction
SsefTrFalfboolean)vaid £ A ccessAction(HitpServietRequest HitpServietlesp )
7 doorBeacon():boclean
-loRa  p4 i listSearchi)void
- accessRecords()void
=<lava Class=»
(2 LoRaAction i \LD.A
£ oRaAction() <<lava Class=»

-.?LuRaAdiuanﬂpSen' tRequest HitpServistResp y (@ UserDAO

< userSend():void

& UserDAD()

@ loraDataludge(String, Stringjvoid

userBeacon (String)void @ user_phone_judge(String, String String):boclean
> i

IoraDataSend(String):void @ user_beacon_judoe(String):boclean

L= Aatas 12 14

< xmiFileGenerate(String): String @ access_records(pArraylist=Users

5 G )z

@ list, (String, String)void

@ parseXML{InputStream):Cocument bt o SR S

iorabstaSearehivoid @ arduinc_user_data_open(}ArrayList=Strings

195
& adminLoginJudge{String, String):boolean

< arduDataSave():void
@ doorBeaconDBRegi(String, String):void

@ deleteDODBIString, String}:void
@ userDatalBRegi(String, String j:void

@ beaconUserDBRegi(String, String):void

@ userDataRegiDBList():ArrayList=UserList=

@ RegiNumDBList(;ArrayList<RegiNumList=

@ beaconUserDBList( ) Arraylist<BeacenUserRegilists
@ DoorBeaconRegilist{}ArrayList=DoorBeaconRegilist>
@ acceseRecords():Arraylist<User-

Fig. 15 AccessUserActionGroup class
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ok oo AntEZOA

AccessActoin

dataXmlListjsp® #< XU xml Fe|2 dolgE &4 v} accessRecords
e TR gHlolA o E=9 71E WlwE ddd 4§ listSearch ¥

d&tA DB

olE] & x3|stal

9]

Y oA listSearch T+-=

=

3}o
=

T %3t} listSearch
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R

=

accessRecordPage.jsp® =¢ 715 AH7} &
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mainServiet accessiserActionGroup loRaA.ction accessAction userDAC
(3 MainServiet | | (2 AccessUserActionGroup | | (3 LoRaAction | [ (3 AccessAction || (3 UserDAO
com.bro.doar cam_bro.door com bro.door comi_bro.doar com. bro_door. miodal

= UserDAO

239 AEE

accessUserAction])void

doorBeacon()-boolean

us B:_pnur!B_,udg_e(St.'lﬂg.St.':ng  String):boolean

-
el

-
e

xmiFleGenerat B(S:ring.,‘u_ Siring

o
ol

loraData Send| String):v aid

accessRecordsi)void

e

access_records(rAmaylist=tUser=

I

istSearchi)-vaoid

-

access_records(Arraylist<User=

I

Fig. 16 AccessUserActionGroup sequence diagram
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5) LoRa ¥ tho]o] 13 (LoRaActionGroup)

Fig. 17+ LoRaActionGroup &3~ tholojz3 o)1 Fig. 182 A]H 2 tho]of
O o2 AM7E ol HAHo ¢l= LoRa 2E 3 E4lst7] 98] AR H
= ZFYolt}. LoRa EEY BA8E = 4-$ MainServleto]l 4 LoRaActionGroup
S22 Action e EE HUlET

LoRaActionGroup & & 2|4 LoRaAction F# 2= 7]

FFI
13
ku
g
=
Qo
e,
o
>

o

st719ist 2 7HA s E A 9Ekith. ThingPlugel dHolE7} E0jo s S
g213t7] 93l LoRaAction Z 2o A loRaDataSearch $5E ThreadE Al-&3}
of A2 dlolH Y oF5 &letal, A= vlo]H 7t S u loRaDataJudge
Zste] dlolH e fadS wefgttt. 181 loRaDataSend & =
AW A Eojgto g HolHE AEetA ¥+t o17]A xmlFileGenerate

S 3%3%)e] [oRa £418 34 F23k xml vlo]EE ALl loRaDataSend
B

stE s5 o g2 9AFA "ol o714 loRaDataSearch &H<F = 4H-E]

==)ava Class=»
(& MainServiet

OCI.'IalnEen.'Iet(]- =«Java Class»»

< doGet(HttpServietRequest HitpServietResponse ) void &g @ LoRaActionGroup

[ \__c LoRaActionGroupiHtpServietRequest HitpServietResponse String)
» managementaction(y:boolean

» doPost(HitpServietRegquest HitpServietResponse) void
«» process(HitpServietRequest HitpServletResponsejiveid

@ runijvoid - adminLogin{):boolean

< judge{HttpServietRequest HitpServietResponse)void

,S setTrFal{boolean) void

<<Java Class=>

(B userbAo JoRa | 0.1

®£U5&rDAD(} <<Java Clazs»>
@ user_phone_judge(String, String String):boclean @ LoRaAction
@ user_beacon_judge(String).boolean

@ access records()Arraylist=Users LoRa Action()

@ list_save(String,String);void Flo RaAction(HitpServietReguest HitpServietResponse)
@ arduino_user_data_open()ArrayList=String= < userSend(}void

© adminLoginludge(String, String}: boolean US0aC | g joraDataJudge(String, String):void
& doorBeaconDBRegi(String, String):void 0.1 & userBeaconiString)void

@ deleteDODB(String, String)ovoid + loraDataSend(String):void

@ userDataDBRegi(String, String):veid < xmiFileGenerate{String): String

@ beaconUserCBRegi(String, Stringjoveid @ parsexML{nputStream): Document
@ userDataRegiDBList().ArrayList<UserList= < loraDataSearchi}void

@ RegitumDBList( ) Arraylist=RegiMumList= + arduDataSave():void

@ beaconUserDBListiArrayList<BeaconUserRegiList>
@ DoorBeaconRegilist(j:ArrayList<DoorBeaconRegilist=
@ accessRecords(hArrayList=Users

Fig. 17 LoRaActionGroup class
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mainServiet loRaA chioniGroup foRas.clion userDA0
{=MainServiet | | (& LoRaActionGroup | | (3 LoRaAction || (3 UserDAO
com. bro.door com.bro.door com.bro.door com. bro.door. model

admink_ogin{ ). boolean
—
adminlLoginJudge( String, Siring)-boolean

I |

R

managementa clion])-boolean
—®

loraDatasS Ea.r-::h{‘.u.vui_d
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Fung v oid
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Fig. 18 LoRaActionGroup sequence diagram
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5. LoRa Al&=¥ &2 F+4

ol Hox = Zojg AMuoA AMEEE LoRa AlZ=®l F41 W2lo] ojs)A
A =ghth, WA LoRav= ThingPlugs A4 Hlo|HE Fa7] wfjiol| ThingPlug
APIZ AF&&A @), B A4 ThingPlug API Version 1.6°.% A &kalic),

ThingPlug API:= MQTT9 HTTP 7¥te & F 711 WAalS 7kxa 9l
&
o] MEA = HAA dEs s R HAx] ZREZth HTTPE ¢
Aol A FgloldES M 7F ARE Funks £ Qs ofZg Ao AF TR

EZolty ¥ AT 92 98 Bol AH&E = HTTP 7Iwte = A zhstAvH14].

MQTTE A 3 Edo] Ak yEYA 8404 "3V, A & A2 7]

N

Table 7 LoRa application resource API

No Resource API Explanation

Resource API for storing physical information of

1 <node> LoRa device

Resource API for storing logical information of

2 <remoteCSE> LoRa device

A repository Resource API that stores periodic

3 <container> i
container reports of LoRa devices

Resource API where actual periodic reporting

4 <contentInstance> | . ..
information is stored

5 <mgmtCmd> LoRa Device Control Resource API

Resource API where LoRa device control result is
6 <execInstance>

saved
7 < subscription> Resource API for setting change of LoRa device

information to be notified

Table 72 LoRa oZgA oA s falA AF¥ = Resource APIo|t}.
2 AFo| A= LoRa BEC] AAH &= ZozS Aofslr] 9138 <mgmtCmd>
Resource API®} LoRa REES T3 AFsd FH dolgE ety fs

I

<contentInstance> Resource APIE A}&3tth s #oA  <mgmtCmd><}t



1) <latest> - Retrieve

<latest> Resourcei= Virtual Resource® LoRa 2E9 F7|Huz A% 3t
oA 7Hg Falell AGE 3He SEF3= APtk API®] 47442 Table 83 #
t FHHow £4 F <con> £ F7] Bl tlo]E 7} Hexa string(41AH)
ez A=y Holq HAaH <et> £A9 dHolH BA A S LoRaZ
MES wl FolstAl ¥ =4 default #to 2 17280002 A3l#] dom 48A1 7+
o] gk},

Table 8 LoRa application resource API <latest>

Property .
Explanation Essential
Short Long
Content )
cnf ) Specify the type of data O
Information
con content Actual per.iodic reporting data 0
(Hexa string)
Expiration .
et ] Time to keep data 0]
Time
Content ) ) ) )
ct ) Time the period reporting data arrived O
Time
or Creator The identifier of the sender that stores 0
the data in that store
Content )
cs . Content Size O
Size

2) <mgmtCmd> - Resource Update (o] A 3)

<mgmtCmd> Resource Update= ™ A] ¥ Resource®l Update

i
tt
2

o 2M LoRa & Ao W#Ho7l LoRa Network A¥E %3] LoRa &

dE Ut} LoRa AJH| oA A3} Resource API= Table 90t}
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Table 9 LoRa application resource API Type <mgmtCmd>

Resource API Type Control Explanation

mgmtCmd-[LTID]_DevReset Device reset

Defined by customer server and device

mgmtCmd-[LTID]_extDevMgmt . i
manufacturer according to service

Resource API¥= DevReset¥} extDevMgmt F 74 EFlo]l <tk o 7] A4
extDevMgmtZ ©]-&3sto] AW o]A LoRa ZE=E Hlolg S ALeA =9, ot
& Table 10914 £35S A3ttt

Table 10 LoRa application attrubute resource API <mgmtCmd>

Property
Explanation Essential
Short Long
Command )
cmt Control type of device X
Type
Execute . .
exe Execution status of device control O
Enable
The resource identifier of the <node>
Execute resource including the physical device

ext information is input to identify the X

Target target device on which the device
control is executed.
Contains the arguments needed to
control the device (Hexa string)
Execute
Resource API Value
exra Request X
DevReset N/A
Argument
extDevMgmt Separate
ppt Property Additional property information X

5 54 TAA <exra>v FAE Ao sHr]HE] 23 ArgumentE XS
5ht}. Argument®] 7t Hexa stringo]™ &A= Aol slo]ofst ™, DevReseto]

B¢ mE Ao Jdavt glrh
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ol A3 Resource APIE= Az A4 AP E xml 39 FHE dE5
A A& s, o] v 3% 3" 5394 LoRaAction S#d~E AAS o
xmlFileGenerate 342 3%37 54 A%< 317 93 xml FU9 Az o

oJEI7t Q=S UGG,

H

9 4 JEE yulolxo] AR LTID® DEV_EUI, APP_EUI, ukey (LoRa
25 AEA d=7)E 9493te] ThingPlug® AE3sich 18311 <mgmtCmd>
Resource API < extDevMgmtS AFE3lH exra 4 HIZE F3) A3t
st diolHE Jgste] dEshd, Hexa string(AwA) FHZ AEsHA Bk

Falete AAFAAE xml FHE ASH7] WEod xmles AT F =S
loRaDataSearch 35 &3t Asflv& ZEEF wet 7|s& +3 & +
A== A5 loRaDataSearch ¥+ LoRa ZE°IA HAEH 7H 9
HolBE ¢l EolH, xml Fele] dlolEel A con &4 Bl2oA AFH AR
2 ¥< F den, HolE= dEd v AR Hexa string =2 olE<l

2lal et £ "2ol = dolE e A ARbE Blaste] ofn] ARE-H %

ny
N

G dlo]E X #AkslA "l o714 G418+ dlo]El+= Private Networkell #

el = dlolH =4 ThingPlugE 713 kRt HeolHE 3] & & Stk
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Fig. 19 External device of smart door lock system
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Fig. 20 Internal device of smart door lock system

_33_



Fo}. Fig. 21+ %9

pA

EL;

o

-1 =

2

HAl o
stdoltt. wQlstHAA HlwE =Y 7=

5

MEE 4S A

2) Toj& A& AUEE o EFAA

F o4 R w® oW T H =
— T
PR TOM sy
= F g H JE wR
=B oo B - & °
= KR 5
W U L
3 Il o WE i J=ooor do
) oMo o &3 <
: M oo " . N
g W 5 X Gy AT !
: T o= ks Y
® - T ) ,;M ! |
H g = W M CICAN-Y
3 o o ]
w - E —_ ﬂ dﬂ, ) il i
¢ 5 o By W -
E oz T o I o W
" . = o o E - =
o 5] = " nH T 1 D)
g m %0 ol ﬂﬂl Iy H ﬂM ﬂm
g ou®_w e X
2 o3 @ T o ow W oue A
© =o T ﬂL v o) 0 o
) o Njo o ~ M
= CUE=S S o WX
2 oo moX g
= ol ) o] W X _
R I T -
£ T X Bl
. q E
o % B oo o X
oy o — W H R
= e _I_I_ o™ oo e B o
oR . o gE b mr ol
— e _|_|_ ! oo N o= o o e
5 o i — W T R o e
=N E Crsow PR o n
- #xomox PR DN
% L N oeor g
© Q% v 2 W ew oy 8o
RO - @ TR oy
© B e 27 5 5 5 &M
R 4T oo s oM =2"

3}
H]
H
of
kil
o]

_34_



3) =g #A Holx +H

>

ntE mojgte At A #EE & ¢ AEF A HolAE JSPe}
HREX~EMNS o] 83t P33t} JSP(Java Server Pages)= HTMLWol| Java=
=5 Adste]l 4 ABolA Tz fuHlolAE BT = A= dojelth. Java EE
23 F AR s § ool Ao AT AL T &= o= PHP
7F QA% PHPSF vl g S JSP+= AdEE7E w2, ehg Aol fARG7F 4
o= Aol Sl
FEXLEf(Bootstrap) E/HAIAN AbEst= A4F dlolobx, W=, AHF

59 tYAIS CSSe JavaScript® THEo] 2 Aottt A yAfolyy sk

Y

Abolol A= §) YAplel Higoletal B Arm HUAQ WS 42 Zdd
HZoitt AZvk LELL] wEe o]E &Este] f7 veE § tAl=

Hgd & gk,
B osgA e gAY RS Bsta, Bus] A8 A AgEh
wolg wela Aol E A PEaA =W, Fig. 2248 2719 o] &9

A Ak A A4S FaAA EUA] AR 2IAHAL AAL BF 7

171 wiEol 54wkl ARt A A Avs A dh

off
off

Fig. 22 Login web page
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Fig. 24 Registration web page
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3. BLE Beacon Q14 & A% 2 A
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05, 10, 15, 20m= 47}49] Azelq ZAsdr). wolee] 24 A5: 747
1000514 %459,
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1 2 3 4 5
Recognition time (sec)
Fig. 27 Recognition time with single beacon
Table 11 Recognition time with single beacon
Time (s) 0.5m 1.0m 1.5m 2.0m
1 907 914 910 930
2 92 84 36 70
3 1 2 4 0
4 0 0 0 0
5 0 0 0 0
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Recognition time (sec)
Fig. 28 Recognition time with sparsely distributed beacons
Table 12 Recognition time with sparsely distributed beacons
Time (&) 0.5m 1.0m 1.5m 2.0m
1 347 799 877 908
2 113 124 103 75
3 21 51 17 14
4 11 14 2 1
5 8 12 1 2
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Fig. 29 Recognition time with densely distributed beacons
Table 13 Recognition time with densely distributed beacons
Time (%) 0.5m 1.0m 1.5m 2.0m
1 729 877 783 839
2 186 97 152 118
3 59 18 46 36
4 24 4 12 5
5 2 4 7 2

;

Fig. 28% Al o4 v 2ol st g ~Eola, Fig. 29 54 "l F90
AR v v el gk HaEolth thgeo] vl Fe g HAES A T
H] 2l ARt 14 Ajghe] gk xfol7b AArh At W dlolEle} MW
H] 2 dlolEl o] A9 & Aozt IR, ©d v dloJEel] H3j Q12 Al7ke]
@ Al dido] dojywkon, 2 T 5% Atold dlolE st oF 15 T 20% HEA
o7 & e A 9l v 2ol vld] the] v FEo] EAFOEN o]
z7F dAsa, 54 vEZS AdetEd o] 04 Azke] zpeolrt wAygtt). a)
Ak 1ozpolE oF 10% AEE Holil vk F7FAH o2 Fig 305 7 29 |

2 Aol wE A4 Azt Hyts aiER vEkd Aot Ayt dojxitta

[

rl
off

==

A



o
£
I

Ac)
H

K}
&
lo
=
r
ftlo
B\
o
ol
32
o
iy
AV
14
=
r

(
g

=== Single
i Distributed
1300 | ~ s == [Dense

1200 | — M\‘“"-m-

Recognitiontime tm
&
g
T

—
——pt

0.5m 1.0m 1.5m 2.0m
Distance (m)

Fig. 30 Average of recognition time per experiment

U Fig. 31= 7F AdolA Aol m& RSSIE 54% 29 HdS 1=
= uedl Zolth RSSIi= grol #Hotd= As A7|7F ekefj s Sk, B &
o A% A7I= oF 95 7 -10 A= e zheth 37hA A F e Wt RSSIf
gz ATt HoldaE RSSIO gho] zhobA
AdE et o] 23 = °F -65 7 -10 RSSI g

k=l
w
N
N
>
feiei)
b
[
=
M
b
s

o
PN
X
i)
g
12
(@)
14
[\]
()
8
1o
N

gl Y7 g s #ad F 9k
40

45

—e=Single
=== Distributed

Dense

RSSI| average
n
L
T

70 L . . . )
0.5m 1.0m 1.5m 2.0m
Distance (m)

Fig. 31 Average of RSSI per experiment

_41_



Tolgr &F AXo g Zof vFo] AAHIAS W T =o] HFe RSSI
#hol -657-10¢] #s 7Hd W &9 A5 ¥ AWME Eof v Mac address$}
~utEE FES ARE #Zo] AFgt of7]A RSSI @t AFEA7E & el

ojof &}7] wji-o]w 3404 BLE Beacon? ¢l1A&E A3
D2 FAlolt. ojufe] AFEAFS] Ag= oF 07 Im HEolH, MY

o

2

Z e Aee A9 BAAAT, FUlg WIS oS3 A AR HelHE

ot
ol
2

[o
2
>
Iz
=2
>
S
i
ofo
2
il
a2
L
r
O

!

o] H]&Z¥} User Data® AW DBell Sl dlo]El9} H]aLsle] Zojet

Aol Al ola) AF HEeAE A Aok o] F ARGl YA Ft

Z ¥ AuoME ThingPlugz =ojgte] 3 a4 H5e d5s)

3, ThingPlug® A9 ¥HL LoRa RES E38to] Wao] aEn, wojete
1

npolA HAEZS] obFolmE Fall AT A ol FoXT AREAF HolE =

-0,
2
o5
>
>
o

a2
i
hinss
ro

e

o] O
= 5

A DB &9 /1502 A% Hn AFE Y /5 AEE 9
o7 g

_42_



& Smart Phone APF Start

m fuduing Power ON

B o

$ AFP

ADgor | =
| Senver en <

® Lok Baacon Scan

System

o em 8O

Beacon RSS! .

'-'i_i_ Accepieble range -
S determination
L

e

YEE l

Transfer Beacom and User
Dala fo Dnor Sarver

|

-~ DoarSerees DB and

g EBeacan Data -~

S,
~._ ludgment _—
L

=

Approval -
command fransmission
(Sarver -= ThingPlug) Refusal

3

A
Save Access record
data to OB

!

.
Sand commands according
to LoRia Maodule informatian

¥

| |
Receive command data
from LoRa Madule

¥

Daor-Lack unfacking |

ot .

A SmartPhane APP Enc._
= *"__m Arduina Power OFF -

i

LY

. L

YE& ) w,_E_.a‘

End

Fig. 32 Flowchart for door-lock system

_43_



A5 AE

A fufo] AbEaEel A S Fdsta QlFElr] 9%k FuoEs
Bluetooth 4.0 7]%< 7}4 BLE Beacons &-&3lo] Fol§& v ZS /sl 1,

L
483t o]fr+= Bluetooth 40MAFH A= &¥E HASE sk BLE 7|so] 4

g5l AdHem et Aol Jhesith E ARG AL o] Fxbel Ut

AL AEar)o] 4F HAs s 1o}l BLE Beacong A3}tk BLE
Beacons #&302M A&7 AH Zojd HF v 5 @S 54A
ol wojgte] He AL #wd & F k. A FrpH oz spEs|erdd
Mo To] Alzdle gk Axde 32 Ao strbi= Ao, dlolEuo] 2~

_44_



Y
R
M
r (

[1] https://lockitron.com

[2] http://livehome.me/230

[3] http://august.com

[4] Juha Petajajarvi, Konstantin Mikhaylov, Antti Roivainen, Tuomo
Hanninen(2015), "On the Coverage of LPWANs: Range Evaluation and
Channel Attenuation Model for Lora technology,” 14th ITST, pp.55-59

[5] Mohamed Aref, Axel Sikora (2014), "Free Space Range Measurements
with Semtech LoRa Technology,” 2nd IEEE International Symposium on
Wireless Systems within the Conferences on Intelligent Data Acquisition
and Advanced Computing Systems, pp. 19-23.

[6] = ¢ 320 “Au - 9] &3tollA Aol w& LoRa(Long Range) 4% &
A7 QR eS| =], 2017, Ad4 ATS, 733-741

[7] https://netmanias.com/ko/?m=view&id=blog&no=12512

[8] "SK IoT-LoRa_Biz&Tech_conference”, 2016

9] I HZH 2 EA~ =dos &8 [oT "o} 37| Al=d 7 A
AL, Sty AR SNt 75 E e gk, 2016

[10] o] 8¢, FAF, AR, AvtE Z=ol& A 2dS A3 IoT 7Rk A3

e 9 A7 Aol oA eAL"EE] =4, 2015, A25d A6Z,

[11] A uat, aghal, =89, AFEQJE NS ol &e tAd ot DDITY A4
2 o7d daxARIAEs HFye AA =gy 2015 #2149 A3E,
215-222

[12] F352, A%,
7| A7 g s FFASEU S =R,

[13] AT, 0z LA, stefE, 37, Sk

A A= "HAE =olF Alo] AxEl Ar)Arets] =4 2013, A17d



A43., 499-504
[14] ThingPlug_API_Document_v1_61.pdf
[15] 438 2=

a
go AulEAE el A4

_46_

3}
5)

2 7IRke] Al EFy ARQlel o &t

_OH

AT ¢ opFoli



	제 1 장 서론 
	1. 연구 배경 및 필요성 
	2. 연구 내용과 방법 

	제 2 장 관련 연구 기술 및 동향 
	1. 연구 적용 기술 
	2. 기존 스마트 도어락 시스템 연구 
	3. 기존 스마트 도어락 시스템 비교 

	제 3 장 스마트 도어락 시스템 설계 
	1. 전체 시스템 구성 설계 
	2. 도어락 시스템 설계 
	3. 도어락 서버 시스템 데이터베이스 설계 
	4. 도어락 서버 시스템 설계 
	5. LoRa 시스템 동작 구성 

	제 4 장 스마트 도어락 시스템 구현 및 실험 
	1. 스마트 도어락 시스템 구현 
	2. BLE Beacon 인식률 실험 및 결과 
	3. 전체 도어락 시스템 플로우차트 

	제 5 장 결과 
	결론 
	참고문헌 


<startpage>10
제 1 장 서론  1
 1. 연구 배경 및 필요성  1
 2. 연구 내용과 방법  2
제 2 장 관련 연구 기술 및 동향  4
 1. 연구 적용 기술  4
 2. 기존 스마트 도어락 시스템 연구  7
 3. 기존 스마트 도어락 시스템 비교  9
제 3 장 스마트 도어락 시스템 설계  11
 1. 전체 시스템 구성 설계  11
 2. 도어락 시스템 설계  13
 3. 도어락 서버 시스템 데이터베이스 설계  14
 4. 도어락 서버 시스템 설계  17
 5. LoRa 시스템 동작 구성  28
제 4 장 스마트 도어락 시스템 구현 및 실험  32
 1. 스마트 도어락 시스템 구현  32
 2. BLE Beacon 인식률 실험 및 결과  38
 3. 전체 도어락 시스템 플로우차트  42
제 5 장 결과  44
결론  44
참고문헌  45
</body>

