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Abstract

A Method of Data Refinement between [oT

Nodes based on CoAP

WANG JIAN
Department of Computer Engineering
Graduate School

Jeju National University

Recently, it is high use of the portable smart terminal. With the
development of IoT, M2M Network System has been extended to the city
and national scale. So, protocol for communication to connect with various
sensors is required. IETF CoAP protocol supports communication between
sensor actuator nodes in a constrained environment, such as small amount of
memory, and low power. This paper studies Internet between smart-phone
and IoT node based on CoAP, the design and implementation of the
middleware with smart phone. Smart phone middleware with CoAPClient
has the function to eliminate repeated data and  outlier data with service
repository

Key Words: M2M, IoT, Middleware, Repetition Data, Outlier Data, CoAP
Protocol, Refinement.
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4] Unit001, Unit002, Unit003, Unit0047} ¥ 3t xo] it} IoTx==9] A A +=
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S

= dultl= g5 220l Libcoaps IoTx=E 79 tidlo]x~¢t CoAP Servergs
AZdsl7] 913 elolHelglolt}. Libmraats Aul 23 HE 9 dolH S wield s}
i ZEge, ddes 3 7g ZPEe] 108 dAdss deolE ol
CoAPServer = CoAP Message Sender, CoAP Message Receiver= -/d3%tt}.
CoAP Message Receiver= CoAPClient oA HU-& WA x] FA& ondic
CoAP Message Senderi= CoAPClient & tlo]E] HEalhs AL oJu] i}

to

2utE Eo X 3Egk nE9 o] CoAPClient, Repetition Data Process, Outlier
DataProcess, UlZ 43ttt CoAPClient += CoAPServerg <A3= g,
CoAPServer oAl HlolE & 218t 93, CoAPServer oAl HIAIA & &3t
A& A|Fgkrl. Repetition Data Process= Al HIoJHE HA HolHZ i
CE]I

= oY, fua B5e uasks 9%, U3 256 EAshA sk

[
ol
rir
12
e
=5
N
)
2
)

3+-S A F3srl. Outlier DataProcess & Zw=HAE 7
FAI% HolHE HluslE 9SS AFsith Ul = AFeAF A, AexR 52
IoT Node 9] tjulo]~E AufEZ njE9ojd 7}, tnlol A& AEsle ¢

Afo] 2 Sl HolE 3 B Aojets e Aw g
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3. IoT == MH

3.1. IP ¥ Endpoint Unit ID ul3 o}7]€ X

MNetwork IP

T
1
]
]
L

W e o g

L ] *
| MNode IP 1 | | Node IP 2 I I Node IP 3 |
I I I I L§ i
1 ] ] I Ll
| 1 | I L] [
| 1 1 1 L] I
1 1 i I L] "
| i 1 I L] [
| 1 | I i r
- - - - i -
Mode Mode Maode Mode Mode Mode
1D 1 o 2 = D1 o3 1D 2

% 7. 1P % Endpoint Unit ID ©lj33 o}7] €l

% 72 IP % Endpoint Unit ID w§38 Fx=o]th A|<t¥ Endpointd =] ID
1}
A

Al

A

QoA dhtstE IP = 2 ID wjFES Ao MEYA P Y 2 IP

rr

Favnzte wE B Zod wse) degae] gt ALEt %
el wEs) tae A9e A & dee Ay o5 A5 77he
PN
T

Ak BEA AU AT 4

rr
=

¢

i

2= A BUnit ID g3 8 == s 58 sl o) Abe] Unit IDE 7HE
ATt

ali
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% 8. IP ¥ Endpoint Unit ID w33 o
gto]o] Z29] Copper(Cu) CoAP A&} olo]dEo|tt, A8t AA A=
JAHUNS B3t s 283 = rhl7]. 1" 82 IP % Endpoint Unit ID i
3 ool of7]A == P4+ 113.198162.120 ot} o] IP F4E &3t =
LES T F Ak o7]dA E8 ==+ unit001, unit002, unit004,
unit004= 4 o Atk unit001l> 2% AlAe|th unit002+= Ikl LED,
unit003+= =ALED, unit004+: wH7FA LEDo]t},

3.2. Mraa API

Libmraat= dlEtele] 4o BE Ei shmgloje] BAE ¥ Wk o, )

Al g

3.2.1. Mraa API +%

_16_



C APl Moidules. C++ AFI Classes.
Gpios: Gpio class:
[2e: 12¢ class:
Al Alo class.
T Pwm classe
spii Spi class.
uarts Uart class-
COMmEn. comman.

¥ 2. Mraa API +%

5

2+ Mraa APl +x% 0|t} Mraa APIi= Gpio R, i2cEE, Aio BE&, pwm
RE, spi &, vart =&, common®=ES ¥ &3ttt Mraa APl & Galileo Gen 1
- Rev D, Galileo Gen 2 - Rev H, Intel Edison, Intel(R) NUC DE3815 &2 Al
ge A g

3.2.2. Gpio =

Mraa_gpic-ing_raw

Gpio + Mras_gpic_init

Kraa_gplo_owner

a9 9 AAE S 9% B4 55 a9

B =g A gpio FHl2aE o] 83to] CoAP AWt AlAE dZAg 1Y 9%
gpio AAE A7 g o] & @ ot} pin, owner, raw 37§ Iz}

W7} Atk Pin & A 3oy, owners AFAF WS AT

oZi
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3.3. =&

ol

= A4

Role of "CoAP server™ Role of “CoAP client™
+
loT
Local Sewer Node
GET coap://{server-uri} i
H p—
Jeann?ni={node-id} :
isNewNode J |
ved 205 Content %E
: {no node-version} |
I ]
: POST coap://{server-uri) !
' . feonn?ni={node-id) |
i Payload: |
I‘ {node-infarmation) :
| | i
Add node information i
- |
Fo=====——=- 2.01 Created-— -~ ~=~—~ e
n_l. ________________________________  fos -
il |
[r 1 _________ 2.05 Content SR <.
r {node-version} i
issameNode J :
I 1
s o
[fl“-‘l PUT coap://lserver-un} !
I Jeann?ni={node-id) !
I Payload: i
[—- {node-information) y
Change ngde infarmation .
- i
o 2.04 Changed-—--————~—~ >
I 1

—

a% 102 == 55 A2 tolo]ad] ojth WA JoT =24 "ni"s EF
g GET "AlA = IoT Local Serverel ¢i= “conn” #]Ahzo] AE3th =9 |
= IoT vE99 dolgulo]xoA loTe=9 ARE z3|a=t AFEHT =
IDel 9jate] ==A4dnrt 23 Hd loTv]Edole dld == WA g& Rkt

O

i

o
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th 2854 oW loTuSdolE of| ghe usdte] 9 ws=rt EAEHA
gt AL dEFo ol =27 SHHAAE Bow “ni” shebHE e}
payloadE ¥3gg “POST" 84S IoT wESole] dFer) sld w9 ARz
2 AR7F 23HAT & HHdd A9 PUT 84S IoT vEd o d&3to

€ ARE FARG wE Aus o] e 9ol ¥ 5HS FRG

o,

O:

3.4. == Aol A4

Role of “CoAP client™ Fole of “CoAP server™

T

Uzer Local Server Mode

T |
|

i
R Etriveé,r:
~Return node list- <

o

|

I

I

I

Select i
I I

)
i

Fetnoges dit GET coap:/f{node-ur}

Junits

2.05 Cantent
{"id":"{node-id}",
un1t5 |

L
P
I
i
I
L:: { id™ {unit-idl}",__
I
i
i
i

data :“{datal}"},
{ id™ {un.it--idE}".
n:lata “{data}"}
1}

T

i

i

i

i

)

i

|

|

i

i

i

1

|

i
"}

1

|

|

|

|

i

|

i

i

i
i
|
:"?:.'- Return data :
I I

a9 11 loT==o] AAIZE A dolE 5 Al

a9 112 IoTx=9 AAZE A4 dely 3 AlH otk A&+ IoT local
serverg T8l mEe] 55 £ITE HEAM 54" =28 A9t loT
Local Serverd] x==9] A3 dolHE F3¥3:= 2SS #Edr) IoT Local

Serveri= == CoAP 835 dto] =7t 3% AARE Aoy E whet
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of ThA AgRel Al A% E.

4. CoAP7|Hie| AOIE EM IoT=E Zt S4I5I7| @8t A0E Z2| D&Y

A

CoAP7InEe] 2AwkE E3L [oT B b F4l1S dt7] 9ste] AvpE Eo &4
olZ CoAPClient A7, deolg AHEA, UEAES +AIH & & 182

CoAPServerg d7Astal 242 dloly A& AA st 342 UIE A7 g

4.1. CoAPServer A7

ColPSerer ‘ Datagramiocket dbesractCoaphiezage DBEOperation ColfResponse

T T T !

|
rear |
I

sartiaroer]) :|

I Eecaia|)
|
schdlasponsal]
i parsaMansaged)

|
1 PEUSCNOh e
|
|

|
|
|
|
|
|
|
|
|
i
L]
|
|

sarinlce(]

e

O

719 12. CoAPServer 52t Al tholo]1¥)

o] 1HX 273 o= CoAP AH|¢} Z¢te|ldES AWsta Utk 23l URI
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il

JsonS o] 2 7}A

Tokengk<

Z%3)%ty, 18]a thA] CoAP

gtste] CoAP 873 &

HolHEY S FdAS
E 33t} %A Jsond ol Bl &

- 11

AEZ AFIrH18]

4.2. "Hiel®l A2 4dA

s 3tate] UDPE

s il |

9lth. CoAP H A=A <

Send To Ul

Data
Compare

Standard DeviEion

Qutlier Data
Throw Data
Add Unique
2 MoPfresemcin lasnenies o
g Repostory

Data
Process

Calculate

Compute Unique
Ednmierlq Unigue
r W ldenmtifier
y Already
Chunk Data | Presentin
| Repastary
¥
Throw Dam
Criginal Sensor
Data

Compare

1913, HolH Ae s5%

a9y 132

1) 9A "HelHE A=A dolHZ Yt

2) U= HEAE Bahe] fUa B

3) A&l U BEFo] EAs:

Hole Az s8% otk Ag wiAE o

w3 2

g,
gom FF 2

=29
=

=

2 gl

_2‘|_

o

ato] dlolEHo] el M s CoAP-=o] HH

ol ER AHAHE Json THOZ HE3Fr}
»x=9] D¢}
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4.2.1. 5 dolg A= duels

Unique |dentifier

Multiple ;

blocks/objects b'ﬁcksfatfc:s

1 e [
M-b-»j-{ e @

Already
Presentin

Repository

theth o5 85 = 2HAEE fUa A4UAs $ee fUa 85 we
=1
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4.2.2. Outlier Hl°olH A2 &iels

timeass 1+ 2% = 75 g«

L{cm)+ 10.354 10.38¢| 10.3+| 10.32+] 10.35+ 10.33+

10.37+( 10.31+| 10.34+] 20,339 10.37+

rlo
o
o
o
=
2,
>
o)
do)
X
X
Ll
o
rlr

’ 11 Fri TN
g = M =3 01cm«
11—-1

30 =3.01%3 =9.03cm.

AL:[ = Ll - Lo
=10.35-11.25+
=0.9 <30v
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4.3. Ul AA

Mmin

,.J Wingow Ledlafin | Ut D eldanage Dewelonnen Dewgalonrs l
by .'-. 0
1
e :
e [ P00
— GetiGdng
ey T

“ag [Pand
Jeetetars

e deare

=
Ccan Jevee

915, Ul &2 Al tholo] 13

915+ Ul w& AEs dgolojadelrt. o] A2 MainWindow,
UserLogin, UserRegister, DeviceManage, DeviceConnect, DeviceControl= -7
ol 9ok WA MainWindowell  H<3le]  UserRegisteroll A1 AF-8-2Fe] D,
Password, #1#], ol&<& dHsto] AMEAE A UserLoginoll A AHg#F &
=& gt} DeviceConnectoll Al IoT Node 739 tinfo]2e] IP ¥ Endpoints ¢
s ofe]  Yulo]~E  F7tsktl. DeviceManager,
DeviceControl2 tnfo] =5 deiste] tufo]x ZFo|A vlolHE 3 9 Alo] g

=

g3l AntE

r
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IV. CoAP ZREZZ 7|He R
ol dHoly HAS f1 mlEdoE 78

}—\
-
O
—]
H‘
ya
|>
o
[m
I
ot
oy

oT :=E& dUSRES ARsr FAAE o dulds szl

CoAP AW E Fd3t7] 938te] Libcoap ztolHE# & o] &3Hri[12].
ol A AF&3F st=¢lol= VEGA IM-A850L o]al & A#l+= Android 4.1 o]t}
CoAP ZFTpoldEZS S 7|93l Californium Z#|dJaE o] &3] AnlE

=
A gt

Eol A TS dHelHE o2 7= AEsty] skl naddEs A

PR
e CoAP AH]o NECER
AlAd, Edizon+ Android 4 14
HAolU. good Jawa#
= eclipses eclipses
=ExJW H- c# Java, Android+

3 4. CoAP M g mEgelE 7dstr] 913 NEeh

F 4 o= CoAP AW B mEdoE &ty 93 MEedds voa 3l

.

® /|37 Linux OS, JDK1.7, Android SDK, Eclipse juno, MySQL database,

Android 4.1 platform, WiFi, Libmraa, C.
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® Intel Edison board: IoT ==
® TINKERKIT: sensor node

® Yocto Linux 1.6

- -
ety
g " -
Hi
ot
et
e
.
-
e
sk
N s ™ - i witad b g
Dy | sy

71¥116. Android SDK Manager

1.1 Intel Edison

19 17. Intel Edison
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IoT ==& Fd37] 93t Intel Edison® =2 o] &3t 7j237d-S Yocto
Linux 1.6, Arduino IDE, C, C++, Python ©|t}. 22nm &% 500MHz +4 =
Az = QdolE CPU & 100MHz 32-bit Q1€ FAwnlolam HAEZHE A&
&t 1GB LPDDR3 POP wx )7} &% o] At 802.11 a/b/g/n, &FF2= 4.0
Eid=

4

4

= A

o

1.2. TINKER KIT

of KITE oltles, Z€ele 5 ATnEs 98 A, F5A 52 288 37
Aot} mEdols loTwmEe] B4 % A Helstr] skl o] AAAE A}
gokich. obel AR AWM, TEAN =S BTy Yk

1% 18. TINKER KIT

® Sensor Shield(1)
o 2% Al (1), BtelE A (1)
® LED Light(4)

1.3. Yocto Linux 1.6

Intel Edison R Ed= 7]EA o2 Yocto Linux 7} &AlE o] 9o 18 oA
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2 IPE gdei.

® putty= Serial 1S E ©]§3lo] TEgtt

® “configure_edison -- wifi " & & o] &3l wifis A soh
® WiFi a5 Ag3it}

® WiFi o ID % WSS A=A WiFi of Azt

a9 19. 1P AAAHA
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2. IoT == 78

A
b
i
ol
Ju

H 202 puttys E3te] =9 FA A et sHeltt. “/nodeapp”

oR
ot N
o
o,
oo

ol
ol
s
o
=
i
ﬁ
ro
3:
o)
o
[©]
Q
©
-O=

[ &l
ot
4
i)
o
(1t
o
ot
v

MID t 17918

Teken

Typi= : CON

Method : GET

Options: (“Uri-Port™:5685, “Uri-Path®™:"conn™, “Uri-Query™;"ni=nodetfl™})

Payload: @ Bytes

[ CoAP Responie |

MID ¢ 17918

Token

Type ALK

Status : 2.85

Options: [TContent-Format™:"text/plain”}

Payload: 1 Bytes

aE 21S =5 s B MAs gelshe guelth kxE=E e5% | ¥

A B owso) B4 o RE gelstelol fuk mie] Aol wme) fUAT A
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wn (0AP Request Jessssssssssssssssssssssnsssnsnsnsnsnnsnsnann

MID 1 1m18
Token

Type § COH
Method : PUT

Optlons: (“Url-Port® 5685, “Uel-Path®:"cona™, "Url-Qoery " "nlshodebd] ")
Payload: 337 Bytes

“id": “nodeBBl™ b
“node_verslon®: “1%,
“node_ip~: “192.108.1.10%°,
“node_port™: “S045°
Sserver_uri®;  Tcoap; /SIS 16E. 110 RS,
“units™;
“idT: Tunitéd]”,
"reddurce_Lype" “temprratuie-£",
“unft_knterface” " geriar”
be A
b . el TN
“resource_type”: “light-blue®,
“unit_interface™: *actuator™
1
T T TR —
== COAP Reiponic [ssssssssssssssssssssssssssnsnsnsnnenenennns
MlD 1 17918
Token
Type | ALK
Status @ 204
dpklons; {}

Payload: 8 Bytes

a9 22, =5 F g 9 AR ddeolEstY

292t wE 5% #4 9 ARE duolEsl: otk wEoA Iof

Local Server?] “conn” #]4~o] =9 AHWE payloadd] EFsle] AEH3hc)
of AR o RO St 2FHM =t VEAFRE X33 mrof 2

A2 mE gue Ml 55 29

=)
K

Sk,

2.2, wE 74

& 192.168.1.100:8080, =
& - C [1192.168.1.100:8080/node/list?query= % & B =

[{"id":"nodeg@l”, "node_version”:null,"node fp":null,"node port”:null,"server u
ri®onull, "undits®: [{"id" null, "resource_type™:"light-
blue”,"unit_interface”:"actuator™, "node_id":null}]}]
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g Bate] ghg 2ase] Aol obRY UE TFHA WUTh F HE w=
g z33A At

=z = R P
o 192.168.1.100:8080, x | :
- E 192.168.1.100: 805! Ifnadefinfo?nodeid=nodeld] jiry ﬁl @ =

{147z “nodeddl”™ , "node_wersion” 171", "node fp”:T182.188.1,105", "nodé. port™ o "S686" , Tserver_u
ri7tTconp s/ /192,168, 1, 1001 56857, Tunite " [{"id7 1 Tunie@a2", T resource type™t "Lighe-
blue®,"unit interface”™:"actustor™, "node_id"inull}])

a9 24 5A-E=E =tidE gAse shdolth Abg ke == IDE F
sto] EHE =29 BEE JHE Json WO E JHAS F U
2.3. =& Ao

ro
of.
olt

ARE AR el ARk o s unite] A, el S unitell
o]

a9 25 AR ¢7]E

Y 25¢ AAMARE 7tAes ddelt. oq7|A AleAl= =29 ID7}
"node001"¢l unitel]l WHS AE3th o] unite st 2% Aot} o] HH

2 Bate] AL AT LE e AT
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b 0T IO L 00 AT e T e O = e ki = Lo R CoCn v = e &8 5

19 26. LED Light #A7] &w

a9 262> LED Light & A& dwolth o] @A unit002:= e A%
TEAelH "ON" ¥} "OFF" 7 714 W#H& 24T 4 Ay A8x AH9A
A

£ §3to] "ON" W= o] unitel]l AFste] des

o

EECET TR S . S
- @ 1), o P b | e ; & @ E

1% 27. LED Light 117] 3}9
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1% 27¢ LED Light® 11 3fwdolth o] 1L A&7l QHESAE E3

o "OFF" W&& unitel] AFsle] A5S 115 Ao

2.4. CoAPServer 73

CoAP LREZE $§ASI2EZ2 AW Z2d 78] 7Hsith CoAP
TREF servert CE TATT CoAP ZEZEZF serveri= CoAP ZREZ x &
of AAHEE Wyt o stEdojet AR dgstolop st Cop 22 vt
olARAFHE Zmaguolw sfEdth e WAIAE IETFOlA  Altal=
CoAP Z=2E=3 ¥vlvh ool st Mol AeatA a7 stefof v S0
HAIA = QWA A A G e gtofof gkt

hnd_get_unit_unitG01(coap_con l——
hnd_get_unit_unitd02_on(coap_
hnd_get_unit_unit002_off(coap._
hnd_get_unit_unit003_on{coap_
hnd_get_unit_unit003_officoap_
hnd_get_unit_unit004_on(coap_s
hnd_get_unit_unit004_officoap_

e & @ © & o0

Endpaint
271

void
hu_get_mit_mitM|u|c:- costext B oty stroct coep resterce § Srelowrie,
tobg addrss € "peer, coap pda U "regorst, atr "tokin,
':}:_:-.'.._'. redpenie) {
umsigned char buf[18];
char result{Liie]e "
gt!_mmﬂtsul!'r, b
responst-shis-atode = COAP RESPONSE_(O0E(MS);
toap_ add eption|response, (08 OPTIIN COMTENT TWPE,
cobp_enceds van bytes[buf, (0P MEDIATYPE TEXT BuLaln), bef);
cosp_8dd data(respoase, strles{result), (oniipesd char "lresult);

1% 28. CoAPServerdl Endpoint 57}

o] 7] Endpoint®Z unit001, unit002, unit003, unit004=5 Z7}3kt},
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IoT w==o] AAoA AYS woaHm |ibmraa @ho]l B2 & o] &3lo] AlA 9}
CoAPServer & dZdoF it} o3k A2 7]E HoE 19 29 oA HojF1

ATt

ot

get_tempichar”) : void
set_lightl_on{) : void
set_lightl_off()
set_light2_on() : «
set_light2_off{) : v
set_light3_on() : ve
set_light3_off{} : void Device 2}
CoAF
M A

e & &2 o & ©°|0

void get temp(char “data){
mras_aio_context adc al;
uintlé_t adc_value = @;
ade_al = mraa_aio_init(0);
ade_value = mraa_aio_read(adec_al); T
mraa_aio_close(adc_al);
sprintf(data,”"%d” ,adc_value);

18 29. CoAPServerel] tjnfo]l A9} A A2

3.1. CoAP Client 7€

CoAP ZgloldEE Fd3H7]98e] Java Runtime Environment (JRE) ol
Javag o] &3t CoAP Z g9 =12l Californium #lolE. 28] E o] &3c}[13]. & 2
=Californium  grelB g e EAst= F8% Fe~Eolth. Server APIE
CoapServer, CoapResource, CoapExchange ¢ F#: =& 233t} o] F

5+ CoapResourceZ=oll Al AL E WL, A So] 2AdS F7Hstal AHE Als
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st  7ls<  7FAa Qlth. Client  APIi=  CoapClient, CoapHandler,
CoapResponse, CoapObserveRelation 52 Sej~E EFgth o] 5SS ©

&3kl did URIS] CoapClients 1=dxstsls= 59 7sS AHEE &

Maodul Class name+ Function+
e
Mame+
+ . Implement custom resources by extending CoapResources
CoapServers
Server

CoapResource+ Add resourcesto servers?

L CoapExchange+ Startserver+
+ CoapClient+s Instantiate CoapClientwith target URI¥
# CoapHandler+ Use offered methods
Client CoapResponses | Eetl).put()post(),delete(),observe() validate() discover(), orping
AP i)+

CoapObserveRelatio | Optionally define CoapHandler for asynchronous requests and

n+ obseryes

¥ 5. Californium gtelB &gl ++%

19 302 CoAP Client T2 A~ ZFgl tho]ojrdo|t}. CoAPClient =2 A
2=+ Respond& @ 2:, HandlerZ @2, RequestZ @2, CoAPClient 232 S22
T3t} CoAPRequeste] F-RF #2224 CoAPClientd 4] = CoAPRequestE &
sle] AAES AT Handler E8l2~E @ H ot} @S Heels Fg~olth
CoAPClient ¥+ 8% 2 &€& =5 Al Respond F 29}
CoAPClient e~ += ¥ #A7F ot Handler 22~ 3 CoAPClient &g~
= oE3AI7F Atk Request F#l =9 CoAPClient E~E #HEAA L Q)
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+ondiiessage ()
+aendbmp ) ylessage ()
+ondliezsagelelayed])
+hastleasnges )
+gotlooper()

+ump ()

HlaSLringl)

- Request
CoAPClient
Rezpond ~codle
—alespond @ Respond lock
~code ~aflequest  Hequost :'.|L-i ticaEt
faal -aitrir e FEEpaEe
FUL - % i
— tgetSensoratad) . schomo
L R [ P [ {
e FITO proprocesaingdatall saotRosponset)
4 |1!_.'\|'|'. I::I m.l k-1l kﬂ'*rylll.‘il'l:.l
. | gt Seheme|)
%ol |
taSiring () 1 FRetlRlD)
tancd] o7 tisMulvicasii)
. i endl)
'I'I:‘!IJ POTENTIAL LEAKS igellancelad()
-TAL tsetMul ticast ()
tpetbossogohase () rgetlbserve ()
tobtaindessaged) tsetPayload()
tpast () raet e jected i)
tpastd Time () ot TimedDa ()
+past el ayed ) +aet IR}

1% 30. CoAP Client @A F#|2 tho]o] 1l
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