i
-
18
=
2
s

Badgd 7|93 IPv6e +5 3
EHY EYHT

R R R

MK EBR ERKE R

2005 64



B d ol 7ukg IPv6e] 753 EfY EYHY

REEEE RIE K

of XS LB HEBf mXes

2005 6H H

FEINKEBR ERRBE

Rt T8 HEBM RS

2005% 6H H

FEHEZAE

Earily

Ao g

FD

Jats
G
|

it

F & % B <

Ep

N
&g
20

F & % B




ABS T AR CT oo 1
L A B e ettt 2
TE. TR @ Tt oottt een 3
L TP O] 70 e oo 3
. TPV T2 ] T oo 4
3. IPVA/IPVE T A BB e, 7
4. IPvA/IPvE™ AES A3 EIE T e 11
M. 8128 7]18EIPVE Yl E A T e 16
Lo UTE S T AT oo 16
2 BB B T3 e 18
V. BB A A T e, 28
1o A GOl AT O] AL T e 28
2. AR AT Q] AL B e, 36
3. Wireless Z1HFOl A 2] 218 e 38
4, ADSLTFON AT Q] AL T oo 40
N o B B s 44
B L B ) e e 45
A ] T e e e a e e ar——aaara—— 47



[% =]

Table. 1. IPv4e} IPv6 T2A AL HIIL e 3
Table. 2. Agol| AFEH 72t T2ES] HEWA 17
Table. 3. A& ZH] WA e 18
Table. 4. Hostlol A host22 2] ping ZZH1200 SEC)  woveeoeveeeeeeerecees 30
Table. 5. Hostlol A host2Z 2] ping ZAIH600 SEC)  woveeeeeveeeeeeeeeeeen, 31
Table. 6. Hostl9] Z~E & HloJH THF s 33
Table. 7. E3|Z 4715 o]&3 downloading EHE =4 ... 35
Table. 8. EHFH A 7|5 o] &3 uploading EHEH = e 35
[2¥ AH]
Fig. 1. IPV4, IPVO HEAder | it vt citviriee ettt 5
Fig. 2. TIRrGEl M Al . Lottt s pn R e b B b e eereenenes 5
Fig. 3. Next header COAE ..ot 6
Fig. 4. DUl STACK oot 8
Fig. 5. tunnel DIOKET ..oooviieiieiieieieeeeee et 12
Fig. 6. 604 tUNNEL oottt 13
Fig. 7. ISATAP tUNNEL oo 14
Fig. 8. Teredo INfrastrUCture ..ottt 15
Fig. 9. AW T e 16
Fig. 10. AXH IPVE T2 TRl e, 20
Fig. 11. HOStl DINGO oottt 20
Fig. 12. IPv6 & SHOIR] e, 20
Fig. 13. 34 S5 F7] e, 21
Fig. 14. Host 29F FE e 22
Fig. 15. AFETE IPVE T2 e 22
Fig. 16. Teredo tunnel(HOSt 3) oo 23
Fig. 17. Host2 pingb(HOSE 3) oot 23



Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

18.
19.
20.
21.
22.
23.
24.
20.
26.
21.
28.
29.
30.
31.
32.
33.
34.
30.
36.
317.
38.
39.
40.

B AT PING6HOSE 3) oo 24

IPv6 A8 SHOTAI(HOSt 3) oo 24
6to4 interface(HOSt2) oo 26
Ping HOSTL (MOSE 2) oot 27
IGMP Bandwidth (HSOt 1) i 29
Host2Z 2] PIng (FHOSEL) oo 29
ICMP/ICMPV6 Ping (hoStl) oo 30
HOSt 13H2] MRTG oo 31
TGO Y 2 E dE IPv6-2F1) 32
RTSP IPVE TNZL e 33
Hd GEREA 7 AR S 34
Sh AR BT BA1 e 35
Global pIng traffic .o 36
Host2 2+9] ping E I BIIL e, 37
H B2 T R LT T OF Eo o Tl et tessessesannes 37
AT ZE T E BT 2 1 csimiosmmviernrennnninsnsinsiissesssssssssanses 38
Wireless ICMPvVE Traffic oo 39
Wireless ICMP/ICMPV6 traffic .o, 39
Wireless — download file traffic = .o 40
TracertE & EE® Q1 s 41
Host 201412 ThEZE S s 41
ADSL "ol A 2] PING ST oo 42
ADSL %ol A 2] ICMP/ICMPVE HIIL s 43



Deployment [Pv6 based on Tunneling and

traffic monitoring

Duk—Sung Yang

Department of Electrical and Electronic Engineering
Graduate School of Industry
Cheju National University

Supervised by Professor Wang—Cheol Song

ABSTRACT

With current IPv6 activities It 1s needed to study IPv6
address architecture in the viewpoint of the end user. It
should be deployed before IPv6 is commonly used. Currently
in order to deploy IPv6 architecture in the existing network,
IPv4/IPv6 tunneling is commonly deployed and used as the
testbed for IPv6 for the end wuser. In this thesis, the
IPv4/Ipv6 tunneling is considered to deploy the IPv6 network
in the Internet. And, in the tunneled network various network
architecture is considered to monitor and analyze the IPv6
traffic. The considered tunneling mechanism are ISATAP,
6to4, Teredo and Wireless IPv6. And, the tunneled network is
deployed in the real network such as campus network, ADSL,
and so on.



1994 RH IPH= #A4 522 sto] A &= AA IPveTaA A e A4
Tz oAl A&3ste] AR FolEATh[1] sHAIRE IPve 2 24 o B
HEY =] W= =] Fahy, IPvadat dA 73 TA= o AL
71E9] IPvad 3t IPved el dsS HE"dS Fsto] sdstazt e Al=s
ol 2] g+ A3+S wred st} [2][3] Sisco, Juniper, Microsoft %= =] 7§ =+
U AT Eolo IPvaA ALt IPvEeT2AAIE &8st = FAHolth
[41[5][6] &+ o] & Wrd 3l IPv6 F4 7|Wtol o] AEEL thd 3o al )
o} AAstE Qe Y7 ukS 53 Enduser xFPol e ZtEe] T8
el e dAAl A
Aol Zhehate] QIEIUl Zlnko A [Pv4/IPV6 HEH WS HAAZ F53t1
Enduser’} 974402 &3] 2183510 & SE8ATAA dAaES &4
st Wzl o}, o] gl sk A== [PvA/IPveTAAAE &85 FvE9 A
2FA Q1 B gt utFo] IPveTAAAIZ Y] Htol gt 7% A5 &§
st dlol® ou 7t itk & Flolth ek wWEte A B =i 27l A
IPv6 Eldoel] #&st AFE st 3goA A HIdS 53t

o
)
2
°
ot
i}

He e wA g Sehth B o=re 1ew

A

L 5N AES Rk



1. IPv62| M

1) IPv6<]

3lEl 2 A o)

e

FaAA el th[7] TPv6S] 57

= fdstA He ¢, Bk o1

F 128H|E FadolE AMEE

S ATE 7 dS ez 7gE 1t}.(Table. 13%)
2 IPv4 IPv6
FAhdo] |RHE 1287 E
FEA SHIEA 47T om 10152 #A 16U E4 8RO R 16W0F2 HA
ex) 203.24.78.63 ex)2001:0230:abod:ffff:0000:0000:ffff:1111
=2 ok 439 7} ok 439 X 439 X 439 X 439
e (72 R
= | ABCD 5 class 99l v €44 a9 MEAD 2 R dur) ol 0 A
T (M ags) FH(ERA)
= Best Bffort W4em a0 wgo] mg| ot Au=E® Ase v @ & 2l
A A o (Type of Serviceol ©18F QoS 213 791 FAR7Fo]l fo] (Traffic Class, Flow
P e T Eem = T Labelol 9@ QoS A €)
HOt7]|% | IPsec ZREZ HEA3 g7 5lA N2 AT
Plug&Pla
. e 2& (A5 MEND 7s)
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IPv6 FH+= 40vtolEe] 114 AV E zh= 7|2 3y & (Fig. 1332)9
Payload= +/d ¥ o] Qlt}.[12]
Fig. 20 IPv6 ¥ 21-& EA|sIS

Version | HLEN | TOS | Total Length Version | Traffic Class | Flow Label

Identification Flag Fragmentation Payload Length| Next Header | Hop Limit
Offset
Head

TTL Protocol cader Source [P Address
Checksum
Source IP Address Destination [P Address
Destination [P Address

Fig. 1. IPv4, IPv6 Header
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5= YE I, Flow Label(209] E)2 IPv6el 21 A ¥ BE==Z A Flows
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Destination Address 6
Source Address 6
EtherType=0x86DD 2
Ver=6 4bits
Traffic class 1
Flow Label 20bits
Payload length( #40) 2
Next Header 1
Hop Limit 1
Source IP Address 16
Dest IP Address 16
Payload=Extension Header(%18})+4- A% o7 Payload length
FCS 4

Fig. 2. IPv6e] &2
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0 Hop—by—Hop options 23 o
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6 TCP
17 UDP
41 IPv6
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44 Fragment Header 223
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60 Destination Option Header |&#%3d
62 Mobility Header

Fig. 3. Next header code
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"hexadeximal colon notation’®]#}al 3t}
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HESN A 225 1032 Yo ARSI ofdl= 1 oot

3ffe:831f:cbc9:9a0a:0:fbd9:3419:53£7/64

A Bak-Ao A IPFAa9 ddd #AC U+ FQDN(Fully Qualified
Domain Names)& URL(Uniform Resource Locator)® 3%7]3te= 21 ti4ld
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Fig. 4. Dual stack
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3) IPv4/IPv6 tunnel

IPv4/IPv6 tunnel IPv6@olAl IPv4AdS AXHA IPv6 Woz o]sd uj
IPv4 el B'da whso] IPv6 sjZlo] Auzd 4= =5 sh= Zlolv} IPvd/
IPv6 7Y 28 s 2E9 g9+ IPv6 dlolH1# S Pv4 | 7lo &3}
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1) IPv4/IPv6 tunnel
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71%e]l EEo® At ® vk, 1 F UEA As Aun

IUE
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S =
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P

T
o

=2 IPv4de 4ret7] 9t Bdds T3 d4do] 2
A e e
W Configured tunnel, 6to4, 6overd, ISATAP(Intra-Site Automatic Tunnel
Addressing Protocol), Teredo, IPv6 over MPLS & °] %l

IPv6 in IPv4 HE#d 7S A 44 B9 (Configured Tunneling) ¥
2= B2 9 (Automatic Tunneling) &2 &8 = Qlt}. ofegjol A thA] Ay
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(2) A5Ed " (Auto tunneling)
s HAdH 2 A4 "HEd o 2 AA T2l dojud Asos HY
THS AAsteE Aol o]w WA

o 71

T
FArE X5 IPv4 539 IPv6 4 7S AFE3hT)

7}, 1Pv6 Bl B 27

IPv6 Y E 9] o] ehg o] x| &4l [Pv6 F24:9F DNS ©] &< F787)
A8 =99 Adem HY BaAgdE A8 AHE F2ato] 21829 B
278 ABoR Fads WYolthl8] IPv6- over — IPv4 BlEES e
317] 913 Bl B2 7] (Tunnel Broker )= o} Fig.50 A1 2 & IPv4 <1 vl
AZE ALgA EE 7|85 0] IPv6 over [Pvd E]dS 3 IPv6 Wl =9 2o

H5T 5 Q52 QAT 2E AFT 5 Ak

Tunnel Broker

Domestic Network IPv6 Tunnel by

o

Tunnel Broker

Native IPvG

Application s
Server at KOREA | ]
{IPvE Native)

Fareign Network

Fig. 5. Tunnel broker
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ggsto] o5 IPve UIEY A9 As BHEHS JhsdtERE ote 7w
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Fig. 6. 6to4 tunnel
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a2y 6tod BlE P o] E A et B HE 4 AlolEd FrlHow A
A s of sh= vl E-9 A ZE TS H. AAEA = ol gk F7F FH|Eo] PC
2 o Ed o] (Emulation)¥ o] T2 EFH 23 I BREQ oA HAEES
st Atk
t}. ISATAP (Intra-Site Automatic Tunnel Addressing Protocol)
ISATAP(Intra Site Automatic Tunnel Addressing Protocol)< +< 2~
T2ES A2y g EHES IPv4d MEH A oA dZst7] 9 e
2 IPv6 Alc]Edolgt &% HolH HAE T#stA ¥ wEE =271
Aol E ol A IPv4et$-1 lZetE S8 IPve WA A E Aeoz By &
omA F2H IPv6 HES L 2 & U=F Frh[20] 6tod <+ A AL
|A7F IPv6 W o2 HES 93 B A"S A ol FolF7] f1% W<
O 2 ISATAPE IETFOlA 42 A2H ol =9 ol vk ISATAPE HE
TaE AREATE AR Al 2 AEd AA skA i ISATAP #He-HE
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Fig. 7. ISATAP tunnel
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2}. Teredo
IPv4 NAT Aol A 91x3F w==of UDP 49 Bde 7S E3to] IPv6
AAHE AFst= 7]<o]th[21] Teredo AH &= ZF Teredo Cliente] AR E

#2)8lH, Teredo Relay= PColA A& ¥ IPv6 HolEHE &2 IPv6 UES

2

a2 AEstal, 32 IPve HES ZAA ddd IPv6 dlo]HE thA| PCE

5 -

B

gl T 9stS dht}.(Fig. 8 #H%) Teredo IPv4-1Pv6 A 3H7] &L o} =

ol
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Fig. 8. Teredo infrastructure
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TE | AZACHE) (0N} CPU |MEMORY NIC
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ol ©] Ping teste] A& th&<] el YeERATH

. send receive lost Minimum Maximum Average
section packet
packet packet ) (ms) (ms) (ms)
1Pv4 1200 1200 0(0) 58 119 59
IPv6 1200 1200 0(0) 62 109 64
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. lost .. .
. send receive oS Minimum Maximum Average
section packet
packet packet (ms) (ms) (ms)
(%)
1Pv4 600 600 0(0) 62 273 67
IPv6 600 600 0(0) 60 255 72
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nH o] dHeolEE 7hAaL

o AL B 5 ok 5y

[Pv4d Y EY A Ao ~E8H

= 31 93 vtk Ht 14758k E S
UL, v Zzebeh Gt 175708 jZlS S QI
o 710k IPv6 3o Ao ~E8 ™ dolg A%}
%S Hlulstd Table. 63 2t

" [ /R Rx Avg. packets Avg. RX Avg. Bytes Time(s)
section | packeis (MByte) | (packets/sec) | (Byte/packet) | (KBytes/sec) mets
IPv4 49344 0 73.6 291 1490 434 206
IPv6 50899 0 75.1 173 1475 255 233

Table. 6. Hsotl9] ~E2]% do]g 7l

3) ftp
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IPv4/IPv6 HEW e EFY HA 2345 45 5 Utk

J ; Data speed
section Time(s) (Mbps) (KB/s)
IPv4 10 5.07 750
1Pv6 10 7.05 381

Table. 7. E&j3 £417]E ©]4¢ downloading Eef¥ =3

. . Data speed
section Time(s) (Mbps) (KB/S)
1Pv4 10 0.77 96.3
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