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ABSTRACT
An implementation of Protocol for IP-USN based

on Tunneling

LKHAGVASUREN ZOLZAYA
Department of Computer Engineering
Graduate School

Jeju National University

USN(Ubiquitous Sensor Network) based on wireless communication between
deployed sensors and autonomous means a wireless network. the USN is based
on a variety of things and the environment related to the transmission of
sensing data, collect, store and analyze the user’s context-sensitive information
that could provide an appropriate service has been actively studied.

But, the USN is the formation of a group, a group based in the network’s
limited collection and exchange. this consists of different groups that USN and
IP-based expansion of the Internet, are required to study.

To studied extensively for the IP-USN(Internet Protocol-Ubiquitous Sensor
Network).

6LoWPAN technology based on IP-USN have been for IPv6 standard
internets. but is not apply IPv4-based Internet networks.

In this paper, the IPv4-based Internet networks will USN, and as a means of
integration by applying a tunneling technique USNs of other groups working on
ways to interact, implementation and verification of the experiment was over.

The proposed method of this paper, USN data encapsulated in IP datagrams

were confirmed by sending it possible, include encapsulation, a way to improve

- vii -
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compatibility with applications is relatively reliable TCP protocol for data
transmission in the data portion of the Destination Port was possible by sending
the encapsulation. the USN environment itself, a separate TCP / IP stack does
not implement its own protocol, such as TOS_Msg it is possible to
communicate.

Accordingly, in sensor nodes, TCP / IP protocol for handling the overhead
does not exist. in the base station in the IP and TCP protocol encapsulation and
decapsulation. LMT (Location Mapping Table) through the mapping information,

simply Interworking with IP-USN can be implemented.

— viii -
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USN Ubiquitous sensor network
P Internet Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
IPv6 IP Version 6
IPv4 IP Version 4
I[P-USN Internet Protocol-Ubiquitous sensor network
WSN Wireless Sensor Network
UDP User Datagram Protocol
ICMP Internet Control Message Protocol
6LoWPAN IPv6 Low-power personal area network
NC Network Coordinator
FFD Full Function Device
RFD Reduced Function Device
DTN Delay Tolerant Networking
PAT Port Address Translation
NAT Network Address Translation
SMAC Smart Media Access Control
(ON) Operation System
WPAN Wireless Personal Area Network
NEST Network Embedded Software Technology
WG Working Group
MAC Media Access Control
PHY Physical layer
IETF Internet Engineering Task Force
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CPU
MANTIS
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FIFO

LMT

Input Output

Application programming interface
University of California

Central processing unit

MultimodAL Networks of In-situ Sensors
An evolvable Network of Tiny Sensors
First In First Out

Location Mapping Table
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ATHI3].

Zighee Z2EZ&2 IEEE 802.154% W% o= Zigbee Aliance[12-14]04] <]
HES A, Bt oAFe Aol Y £F& A AL ATt Zigheed 542 A4 3A,
AL Aol BUEA S S8 7HAS HAUE v dEARE Hastste WY
oz AAEAT[15]

WPAN[16](Wireless Personal Area Network) 7]<< <3t IEEE 802.154 3%

FAEA V1R 24GHz oo ¥
868/915MHz & Ab&3te= 2709 Fob dFd oA 5 2ghet

93 A4 Zighee £54718 Wolrt 7] &, Gt 2L GFH 7159 Al

=& 7|Hto 2 &= Zighee: A& 7Y
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Med dgste] B & R AMUEYSAE FAAE F e TlEolth

Application Framework

ZigBee Device Object
(ZDO)

{ Endpoint |

APSDE-SAP

Application Support Sublayer (APS)

APS Security Iﬁs Message l Reflector
Security Ma nagement Broker Management
Service
Provider Network (NWK) Layer

IEEE 802.15.4
deﬁne? 4 Security Message Routing Natwork
Ma ment Broker Management Ma et

ZigBee™ Alliance

i — el

B0 End manufacturer Medium Access Control (MAC) Layer
k defined

ZD0 Management Plane

NLME-SAF

o ) —
yer -
ancton Physical (PHY) Layer
2.4 GHz Radio 868915 MHz Radio
Layer
interface

19 4. Zibgee TREZF AH)

RFD{ Cskip=1, Addr=1§)

RFDNCskip=1,Addr=13)
FFD{Cskip=3, Addr=21

FFD{ Cskip=5,Addr=1 ) RF D{ Cskip=1,Addr=T0)

RED(Cskip=1, Addr=2) FFD{Cskip=1, Addr=55)
RFD{ Cskip=0, Addr=66)

19 5. Zighee MEY A *+x

Zighee 7%k AMUEN A 5L AHALEE HALSAAAN A8 2848 &

e

AANZ Ao R o]E AUt Zigbee TlHFo] 2~ NC(Network Coordinator),
FFD(Full Function Device)2} RFD(Reduced Function Device)® T4 ¥t} NC+=

& et AFE F9E 7HAH HEAS R AAgute]lass Al
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2 #Agsla %2713 75S 33 FFDE A4 dutz el A4 7] 58t oy
gt AAMUES Lol A NCeoHe] FAls 9dets d9H 7lsx: T3 + Uk
RFD= FFDEU Aty 7]5& 7w F2 U ES A TS T30
ARS T Tkt A utel A2 AN E AAUES]AE dA A9E TR
FY2HE A8t FH 2" dx AA7F NCeF 54& & & e F8-
B e e EZ2XE PAI{16]

19l 5.E Zighee ZEEFE o] &% AlA HE A FAA AAHHE EF E
E22E YUY, olegld EEEZXE vty o 7 AlA =g AW
IDE Fojutol AA w3t Falo] o] Folxint webA Zigbee TEEF 7]RHE]
USN Wjol Ao A e uf ID gt =2 o] o]FodS & &

2) 6LOWPAN
IETF 6LoWPAN WG+ L2 Layerel| IEEE 802.154%5 7|Hto 2 3= 44 U E

A2 IPv6E A dst7] A7 o578 WFe A5 22A AdY, 20~250kbps]
dlol 8 @&, 900~2400MHz] 315 oA HAaq v H4dy Z2A

ARhe ZAF MM $8S ddoR A IPrwe] AN WEGDH i B
71€S A 9 252 LoWPAN A4 IPve 3j2l A% wets Fojstes
AL Hx= ear ATHI7I[8I.

6LoWPANI19][20]= IETF 1Yl G (Area)®] LoWPAN 97 15 (WG) el A
¥ty Qe 7€ 24 LoWPAN(Low-power Wireles Personal Area
Networks), & IEEE 802.154 % T9MAC HPHY Al59 48 ASAAIP A<
=o AM HEYZNAM IPv6 A& AFstLat st 7lsolth 2004 11 61
2k IETF3] o]l Al BOF7F E3lom 2005W3E 6 AAYH 1502 Al 4stA
6LoWPAN 712 7]E4] IP QlzgE AAE S 4 vk 33t HEo IPv6Y

Jim
o

o
il
frt
4»
¥
ol
&2
flo
Sy
lo
N
B>
o
S
&
N
offt
N
B>
ok
ot
ol
o
N
olf
o
S
=,

6LoWPAN 7] of®A W dHely HdE £=7F =% IEEE 802.154
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LoWPAN-2 A gtdl dg sl o] Anlg F4 T4 st VEYIZA IEEE
802.154 &S &t} 1% 6.2 IEEE 802.154¢ MAC Z el +%E el
o1, LoWPAN?| Fa3 EA[19][20] v} 2},

127 bytes
- by -
102 bytes
2 1 Oto 20

Frame Data

Caontrol | Sequence Inaf::nr::zn

Field Mumber

MAC Header MAC

MAC Payload Footer

79 6. IEEE 802.154 MAC Z# ¢ =9

1. LoWPAN®S] Hu] 3§zl =7]= 127 vlolEo| Eysltt, 19 HolA HE o F
PHY % MACoIA Aget= F5S A2t oF 102 vlol|E A =vto] 4-9] A

hu

ol s AHEE ¢ Uk £33 F3 AT BHet AR 33HE AHE TSR 2

71 Ak 81 wpolEAAA ZolE & Stk IPv6 WA 2717F 40 vhe] =2l 7

g
Y
I
oo
o,
|
o,
o
N
=
™
=
Do
=~
D
a
N
=
e
2,
>
12
[\)
Q1
o

A% Fw ot o 49 AY £WE Fol7] G8) FA7} FrHow &Y B
mo) Solztel we} Fale] Brbe@ Aol WA 4 v

[t
N
0%
il
i
v
N
(o,
e
v

3. 16 E 9] Z& F49 IEEE 644

4. BEERA = 2, SYAE-EY ada M dEE A4S ¢ vk
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5 A7A, 28] EALS 74¢6tE w] LoWPANO A= PCY 719 34 HEYA

of vjsf @& g9 A 5ol wAE 7Fede aLysfordtt

6. FA= wE e &8, E294 & FA S 24 som AEgde] "o

e
45 9

6LoWPAN IPv6E 7|Wte g2 HEYA AF, AF AF, AFAeld AFs
End-to-End& 2% 5 Ut} wehA] Alo]Egjolol A Mko] gg-Ho] dQa s
eron, Zigbeeol Hl3] dlolEHAE Ade] Avks FHE bk T AlA =
g AHat7] 93] IPE AT R AU 2 7|E JZeE IgE 488

T A7) wiEel BlEAdde] 2y 3 kA R AFAS BAS ¢ vk

o)

IEEE 802.15.4 Frame Format

‘D pan‘ Dst EUID 64 | \s pan‘ ScEUD6d |

Max 127 bytes >

| preamble |2 | |FCF\ \Ds11e|3rc1s\ g

Network Header  Application Data
IETF 6LOoWPAN Format ks C

Dispatch: coexistence ¥
Header compression =

frag
Mesh (L2) routing = E.

DQ
= @
HE

Message > Frame fragmentation

a9 7. 802.154 9 6LowPAN Z#|¢] 2l

I3 7.2 6LoWPANS| 7l ©=o] & 198 e o PHY/MAC®]
AFEEE H oA RE 18, 80Bytedtol IPv6/TCP ®+= IPv6/UDP &t 2 4l
A SES f3%k dlolEyt FdAFooF Stk o] E 9184 6LoWPANOA &=

dispatchE A}-83F9] 6LoWPAN 3i71lS % d3tal, IPv6/UDP ] 45U S
A A8l AeH17].
a4 o] 3 6LoOWPANS FH<te] ¢ IEEE 802.154 X dS 3 IP A
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N

A4 o Ho 718 =7 81ByteH, IPv6 &4 3] E A2 3 IPv63| ¥ 40Byte
A-g3std UDPY TCPeF #2 49 A5 Z=EFd A= 41Bytett Eeth
UDP<] 8Bytedllt] H+= TCP2] 20Byte 3lltl & 4 &3t UDP TCPE €3k tlo]
B A& 332 77 33Bytes} 21ByteRt WA AOH17]. 7R g stel A xHS
A AZFAA AHEE S7HA AZuw §8& HeolH dES AdiAs g A
2 FZnbo] WA ") weka o3 T2 EF FE R ALt dgolE 7t 4]
Byteol E3stelete #HE=gt ©dHstel Axge] dojuyr He EAFe] Ut
% 12 Zigbee9t 6LoWPANS] B E ERH FHo|t},

m1ru

l

¥ 1. Zigbee9} 6LOWPAN<®] H] 1L

Zighee 6LoWPAN
PHY/MAC IEEE 802.15.4 IEEE 802.15.4
TREF ~E¥HY A Adaptation A=
HENT =429 16¥] E, 3}t PANRE 4§ 128¥| E, H A4 A &7t%
Aol E o] 7|5 R ¢ S&AF HES = AZF
S Ea- ] 22 29
e ol g & !

4. IP-USN 9% 7=

D AlEde] 71wt 45 71
AClES Ol E ol&dts dE7IHel dF o8& ATl Aol 7IEt

DTN(Delay tolerant Networking)[21][22] Alo]E¢|o]E o] &3+ 7|H O R THA

BRE 5 il
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& AT AolEd ] 7IW2 AA HEAS JHUY dAEs A8 &
EEES UIANAFE AlES S

[kl

§ AZoIA F UEYaY 540 REs

ojv3km, DTNE 719 814 vhebd 213} o] Sa% Jeh= BAlo] o] FojAe
A9 MEAD ] S8 AF AEdol EE o gite] N2 B AEshe

e v g

DTN-Gateway E
“ TCPIP Application
\ Bundle layer Sensor !
Network
Internet Sensor Net. F'mlccol
Protocols Protocols ‘\

kB aEI e AAol, AA R T

2
s
e
2
offt
N
T
llg
rlo
-
BN
»
o
fr
2

2) ¥ o] dF 7Y

AAUES I =5 AdHUE] edde] YESaZE FAs = 7MY 45 AlA
HES A 9o 7 IP HEANAE F=dst= Wi# IEU 9o 7 A4 U E
AaE Fste WHoE 78 & Ao

IP eHeo] MEJA 7S AMUENT 49 AA =25 A IP ZREF
28-S T3 IPFAE Fojste] IP si7lS S8 HolgE Fawtr] g &
H ol AlSS TS WHeln, ool AAUESA 712 Qe 94
F ST2E A MEYAS} A = e eH#o] AX HEHIE Fd5t=
W o] tH24][25].

AA w==o IP F45 g9t A 1P T4 T4 4 (address—centric) 295
4 A UES AL dolE FA 4 (data—centric) -8 W2l 7He] zpo] #AE &

A7) e 2elzE A=ES AESD o5 0 HUg THAN P W @

O
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HegolA o & FatetE W AENoY, FHaEH J=E AL v XA
AA w52 IP 7|9he g F2sA] @7] wite] F82H =7t A58 Ao E
glo] s 7EA A dojok ghrh21][23].

29 9.8 AN YEYINAL IP el 7Nk A% waS vehdith

r A
TCP/UDP I~ TCp/inp
I3

—
+ §' I'FI') —Méc—l.

€z

Z

L)

S o

(&5
L Internet
-
—_ Sink(gateway) N

HEdgdS o83 As 7|HL A HESIS HEHS s T4
(Translator)7} £A43A €t olw] 4 W7 (Translator)7kel & Zigbee”] w2
FAO R o]FojAH, FAMET| 9 JIHYl Fhe| = IP7]Htol T, S T4 §IFHY

= AA HES A QI H o] =g B SIE Fo] =5 7HIHH24].

Hul IP F4 AbolollM 45 &8 ASHdM B2 dests 7loe Aedh

e AV ES Y] MAE FA sy

©
N
olr
o
ol
%
r o
An)
P
X
of
>,
o
ok
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T WE)e VR Ve AA YESIN] AATE AET RS AHUC
=z Aol F7tH o= TCP/AIP HA S At TCP/IP Z2EE
o 52 WA & dofok ot I e 223 274 ES NAT(Network

Address Translation) & 7128 4 At} 24]1[26-28].

Sensor Metwork Tranalator [ternet

J o
:glm: |1Cf’/_

Sowrre - |Celdp, Addr L Source - Chabeide Inferfsce
Prestimtion - [Pl Coampatilile =T 1 Mapilng Tabde Diretinatscn | [Pl 1P Congatihie

=
f— | | .
Omkwiche Interne
P T Coiigpalii

“'h:,\.",-'

29 10, 9 S o8 AF Ay
29 102 HYEE ol g% A% We ade dehsion, @

H 7S o] &3t A% 7|HOE Zighee?| W] AlA] IDE SlE Yl IPF47} wj

Yshws oh= A4 A% AW 94 Ahol WAL wWE Fa FlH FED
5

(2) PAT 9% 719
PATS NAT 7]¥H ¢ NAT Poold] a3t 4
al

T2 TCP/UDP £ E A7 ddy = Aol 77o ZrEZo] ueps e
IP 21} TCP/UDP 2E AHZ wrste] e eyl [P F22 AT <l
_}‘\__

webA] PAT 7)8F 9% 71 & Translator7}F AU EY A o] AlAT)ato]l A~ 4=
WF P F4E5 dREHHA Yolr AAVEY A InternettS TCP =+ UDP *

_19_
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EE Ag3te] AEAY 5 Atk B o] /He AT el 25/ vY EM
58 YYAYE AH Ash 3Pl meh FYAE B Aelrt sbs s,

TENEE 4odr) Ad AA ST + JE ZE B0 FF, F E

8
fol

= Well Know Ports(0-1023), Registered Ports(1024-49151), Dynamic and/or
Private Ports(49152-65535)7} Qo B2 FE 5% e Af2d TEHT Ho A
7h etk mEbA Al=glo] ARR S = Sl XE I HugS ekl o7
of Offset(AlA == Addr)#ts Tl&th E3F dlAtuto] =9 Offset#t o= “07&
Fo4g 7 ojx A8 FERT VL “6663577F 2B ¢ QA ol& A" XEHS
o 7T ¢ U Hed ol  T5S dsky] % FUR 17S Y] AL
YERIZE St WHES HEst % 2. HEY dF 71HAA AR = AR

/ME F NAT 719k}l PATZ)% % 718l o] vhehila glek,

7] & NAT 7] 4+ PAT 7]%+
ER= <=8k - A
FA2 4 3 7] oA 3t 71 (Overloading)
Offset(port) 9 x oFe 2 g 3
A2 T 4, =4 54
Pool # g a3 oz &g
EEZEZA W73 7 -4
End-to-End 75 =715
F4 g Aoy o Ao o

- 20 -
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III. Ak A|2== AHA

% A FEATANA 7= A o], HE P2 AHYE AHF ol 3 HE

g A¥EA ALEE A0RA, B WEYINN GE HEFALY] 45 A

N
rh
1o,
v
i
oY,
N
i
rlo
(.

3] USN %] tolgHE IP o ® vy HUF7] §
g whoto 7 AAEJQoH, e WS o w AFrt AP I
[P-USNoj| A 2] dd% 7|48 = Ao IPv6 29 S HE3Fo M AA =9

32 zdlstel, == A A% Fo] slaPu ook Bt Al £l L7

USNW 9 =525 349 Are 54 WEHAMAA = AFFA tlolE 9
TH 2 240l Zbest, b UEAIR d2H7] A= BHEE 7IHe S

IP7]REe) IR S TalA AES & 5 ok w2 At =M= B

[¢]

p

9 71He olgate] A= T2 USNY] o8 A4S el 1P d3te A% o o
g A% 71y Asa, TAs}A,

o
N
Ay
rot
=
2
>

N
=
)

2
o
2
o
ol
ol

a9 113 2 29 T2 A g
of, g ol Eoldel A whE thE USN| wlolx ZHo|dow Hol8E
A3 Ak o)), USN h3e] djzle] 9179 goz thg goi= o] 2y
JFANH TCPAP 7 ¢tol A%3 shel sl e Y ErEdAE
TCP/P WAS %et AAM =cgnel da HA2& F5500 @k v o)

ZE WA 2 wols =E=Node) BEE A =EdA s W3 FEHE
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N

Multiple TCP/IP Stacks ©]-&3te] 7@ g Fo] wo]2 Zgo] oA e o)
S A9 ===2 E9d(forwarding) Al AT o5 938l wWlo] 2~ ~HOJALS &
Aol tigh IP F4 2 i == ID o] tigk JRE o] §atofof gt o] & 93
A wEdE =ZA ] gig P9 sF AA ==Ee g AEE HolEE AU

A €

B

flo

0>,

1Y
USN Data |
= h BN
Sensor Network
|IEEE 802.15.4 —__l
_{ ' USN Data

Sink node |

IP Header (Gateway) IEEE 802.15.4
|

a3 11 gdy =" gz
1) HI9g & Y IP ZT2EF A A9

ME & USN# IP 3 Abel 9] HolB & 51 7] 9= wloly sj7le A

+ Aot a7k AR, B =R E V1SS B YL FA]
oA TCP Z2E=2 4 d= 932 2149 o] A&t

1 1200 JER A3 o] HEPE Slske] TCP 22 Egs Al Foste 7
stz goh A gele B2 USN ellA o] 4A =g 2dbstr] 9 Al
D9 M= v s 7Esr] A 1

T MAE Y8&e 7|E TOS WAA FERE 7uroz o]FoA 7]E9]

TOS WAIA] 7]dke] dHeolHE vz &83 5 A= Aol Utk

F IDE AxY Az A Hoad
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typedef struct _dst_node { /* =X xZo] gjgt FEE FFH}7] 3
A F Y3} destnode TR ¥/
u_int8 t dst_group,
u_int8_t dst_node;
} destnode;

struct tcphdr

{
u_int16_t th_sport; /* source port */

/* u_intl6_t th_dport; destination port ; ¥8J¢ TCP &t structure %/
destnode dnode; /* HFIEH R, = jd9 IF idE EFH v/
tcp_seq th_seq; /* sequence number */
tep_seq th_ack; /% acknowledgement number #*/

# if _BYTE_ORDER == _LITTLE_ENDIAN
u_int8_t th_x2:4; /% (unused) */
u_int8_t th_off:4; /* data offset */

# endif

# if __BYTE_ORDER == __BIG_ENDIAN
u_int8_t th_off:4; /* data offset */
u_int8_t th_x2:4; /* (unused) */

# endif
u_int8_t th_flags;

# define TH_FIN 0x01

# define TH_SYN 0x02

# define TH_RST 0x04

# define TH_PUSH 0x08

# define TH_ACK 0x10

# define TH_URG 0x20
u_int16_t th_win; /* window */
u_int16_t th_sum; /* checksum */
u_int16_t th_urp; /% urgent pointer */

a9 12. 449 78S 9% TCP Z2EF XA &

2) Hd"H S A% vlo]x £F o)A

HEd S 7dstr] flal wolx Eoidols 4 mEse] AH, 5% ol

¢

=279 USNel ulgt ARES A2 AANATY 908 47e) 4use] a7d
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A AR E 2229 USN %S 7dsta, A4dd =34 #ol~ ~Ho|de] IP

’

-
g vyl #1% ElolEe] HastH, o= At |Z T2 [1F]

7ure) F
e Fustel £ 3.9 [2FW0) Ug Fo w)P Hol B o] ey ¢

# 3 [ZF] 2= "3 4 w3 EHol&

IP Address Group ID dPort
117.17.102.100 1 8801
117.17.102.101 2 8802

117.17.102.n n XXXN

£ 39 0 Hol &S o] §3te] EAA S USNS Fieha, =3 o] wo s 2

golde F45 dold § 3tk =3 dPortE 3T EFA 0 = IDE 4 &}

1 USNUW e 28 ID& A& 24 Hof =3x|oAe] w= A
Fo] AR o] FAR A &S Thsido] =g

ol#l gk 4 --ol thulslo] & At =Fol A= destination IDE &3 AH dE&

L
Y

5
o
=
N
e

Z[Eoz oy, 25 ID JRE Folz 13 =2 A == 7l HEo] 5

kT
-
i
_OL
£
)
o>
_OL
k
Jhu
il
)
ol

A kS 7 9-of tn]3}te] destination IDE dPort®
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3) H& Aldd e

B oAk A% MW o83 AE Aot A FAAR e £ 9

A HA, e vE B doly ARE F7|stetr] st A& 5 vk &

A, TinyOSWHoll &= 59 USNojA e == g8 27|82 93] Delugedt

= zEa9s Asta Ak

Delugex A7 d%E TR 7299 Binaryet & 2 dolg AAS T4 A4 YE
Aadel e B2 ==Ed HEZE F& oz 19 139 YEd A
Zo] Bootloader ¥ command®} #2 wWiAUSS Zdste] sid 25 ot A=

EE dASRE 2RO € ¢ Aok

/ Host Machine

H

Sensor Node

Program \

Memory
Network Network
Programming Programming Boot
Host Program Module 2
User app ¢: —| Radio @) % il
_ Application
SREC file Packets External ( 3 ) pspecti -
(1 ) Flash
Boot loader
Section

\e

13 13. Deluge "l AY=

o] gt Deluge ZZ 132 YU USNeA 9] ofe] MAwE=59] 7} 3to] Fo
H Z2 s dAald F4sk] fste] 9 AR E A ot 18y Deluge
T U USNoA e Tz goo]EdE &olalt}, A& thE USNo
A 59 22095 YJulolEstAY 57|87t E7bsskth

o] # g Deluge ZZ 1S ¥ Aot % WHE o] §3le] Mt Ak, et

<

l

3 A= T2 USNOAE Ege Zzadloz 273 ¢JuoEr} 7hs3at).

FopAl, A2 e Ad0e 48 FHE Aol B AL A% PHe §85H
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AbEE g Tk ATk Aol e =
B

= H
AHA B AHes I HARE w2 dET 5 lon, B AHelAM =

952 473 B & ok

A Field B Field

TCP/IP

- = TCP/IP @ Sensor node

.= .- RF/Zigbee @ Base Station

29 14 B2 Az A5eolE Ao] A e
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BoERelA] Aldsts A% gWe TAL A9 AARFATLNA A%

o
S
o
w2
—
1o
of
ol
n
:(_‘—O‘z
2
il
~
>,
ofo
ol
o
2
N
=
o
i
)
l
[
fu)
2
o

B 2905

(]

ResetA 23]

Kmote DHIL}
SEENE
19 15. Kmote-S1414
¥4 78 A% % 272
ki) A% 2 =2

Kmote-5S1 4EA
- SN : 7|2 &5z A4

A e - BS : A4 1§ vF elolE uF
UART T4 2 TCP A &4 =23
2EA
TEH - OS : Fedora Core 5, VMWARE
- TinyOS 1.1.x

- UART, RF, MSP430interrupt =
nesC 74 7S HAIVEES ol &3t 4
— Osilloscope % TOSbase Z =17
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R

[e]

29 155 Kmote-S1 A& YERY
ArE A

3 4.9

At

N

ANE ol gate] 2w/EE/eR
g

o,
)

P

THAS A Y 2 2T

s 7

ol

7

tlo

2wzt

THE Y% L2k EofA =
—_— I BS -> dBS I
y
Forwarding to dBS

dest_groupin

Forwardingto SN I Searching LMT I

LMT: Location Mapping Table
dnode : destination USN info in TCP header

ORT num Drop TOS packet

dBS : Destination BS

’ Analysis P
L
I dBS -> SN I

2
| Split TOS packet in
TCP packet

Capsulation TOS
packet in TCP packet

Forwading TOS
Packet

i
ot
il

ki

AT Y
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GroupID in
TOS packet ==
Group ID?

I Searching LMT I

Forwarding to SN

LMT : Location Mapping Table
dnode : destination USN info in TCP header

a9 17 AN == > Hlo]x AEolA A EE

a9 178 A== A wol~ ~HoHo R dlojf Ay RES e A
ojt}. o] REL HolEHE Ryua st AM==2iE £ USNY =3 s=
Holz 2go]d o R dolEH & Hulr, #oj2 2H oA Hestes AL S
LHERRA T

wolz~ ~gHold e AA == RE HEie TOS izl I1F ID RS
# A USNO| Fotolt] ot T LA elatir, oF-& dole & Al 2 49

ELMTS #A8e 52 Ag7 185 2 7

g, YR 2 dgolEE R
Oo= kR UYFo A == PolHE HAE

2) LMT #AA 2§

LMT #4& Ag 2godre TOS Hz1ete] T5 D9 44 w3 wlol&ol &
st 1w IDE AAske], sl AHIE fl B9 =AX USN o]~ 2~ o]

>
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Aol ARy} EAFA gomz AL WA @)

. Searching LMT .

Group ID==
group ID in LMT

!

Searching ] cke
Destl gnment POR Drop Packet
Capsulation TOS
packet in TCP packet
I BS -> dBS I

23 18. LMT. g4 913 Bs

gy dF AR EAsE AoleE 2% D9 v e =2 USN Hlo] 2
2Elo] e TP F4Z IP syl 4tstar, TOS #Aeke] Dest ID A S LMTel
A Ak, dPORT 4HE #Zo] TCP &ldol A4dstA .

T Ao TOS HAS TCP TREZ Q] doly F&o & &3}3HA
Hu, o] 5 o] g oMo A =] wolx AE oA IPE B3 ARE AP

A €

3) #lo]x xHolA -> T3&X] Hlo]X AHoOH AR HE BE
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. BS -> dBS .
Forwarding to dBS

dnode == group

Din IMT

Analysis PORT num Drop TOS packet
I dBS -> SN I dBS : Destination BS

1% 19, Wo]~ zHolA > =22 Wolx 2HolAd AH AF BE
Hlo] 22 ~glo] A =22 Wo]~ AH oo R AEsEH JRE TCP dldd

T3] 2% ID9 TCP &lyol] EA18k= dest_group IDS} FHd A& kst
of, TdstA Fvd, 23 AFE AR BR o5 BA Hi, sdsrd,
TCP 3ol EAs= PORT JEE o8-8, Z2#] USN wol EAjsh= AlA

4) 2FA Holx AHoOA -> EFA »E HE BE
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Split TOS packet in
TCP packet

Forwading TOS
Packet

T wlol & AH oAM= HastE TCP

Aol A TOS A S %o,
olg YENAWS T AA ==

fr
ol
T
il
2
oy
ol
=)
i
B

oY HYg& Tk, HEH AF WHe

o] B & XLz}t 3k USN(Source Network) Whe] AlA == Ao A RF
Foto] Hol~ ~HOHORE HolHE

FAe

B, wlo]x ZH o] ol M= 1 HlolH
S IP 2 TCP Z=2EZQH H&3}std]

L&A M2 thE USN(Destination

HE
Network) He] A== Boll sj7lo] =zsts gelgtogn HIHS 53 A5
Wl FAS sttt

a9 21.& Source Networke] #Hlo]2A AH|o]AoA A= AZHE RF &
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Ao g JdARS 7S YEeRyA
olFA HALuHre S wlo]AAH oM A E [P ZE2ES Ftd &3t kA
He=d, &3 oA 2 ws TCP =34 XE 2o 2234 AMese] AHE

Aske] Al Ak

& root@localhost: ~/NULL E]@
~

[root@localhost NULLI# Is

dumpcode . h forwrading.c forwrading.c~ listen.c listen.c~
[root@localhost NULLI# ./listen

Oxbfci9cec Te

Oxbfc?9cec Te la 00 00 00 00 7d 5e 00 Oa bf 01 00 Oc

Oxbfci9cfc 08 00 Ob 3f Ob 43 Ob 43 Ob 42 Ob 42 Ob 42

Oxbfc79d0c Ob Ob Ob 42 Ob 50 ba e

Oxbfci9cec Te la 00 00 00 00 ¥d 5e 00 0a bf 01 00 16

Oxbfci9cfc 08 00 Ob 3f Ob 42 Ob 42 Ob 42 Ob 42 Ob 43
Oxbfc?9d0c Ob Ob Ob 42 Ob aa aB Te

[root@localhost NULLIE W

oo AA=Ed HIE sHAl 2 wol®= HeolHE R USNY IP9 37

A= d

44 2E Bud B34 ws ARE Aoz Y wso) Pzo| 7

=]
olf
_OL

+

_33_

@ jeju



il YMware Virtual Ethernet Adapter (tcp) - Wireshark g@
File Edit Mew Go Capture Analyze Statistics Telephony Tools Help

Evgaee BEXZE Aes» T L|IEE QAQOQB | @®MRE|

Filter: ~ Expression,,. Clear Apply
Mo, - | Tirme Source Destination Protocal | Info
1 0.000000 192.168.65.1 192.168.65.128 TCP sdsc-Tm > 8801 [SYN] Seq=0 win=65535 Len=0 Ms55=1460
2 0.000358 192.168.65.128 192.168.65.1 TCP 8801 > sdsc-Tm [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1460
3 0.000387 192.168.65.1 192.168.65.128 TCP sdsc-Tm > BBO1 [ACK] Seg=1 Ack=1 Win=65535 Len=0 v

i »
Frame 3 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: vmware_3c:d6:24 (00:0c:29:3c:d6:24)
Internet Protocol, src: 192.168.65.1 (192.168.65.1), DsT: 192.168.65.128 (192.168.65.128)
Transmission Control Protocol, Src Port: sdsc-1m (1537), Dst Port: 8801 (8801), Seq: 1, Ack: 1, Len: 0
source port: sdsc-Im (1537)
Destination port: 8801 (8801)
[stream index: 0]
sequence number: 1 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
Flags: 0x10 (ACK)
window size: 65535
Checksum: 0x8e6l [validation disabled]
[SEq/ACK analysis]

T # #E

=

=

&

0000 00 Oc 29 3c d6 24 00 50 56 cO 00 08 08 00 45 00 ..)<.$.P V..... E.

0010 00 28 87 Qa 40 00 80 06 6f f3 cO a8 41 01 <0 a8 P Y - T M

0020 41 80 06 01 22761 00 94 4a 41 e2 96 c¢7 d2 50 10 A...[d.. JA....P.

0030 ff ff Be 61 00 00 -

o) Destination Port (Icﬁslpuﬂ), 2 bytes Packets: 104 Disulayed:WMarked: 0 Dropped: 0 Profile: Default

Y 22, ZAESE Hlo]A Aol TCP 9445 %= 3

19 22,2 Source Network®] #HJo] 28] o] 43} Destination Networke] o] 2~
zHlo]de] MR IP ¥ T3t TCP A4S ol FiL, o]& T3l eleHEs d&s)
= As et

Source Network®] H|o] 22~ H] o] A(192.168.65.1)°l 4] Destination Network®] H|
o]~ ~H©o]A(192.16865.128)¢] A== 1H3} 3ekA & =4 o] A (three-way
handshaking) "5 <& @+ 31 71S Wireshark 2= T2 o2 714319t}

3e¢tA @ =+4] o] A (three-way handshaking)s= Al == 4ol TCP/IP ~® o] o}
2 FA -l 7] wie] wo]lx 2HolHAA AZ2S W= AoE ol AHlA
NA AZE RE FHell AA =9 A5 wdho] o] Fol A A ®th ==¢9} Source
Network®] ®lo]~  ~Ho]A7te] A&  u3ke  Sequence Number ¢}

=

AEA = AR agko] o] Fof

rO
ol
=
(d

Acknowledgment Number & E3jA 3
A A A

Source Network®} Destination®] #o]2x =g o] A7ke] AL vh5-9 A4}
gko] o] Fofxitt.

1) Source Network®] #]o]2~ Z~E|o] Ao A Destination Network®] #lo]2~ 2|

et

=
S
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ojdo R AAs7] 9t SYN FlagZF A4 A& By,
2) Destination Networke] ®]o]2~ g o] Ao A thA] SYN, ACK Flag7} 24 %
PSS B,
3) &2 o2 Source Networke] #lo] A~ ~H oo ACK Flagzl A A%
oz Aol gy,

o]FAl ddo] HW, 1y 23.9F #o] HolHE dEsiA Hnt

Il YMware ViﬂuaElhernei*damr (icp) - Wireshark E - g@
File Edit Miew Go Capture Analyze Statistice Telephony Tools Help

BEaeE PEXSE A¢»wTL2|(EB Qaal @0m% B

Filter: ~ Euxpression,.. Clear Apply
Mo, . Time Source Destination Pratocol | Info @
4 0.002020 192.168.65.128 192.168.65.1 55H Encrypted response packet len=1460 = )
5 0.002548 192.168.65.128 192.168.65.1 SS5H encrypted response packet Ten=1460
6 0.002579 192.168.65.1 192.168.65.128 TCP docstor > ssh [ACK] Seg=1 Ack=2921 wWin=65535 Len=0
7 0.002644 192.168.65.128 192.168.65.1 S5H Encrypted response packet len=1228
8 0.002678 192.168.65.1 192.168.65.128 TCP docstor > ssh [ACK] Seg=1 Ack=4149 win=64307 Len=0
9 0.003819 192.168.65.1 192.168.65.128 SSH Encrypted reguest packet Ten=52
10 340 192.168.65.128 192.168.65.1  TCP  BB01 > sdsc-Im [PsH, ack] seq=1 Ack=1 win=5840 Len=1024
11 0.005093 192.168.65.128 192.168.65.1 TCP ssh > docstor [ACK] Seq=4149 Ack=53 win=9648 Len=0
12 0.005426 192.168.65.128 192.168.65.1 SSH Encrvoted response packet len=1460 m
= mo | (2]

Frame 10 (1078 bytes on wire, 1078 bytes captured)
Ethernet II, Src: vmware_3c:d6:24 (00:0c:29:3c:d6:24), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol, Src: 192.168.65.128 (192.168.65.128),|Dst: 192.168.65.1 (192.168.65.1)
\E\ Transmission Control Protocol, Dst Port:
source port: 8801 (8801)
Destination port: sdsc-Tm (1537)
‘ [stream index: 0] |

: 1, Len: 1024

Sequence number: 1 (relative sequence number)
‘ [Next sequence number: 1025 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
Flags: Ox18 (PSH, ACK) |
Window size: 5840
‘ checksum: 0x62c5 [validation disabled]
[seEq/ack analysis]
= Data (1024 bytes) |

" pata: 7E7E421, D5EO00ABFOL 10062086208... | | rF 4

[Length: 1024]

0030 16 d0 62 c5 00 00 7e 7e 42 1a 00 00 00 00 7d
0040 5e 00 Oa bf 01 00 08 66 01 00 62 Ob &2 Ob 62 Ob
0050 62 Ob 5F Ob 62 Ob 62 Ob 5f Ob 63 Ob 5f 0b c7 b7
0060 7e 7e 42 1a 00 00 00 00 00 7d 5e 00 Oa bf 01 00
0070 12 66 01 00 63 Ob 62 Ob 62 Ob 62 Ob 5f Ob 62 Ob
0080 62 Ob 62 Ob 63 Ob 0b le 16 7e 7e 42 la 00 00
0090 00 00 00 7d 5e 00 01 00 1c 66 01 00 62 Ob
00a0 5f Ob 62 Ob 62 0 62 Gb 5 0b 5f 0b 62 0b
00b0 62 Ob 7d 5 00 00 00 00 00 7d Se

O/ Data (data, data), mza Bytesiil. \backms 104 Displaged: 104 Marked: DDmpped T " Frofile: Default

a9 23 A ==7F dolHE Ryl J= 34

1m

TCP ¢ ¥EXHZ F 9 1Byter= ‘01’2 1¥H ==% 2w 3 Source Network?]
Hlo] 2~ ~H o] A 3} Destination Network?] A== A2 do|lgE wstslr] =

of 397 #M=4]o] Athree-way handshaking) S ©]§3te] A4S Pt}

2

Source Network?] HJo] 2~ 2 H| o] Ao A Destination Network?] H]o] A~ 2] 9]

o8 AZAS Be Ho Source AA =7} Source Networke] H]o] 2~ 2 H| o] A o
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Z dHolgHE HUWA Hrt}l Destination Networke wHjo]~ ~Hlo]Ao] [P7}

'z
fols
0
0
=
o
t
L
of

192.168.65.1°] 12 Source Network?] H]o]Z~ 2~ H o] Ao 4] Port
g 23014 &2lg 4= At} PorttHE 88012 =&A] AlA wE2

1
o Hths RS oulgth o|& Eako] PF49 LEWNES Fate] A5

»

[t
(1
fols
il
ol
_O‘L
£
N
ri

= A YEYAY A== FHLo] 7Fs3dty, TCPe X

-

of of Aol e A wgko] 7t
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3. A3} £

waolA e At AE WHE ol&ste] IP-USNe| dA&o] 7teds AT
T AT A2 tE USNE d&st7] skl 8y WS Abesklal TCP/IP

e Ao BE®E IP W TCP TR EZF Y] USN HlolE & &3} 3o HUy=

e

WS o] &3l9t) IP dltle] A9 Z2EFZQ TCP 3|t 9 Destination Port ol
A2 USN % w== HZHE AXste] dHeolHE &3t sto dEFstadon,
TCP/IP =®o] & Hoj3ls A5 USN 939 WA= TCPS Destination
Portel ald HAA ARE A myozan oo Ar Mo 5o
7hs ettt Wlo] 2= 2H o] A2 Alo]Eg o] s &t USN dlolE & 4&35}/9 7]
3 44 Bt FH F Abe] HolH AEE FostE &S drh

B oAk % WS o] &35, AA ] USN 340 A = Wxe] TCP/AP 2 H o]
T-EEA golx= TOS_Msg 59 A4 ZREZS 7tAa E4lo] 7Mssite #
o] gl o]l wpel MM oMo TCP/IP ¢ Z2EZS A2ty 93 oH
AE=TF EAHA B

Ho]~ 2goldoAe IP @ TCP ZaEZUe AxEst 2 I9&s), ohe
USN%e| LMT Heol= AEE 3 v <9 A=nk 9lew, 1has| gadgda +

AA == dolBE Aesdt o= WHde F 7HA Bl 93] F+do] 7hsdt

AA W2 1P sld 9 Identification < A< st USN 15 AH e} 4l
Al wE ARE A BulE Yot o] W A& TCPY 3te &
Fobd delg e A7lE & 4 F Atke FFol AAT =Y & UE HolH
o A7]= A TS AL TCP st 9] 20nte]|Eolr, o] Fk =7 AlA 4

Fodo] ooz A Avjolrt, g il [P dlolH
g == ABE A BWlS 9 Raw Level oA A gldlof H 2= o] &

g Aol Aol 3ol Adldoem ol deoly AF Fo wAst= dolH Y
=4 WHE TCP 39 Destination Port-5-3 A4 2] s}o] USN 15 A K<}
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A e BRE A Bl ol o] Wi el A= 7l 277
IP dErt Hlle= ARG Aoa oz AXA Hu, Port HEo A== ZRE
Agate]l Hozxn ofFe Aol Aol sk o] vk 1eal TCP AZA % =
2EZ=Z HolHE AFstr] dol 377 =4 o] A(three-way handshaking) %

AME e B oy 54 3

A

He Foto] 2S5 #7] wiigel gelSHt
Aol A 3l 7Heste, IP sl ol 542 ARE AFsA Bl Ary ek o

2 5y 5 s il 9

¥ 5. IP9 TCPe H] i

IP TCP
] A27) 2t} Aoz A1)
AEE Aol AT 3 Aol o =z oj#H ) T3 o] =
dlele AEe A4 s} =t
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Iv. 2%

B =50 A= Tunneling 7| H S o] &3o] IP-USN %5 Wi 3t A5 4
gttt T2EZo| A2 o WE §Fs7] fgk WA= Dual Stack 7€,
Header Translation 28] 32 Tunneling 7]¥ o] =8 2 =A== USNe do]
HE dA A8 F2 IPvds F&3 IPH e A& ¥38F9] Tunneling 7S ©]
&3t IP-USNS F535k= Wl diste] At

=70 Ak WS USN diolHE IP "oy a3l A& AlAA o=z

= W = AU e R oEgAeldE
ol Z8AFE Eolal A Axe HolH HFS Sflste TCPZEREZY
Destination Port -3¢l HolHE &3t A AA BWogH 753t

3 AA el USN #HAoAe= WHixe] TCP/AP £Elo] FdHA otk
TOS_Msg 59 AA ZR2EZS 7HA 3L F4lo] 7Hesitbe 3ol At o]l w
g AA wm=d e TCP/IP o Z2EZS Agst7] flg e =7t Ex kA
=

Hlo]~ ~golAoe] TP @ TCP ZREZU &3t 2 IQ&3 g2
USN® o] LMT HlolE ARE &3 v T Agrt lew, 3ts] IP-USN%

X
N
)
olr
1%
filo
Job
r o
ol
ol
R
r

Ko}
>
Lo
2l
N
rr
o!

oL

iy

oot b S A8 A Deluge ZZE 1] 5 USNoA 9 ddoE 2=z
o] 3HAE FHIY AZ thE USNIAME T3t ddolE7t 753t
gk A2 & USN Bl Ao AR I 2 AFgoly Aoj7F Hadh e X
2 o, od #&3 dF WHewE J8dH F Ut
AR e tie F5F ATEE JA EHolES JHAste] LMTE 75392
L, A A A AR & USN BAlS Fhotel 4 5 ol& Bestr] 9
A7 FAEoloF & Alow AR EH
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