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Summary

As we enter the 2Ist century in a world of increasing automation and
technology in the areas of financial transactions, licensing, and entrv to secure
areas, it becomes increasingly important to positively identify individuals. The
problems  with fraud and counterfeiting  continue, with the increase in the
digital technology and improvements  in  low-cost devices such as color
printers. So there is a significant demand for fast reliable identification of
people and verification of cards and IDs.

In this paper, a new optical security syvstem is proposed. This system not
only encrypts the original image  into a random-noise-like image but also
decrypts the encrypted image and identifies by using 4-f optical correlation
system. The encrypted image is made by a fully phase image encryption
technique that two random phase masks located in the input and the Fourier
planc of 4-f correlator. This encrvpted image can be decryvpted onlv when the
corresponding phase codes are used for decryption.  Personal information.
however, can be known because encrypted image is decrypted. Therefore 1
propose, in this paper, modified fully phase Image encryption technique that the
encrypted image is used for verifying the identity without decrypting of the
encrypted image. In personal identification process, identity is verified from
PIN(personal identification number) by using MMACE or MMACE_p filter.
And then authenticity of the card is verified by using OWMF(optical wavelet
matched filter). MMACE and MMACE_p filter are svnthetic filter that four
MACE(minimum average correlation energy) filters arc multiplexed in one filter
plane to recognize the 10 different identification numbers. Computer simulation

results show a good performance of the proposed optical security technique.
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Fig. 1. Schematic diagram of Vander Lugt optical correlator.
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Fig. 2. Optical implementation of the fully phase encryption method.
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Fig. 3. Optical implementation of the image reconstruction method.
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L Random-phase key 11 gﬁiﬂbggi;j i Method ?__l
MMACE
D ecrypted PIN #3 -» Discrimination &
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Fig. 5. The block diagram of verifying system.
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Table 1. Code table for personal identification number.
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Fig. 8. Phase encryption and decryption for a binary image:
(a) original binary image, (b) magnitude of the encrypted image,
(c) phase of the encrypted image, (d) recovered image,
(e) recovered image in additive white gaussian noise(0=0.5MSE=0.0154),
(f) reconstructed image from a different random phase keyv in the

frequency domain.
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Fig. 9. Encryption and decrvption for a grav-scale image:
() original grayv-scale image,  (h) magnitude of the encrypted image,
(bt magnitude of the encrypted image, (d) recovered Image,
fe) recovered image in additive white gaussian noise(0-0.35.V/SE 0.0126),
(N reconstructed image from a different random phase kev in the

space domian.
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Fig. 10. MSE versus standard deviation in the prese of additive white

gaussian noise.
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(a) (h)

Fig. 12, Recognition of the personal identification number in additive
white gaussian nolse (0=0.5)
tal recovered binary imagetV/ISE=0.0154, (b encrypted image with noise.
fer correlation (a) with NINIACE,  (d) correlation (b) with NMACE_p,

te) thresholded image of the (), (f) thresholded image of the ().
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Ret mmage Test image | Test image 2 [est image 3 Test image -

ta)

(h)

Fig. 15, The Data for verifving the authenticity of the 1D card:
ta) oniginal face images,
(h) wavelet transform of the original face images.

(¢) recovered image from the encrvpted image with white noise,



(a) auto—correlation (b) 0=0

(c) 0=0.3 (d) 0=0.5

Fig. 16. Correlation results of the reference image:
(a) correlation the OWMF with the reference image,

(b), (c), (d), (e), (f) correlatoin the OWMF with the decrypted images.
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(a) OWMF1 (b) OWMF?2

(e) OWMFI, 0=0.3 (fy OWMF2, 0=0.5

(g) OWMEF3, 0=0.7 (h) OWMF4, o=]

Fig. 17. Correlation results of the test images with decryted image:

(a), (b), (¢), (d) correlation OWMFs with decrypted image without noise,

(e), (f), (g), (h) correlation OWMFs with decrypted image in additive noise.
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Fig. 18. Correlation peak value versus standard deviation in the presence of

additive white gaussian noise.
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