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Abstract

Bluetooth is standard to implement bidirectional short distance communication
between portable units such as hand phone, PDA, notebook by cheaper without
complicated wire. In some, negative views are coming out about bluetooth that
is falling behind in market competition with wireless LAN. But bluetooth
product launch is brisking gradually according to falling of chip set price and
development of connected technology and target’'s extension to apply.
Therefore, many inside and outside of the country companies are making
efforts bluetooth module development and several application markets. Now
there is no the company which develop bluetooth chip in the country and the
SamSung Electronic, Hynix, GCT semi, MewTel etc. are developing it as
developing product. Therefore it needs fundamental technology access and
chip manufacture in nation can do that have large meaning.

In this thesis, the structure and basis function of baseband that is low level
of bluetooth are analyzed via specification that is opened present to design
bluetooth chip. Some blocks of baseband that is easy to load to MCU are
implemented to hardware and firmware. And the implementation results are
compared by size, implementation speed, number of creation and MCU load.
Then suitable implementation plan is proposed. Also applying the proposed
implementation method, baseband is designed to FPGA and firmware
implementation block is made out to MCU. Finally, this thesis readies a basis
of chip design by confirming packet transmission through the development
board that integrates FPGA and MCU.

The hardware/firmware division implementation method proposed in this

thesis can elicit methods to design little more efficient system by choosing

suitable implementation method according to characteristic of baseband blocks.
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Fdg=
Host Link Manager
X x
— Link Controller
flow control security link control JCLK system
M M " ! Access
Code
A AC
H <«
Hea e 1/3] [Correlator v
» —> ”
der . whit|  [F E \
v —— ening C | Packet —>
Pay © Encry 2/3 / RF interface
Buffer | 9 [152q] % |r | % ption ” LA I T
)4y N
Selection
: Encryption
Audio
o 5]
CODEC Key
Generation

Fig. 1. Baseband/LC(link controller) architecture
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ol wolaMEd A o] Fojitt EF, 7 AR 625use] HolE A

(TDD:time-division-duplex)S M EAT o ZH $5AS WEEA Ak o83k A
29 feiM e A SFF2 FYo] 875, Fig. 2014 Ho

Y F e WBHIER o] FolA k. o]x FFAT|9 Bolnt koks AARete
WAl A"l FEozA 3125ustttt =718 & Eolth.(Jennifer Bray and

Charles F Sturman, 2001)(Bluetooth SIG, 2000)

27 11718 IHB=THE b, 1 2203 1 A\-D

<4+— 3.2KHz
[ ] lHHHH‘i‘U"
625312.5us
1.28s 1 25ms

Fig. 2. Blutooth clock

Lok AlEAY EFHAE %3] AlWA(nquiry sequence), %3] L9 Al@E~
(inquiry response sequence), &% =92 A9 ~(page hopping sequence), &% %
o Al X(page response sequence), AMd =9 A 2(channel hopping
sequence) ol om tinfo]zo] Zb AFEje uwhe} AREE L 9)E Ao =Tt o)
21,

Fig. 32 79 Z=¢F A|=glo| Ao 3 A8 Ad EFo|tt, EFF2 7

o]

oAM= 79 & o8 Mo 32 & AlZHEER T
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2% 'master—-to-slave’ ¢l %], 'slave-to-master’ 1% 9] A% WIS

o 3 WA 7HE7I(ADD) = Al
=Y FXOR) A Bt A4bs FdatA @k v @AY &9 ALHPERMS)
Fig. 49} 211 Table 12> Ao} A% P(1'Y w)ol] w& 7Z9 525 HojFr o
VM Py_g Dy_g Py_13= Cy_y ® YL ol alB¥m Z= wiebs =j3te] =
ERL=S

A EF
5 7 7 10 |
| 2]
4
5 5 7]
X% |A DLy ADiA |
D 1) ,_

d 32

mor +mod/9 73
Y2 |
3
77

Fig. 3. Block diagram of hop selection kernel

Table 1. Control of the butterflies.

Control Control
. Butterfly . Butterfly
signal signal
Py {Zo. 71} Pg (), 74
Py {Zy, 73} Py {Zo, 73}
Py (Z,, 7} P1o {Zs, Z4)
Ps {Zs, 74} Pu {Z1, 73}
Py {Zo, 74} P12 {Zo, 73}
Ps (Z1, 73} P13 {Z1, 7}
Ps {Zo, 74}
P; {Zo, 74}




stage 1 2 3 4 5 6 7
P]:g P12 P11 Pm P9 P8 P7 P@ P5 P4 PS PZ Pl PO
YV YV VY YV VY VY
Zo >
71 >
7o >
73 >
Z4 >

Fig. 4. Permutation operation

Table 2. Control of hop selection kernel

Page response
Page scan/ . .
) Page/Inquiry |(master/slave) and| Connection state
Inquiry scan .
Inquiry response
X | CLKNg 1 | X, /X, X /X CLKs 2
Y1 0 CLKE)/CLKN;| CLKE/CLKN; CLK;
32 x CLKE)/ 32 x CLKE/
Y2 0 32 x CLK
32 « CLKN; SRR o
A Asr23 Az703 Agro3 A3 & CLKos01
B A22*]9 A22’19 AZ"*]‘) A22*19
C Asp420 Agpa20 Asp420 Aggpa20 D CLKoo 16
D Ag 10 Ais10 A 10 A1 & CLKi57
E A].’%,l 19,75 A1:5,1 1,9,75,3,1 A].’%,l 1,9,7,5,3,1 Al:%,] 1,9,75,3,1
F 0 0 0 16xCLK27-7 mod79
T WA 7P1(ADD)E 32 & MaHEE 7h7] thE £k FaeSo|
(mapping)Al 71+ 98-S sl o] &2 79 Yy x] AXL Faste] 79 d A
o] WA FarA AABAC. #HA2HolE 004 789 Lok Fapo] 3
B4 2= A=E A b9 AsldE RS moF Faen, dsle B4
#oeg FADG
Table 2= A8 AL AAYE=E YERH FHola ZF AHe| & 43 X& 4



(1)~2 (B)ol] Bt} o)u] AlesE= 2o = ttey 2o}
@O CLKyo - @A gzmzvlel vlxy &
@ CLKNgyo : 71719 21§ &9

@ CLKEy : =% 7]7]9] 1§ S <4< g3t 22
(1) %3] “H

3] el (inquiry substate)oll A el X-4#HE& 54 71719 Fa7F of4 A4+

BEi7E oy 7] wiZel 3] ¢ CLKNeo| AFEH L, o= 24 ()3 o] %

=)

of Wl ke, = 2 (28 Bk F4 d¥oz= GIAC LAPSE DCI(default check

initialization =0x00)¢] 48] E LSB7} A& ¥},

X =[ CLEN s_1+ k yput( CLKN,_5— CLKN 5_1,)mod16]mod32 (1)

! A— train
Rogfser = { 8 B— train @

(2) %3] %%

%3] $9(nquiry response) JEHlolAe X-dg€e 4 3)F Zu. o7]A

CLKN* ;_,> CLKN¥ wh=E]e] CLKE®S] #fol& Qs A &40 7M5A4dS
at7] Sl dAle EHolH o= et Aol N2 &H 7] FHS 7
o] AFH FHH Fisith. 3] FHio nhUHAR F4 4¥S GIAC LAPS
DCI®| 4H]E LSB7} AH-&-# ),

X ir— [ CLKN* 16—12 + N] mod 32 (3)



79 Zof A"l A $A17]1E 16 E3olu 10msol A 167¢] v =of F3t
F=2 338 F71 ged, o2 A & =9 Al A (paging hopping sequence)Z
16719 F3+2 zt= % MY 18 A-train® B-train®® o] AgstA @
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A cLKE,°) 0°] H& &=xtuith 14 Zobsith X-9dE e A (6% 2k

Xprm:[ CLKE*16,12+ koffset*+( CLKE*4,2’O

— CLKE " ;_15)mod 16 + Nlmod 32 (6)

(5) 942 ZH

AA “JH(connection state)ol A= wlAE Q] tulolx~ FA4el S8 8 ARSI

maEE A4 (CLK,, =00) ¥4, SlolHE E4(CLK ,_, =10) &F1A]

(header), ¥|°]ZX(payload)® T4 4
AEE 97, ACL(asynchronous connection less) 3Z, SCO(synchronous
connection oriented) F|F o2 o]ty ESH o] 3744 L FHol2E o],
FEC(forward error correction) ¥4}, CRC(cyclic redundancy check) & &l u}
gt o Mgt izlew vrolzinh ZF sjFle] FRe wel dF Sk @A

= 7HE Hae £x25 2 5 3= W7l DHS djrlew, Mty RER Ha

%2

Y

723.3Kbps, 3 REZi= 231 4339Kbps7hAl ¥ 4= 9lth Fig. 5% Hlo] 2wl =
A A W d= dubAdel 7o) Feoltt.(Jennifer Bray and Charles F
Sturman, 2001)(Bluetooth SIG, 2000)
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LSB 72 54 0-2745 MSB

Access code| Header Payload

Fig. 5. Packet format

X
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M
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:OL
iuf
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Aa

DadonyEe] HolE A5 e 47 vk 1

BN
rir
[H
Ak
02
e

(preamble), &7]9¥ =(sync word), E# L (trailer) = F+AEHH, F
of dltl7t & Wi T2RES Holg zta, %A g A fode EdeE A9
gk 68U EE ZHA "tk Al
M E AR =1 olu: AE WAl X (signaling message)® A8 EHE Aolw, 3
g} Hol2=% Y. Fig. 62 A8 44 wmeg g~ Z=E CAC(channel
access code), DAC(device access code), IAC(inquiry access code)Z Ui A O]

W, Fig. 72 A= 3= s719=9] B4 RS BHojFa 9]

r\r

Z71- 92 24 AA4A =39 TF HA

| Preamble(4bit | Sync Word (64bit) [ Trailer(biv) |
70101 0... ! 0101
1010 1. .0 1010
| cAC(72bit) [ Preamble(dbit] master's LAP [ Trailertbiv |
| DAC(B4bit) [ Preamble(dbit)] slave’'s LAP |
| GIAC(64bit) [|Preamble(4biv) reserved|dereved by 0x9ESB33] \
| DIAC(64bit) || Preamble(dbit)| reserved |

Fig. 6. The kind of access code
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LAP

| aygyay... agg || 001101 | if 023:0
[ aoai...ay | 110000 | if ap=1
&)

| psbs... b5 | pss... pes |

| Xg...%3 | %a... xy | data to encode
| Cp... Cxp3 " Xp.oo Xog ||x24... X 5 | codeword

&)

| Do... D33 " Dy bs... Dy ||1758...ﬁ63|
lc woo. ¢ avai...ay | oomon |
lc v... ¢ ] avai..ay [ 110000 ]

Fig. 7. Construction of the sync word

o due Fa Ao ZREEN P9 T3 A dAH= JERE @

B R o5 HEC(header error check)E X 3tste] 18H|Eo]al, o]AL 1/3

FECel 9laix ¢tz stsof AW ES F43t

LSB 3 4 1 1 1 3 MSB

AM_ADDR| TYPE [ FLOW || ARQN || SEQN | HEC

Fig. 8. Header format

¥xieo] Z} 4= F 3HE AM_ADDRS ¥WH¥ FA(member address)®
Aol &4 W ES AEEy] 98 24 SPlolHoA dAHew T4

Faolth 4uES TYPE Z=t 16719 A 69 5 dx AgHE b



70 Fes A8, 7o)l g o] Bl &R (time slot)& 24| dh=A . LER
Fth FLOW+= ACL 39 97l 55 Alofel AHg¥™, ARQN> CRCE 21

A= AR HelHY AEAQ AE oFE deErh. SEQNL2 A= HolE 7}

2
of
i

] wjuith M E H&= FREow AFo] AEetd $A50] ACKE WA o
i SEQN HIEZE fAso] AR AREs dFsid "k vpAHoR S E9)
HEC7} @A =4l o= Fig. 99 A 3 =dl ofs] A4, of fA2H =
7] gro 2= npA~E ¢ 8H]E UAP(upper address part)”7} AF-& €T}

¢
it
r
.

D" D! D> D’ A 8

vy I '
Ll;l» @»D» @>|;|—>|;|—>|;|> @*D—>|;|> @>|;|> o>

data in

(LSB first)

Fig. 9. the LFSR circuit generating the HEC
(3) Holzm=

Holzew A AFstax ste FJu FRoRA A9 ZZEFQ L2CAP
(logical link control and adaptation protocol)t} LM(link manager) o 2 5F-E 2] u|
AA] AE AA delH & 233t Fig. 102 2ol B ACL 719 Hol=2=
2=+ FolzE Y, dlo]m= dolE A, CRC TES] Al FiEo® oA
W HojmEe] o] HEe] Fig. 1114 Rojx= ZAH 168 E CRC 3|25 &
& o]Fojxitt. HEC A4 3=t nizx7kAl= CRC 3| 29| #dA=H %7] ghow
B ¢ 8H]E UAP7} AH-&9t}
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LSB 2 1 5 0-2745 16 MSB
L_CH || FLOW ||LENGTH" Payload || CRC

<4— payload header —»

Fig. 10. Payload format

0 5 12 S_T_z 16
" ) T
ORDODEODDRDERD D00
1 4 data in
(LSB first)

Fig. 11. the LFSR circuit generating the CRC

3. ME g3}t 8 FEC

(1) v E |F s}

HE dE sH(whitening)= HlolHE WH3}Fst7] 918te] Fig. 128 & 44"
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D* D7 data in(LSB first)

L@>I>I>I>@>I>EIL

data out

Fig. 12. Data whitening LFSR

(2) FEC

A FA#EEo] HolrmEo = el AHA(error correction) E o7 A=

(error checking)®] 7|% %=

af

gttt BEFF2A AREEHE o A wHe
1/3 rate FEC, 2/3 rate FEC, ARQZ #F¥™, 1 A& 7] F/Fol wet ot
2t} oo grt BAE AL AAEFS = o] AL ACL A AN 75}
M, SCO F AN = AFFo] o]FojxA etk oy HES BFE AR AA
2 5E, 3, Helz= Zhzbo] tisf o] Fo Xt

7V A=H 3 1/3 rate FEC= @A 2F [ ES Al W ibgsto] a5 digh v

&
y
lo,
N
N
o
o
ko
o
—z
Me
L
(o
h
—
@
=
=8
@
s
t)
@
o%
22
o
>
>
of
ol
K
o,
o

Loo] 0] 60 61] 21] 0] 05]0.]54].

Fig. 13. Bit-repetition encoding scheme

2/3 rate FEC+ LFSRinear feedback shift register)® T3 % (1510)%<F 3j
Y (hamming)Z =°]t}, WA BEE 10HE Y=o disiA 15HE7E €€}, of
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W2 10ME 48 FoA 2R ES HEstan IMES AASA Hed, =752

D° D? D' 2 5
L
L ' v
([P e 4
5 5 7) ?—.1/_>
data in
(LSB first)

Fig. 14. LFSR generating the (15,10) shortened hamming code
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FAagell= @97 (unit key)®t Z37|(combination key), 1|3l w}E]F]

(master key), %7]7](initialization key)7} At} @971+ w40 7124 v 3]

=
=
ol B B mete aTd W AT w97 2 g, FRAES 0%
T

E ,,: (RAND, address)—Ar' (X, Y) (7a)
X = RAND[(...14]1\U(RAND[ 15]1D6) (7b)
Y=\Jaddress|[ :(mod6)] (7c)

B 7= ve 42 AR AREEH Aol JA71E dAskE Y7ol
Z7171= 128H|ER st AlAdel wieto] AMEH = JA7I=A fule] 27|34
o AFgE T o] 7152 AF8-AF9] PIN(personal identification number) 98 %<
ol-gste] A= KBE 42y AR JHEEA =y, A Q) xdF A 2
ol E, @nEFS AFETT o]gfol= &Y o] B e tnfo]s FA4 miiE|of] o]
A= 1284 E ] RANDZF 948 ghro® Folrkal, 128HEe] &3 7] Fho] u
oA At

E ,:(IIN', RAND, L )—A7» (X, Y) (8a)
X=UININT[i(modL")] (8b)
Y= RAND[0...14]\U(RAND[15]DL") (8c)

npxjgto g ols 3 WA oA ALEEH+E= 9453 (encryption key)7t J=H o]+

A da71=5YH fFEdEY dusrlE A s Ey, daelEol At
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E ;: (K, RAND, COF)—Hash( K, RAND, COF,12) 9)

oluf, 4 e A =79 968 E ] COF(ciphering offset number) L8]
3 128¥]E¢] RANDE E3] W&o H, COF= 05 HAoA A== ACO
(authenticated ciphering offset)el] 7|%& T3 Ut}

ojFA oy Z7HA 71E AbEshe o= A Hubolivint wixey A% F3tho

o714 Adide] T H= HEIE & J=A AAs] A WY ZEEE

AA
(2-move protocol)©] AFEH =, 7|EH o R o] ZREFZS T rfulol A7 &

o
Ak
=
u
il
-
[-'O
o|\
i
o
o
ox
of
)
(o
fu
4>
O%
R
N
i
__)itll
[
ol
X

At o] AT HAHoNA BAHAE ACO 2 FF tupo]zo] A%
3715 wt==d ARSEH Fig. 15 7 tnbo]l & Aol A 8] 915 AAS W5

o9

K
T
o
=2
&2 2
fot

El1& Fig. 169} #o] SAFER+2t1 B8 YA = Ard Arel W

el Ar'o w2 A He vk El19 g€ eg= f=7], RAND 12/ tnp

o] FA& gro] BEolrta HEAH o= SRES(signed response)?t ACO7F WrE0] A
=t

ArZ R dF A= SAFER++= 1998WS 7|Ho= ®F 7|gte] wks¥ DES
(the data encryption standard)®] Uite= 7Jjdd daglso=24, AES

(advanced encryption standard)®] X <d1#]< 5 ito|td. o] SAFER+ €l



g+ TxE Fig. 179 YEepHATE.(James L. Massey and

Khachatrian and Dr. Melsik K. Kuregian, 1998)

Gurgan H.

Device A: Verifier Device B: Claimant
BD_ADDR BD_ADDR
(B) RAND A (B)
RAND(A) El RAND(A) El
Link Key Link Key
—>
SRES
v oy v v
ACO ACO
SRES’ SRES
7=
SRES

Fig. 15. Description of the authentication process

RAND

Key Ar address
v

offset a8

K’ d 128 E <4+— L=6
—> Ar/
v
32 9%
SRES ACO

Fig. 16. Flow of data for the computation of E1
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RAND
v

Key-controlled substituation <—round Key
v

| PHT |
v

| PHT |
v

| PHT |
v

| PHT |
v

round n

v

‘ round 87}A] 8 <] HhE ‘

Fig. 17. SAFER+ algorithm

EF TRl AREA AE = sl dolrE FES destdoend Hed
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Fig. 18. Stream ciphering for bluetooth with E|
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Fig. 19. Concept of the encryption engine
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Fig. 20. Environment for hardware test(baseband test board)
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SIG(special interest group) +Z22 AZ dolEg ¢ vl - £ Ay 4
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PupZ-furl = 0 ma
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B 7 - e = —wrm o mem wrwe
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(b) Page state / Inquiry state
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S End = 556 v 7 i
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o FI2Ti0) = “h DRGOCLD WONOOELY e
el [2T/0) = ~h Damnik @dmice Do O o O o e 1
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(c) Slave page response state
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Tiaak = 012 oo l0eanrl = 0
Sim End « $E6 o R0 i0s 5 1 T
E 2 g F = i G 28 £ r3 i ;
= ‘& (OA0LE 1Js ] e
= ‘& (D014 TEIELY — AmIIE L AL L S TP 0 e e s
lap[ 2L 0] = “h Exparras WEEESTT]E
hepFle ] = d 13 E i ] 151 3 z
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furd=Cur]l = | na
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(e) Connection state

Fig. 23. The hardware simulation values of hop sequence(a)(b)(c)(d)(e)
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(a) Page scan / Inquiry scan
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HRaRBEan = 41 B 1k 15 45 14
BoA0RBEIe @ 4% 13 4 A 17 H1 J@ 34 55 1% I IR X3 LA 22
A«-RARBATA = 41 @5 1A B4 AY 43 B d6 47 11 1R 1 15 45 id
A-AARBATA 1 4% 13 34 2ZA 17 &H1 3@ 24 55 4% 25 XA 231 53 23
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(b) Page state / Inquiry state
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Maszter Page Response State

AxA0RAA14 : 13 28 17 3@ 51 24 55 26 19 28 23
AxA0AAA34 : 21 36 25 38 27 63 31 65 Y4 52 78
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(d) Master page response state
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Conmection State
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(e) Connection state

Fig. 24. The firmware simulation values of hop sequence(a)(b)(c)(d)(e)
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3. AL A= stedol/Heol 4| B A

A B C D E F
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Fig. 25. The division of realization for hop sequence
Table 3. Realization size of hop sequence block
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Fig. 26. The hardware simulation values of access code
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Fig. 27. The firmware simulation values of access code
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Fig. 28. The division of realization for access code

Table 4. Realization size of access code block
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(a) The initial value of each LFSR and switch 'ON’
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(b) The generated encryption stream

Fig. 29. The hardware simulation values of encryption(a)(b)
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Fig. 30. Hardware realization size of encryption
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(b) The generated encryption stream

Fig. 31. The firmware simulation values of encryption(a)(b)
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Fig. 33. The hardware simulation values of SAFER+
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Fig. 34. The hardware simulation values of authentication
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Fig. 35. The firmware simulation values of authentication
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Fig. 36. Firmware realization size of authentication
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Fig. 37. Transmission test environment
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