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SUMMARY

Recently, the IDS(intrusion detection system) have received much attention
from theoretical and practical point of view since information warfare
attacks are more increased and sophisticated.

The new intrusion detection architecture which is composed of the
multiple layers with hierarchically connected agents is described in this
paper. In doing so, the configuration of agent’s module suitable for
hierarchical structure is employed, KQML(Knowledge Query and Manipula-
tion Language) based-protocol is applied, and the procedure of operation in
the architecture is explained.

To illustrate the operation performance of the proposed architecture, the
prototype of suggested system is implemented. The prototype considered in
this paper consists of Supervisor agent, Cooperator agent, MAN1 agent,
MAN2 agent, MAN3 agent, SCAN agent, and SYN agent. The management
systems are attacked by the scan and syn attack tools.

The efficient protocol design and the authentication of agents for the IDS

would be main issues for the future work.



JEIY Abgo] Sofdol] wep Hete] gk @7+ AA F7kskal Ak oy g Heb
A TAES Wwolstr] fete] AAg Bk AMul27t FaEojop ghrh Bl AH|
o= 71D A (confidentiality), <15 (authentication), S ZAA (integrity), <% 2|
(nonrepudiation), <A~ A o] (access control), 7}&A (availability) 5 (Stallings, 1997)
o] 9d=d, ®Ber Tyl Al ~®l(security management system)ol A& o] 3k H el AjH)
255 AHESA FdeA "Hh o)y Hel MuAES AFs] g TGl
e W= G g1 2@ gjSo] e FHEd, ©§A BRI AAEA A
(IDS, Intrusion Detection System)o] o] & Ft}.

AGHAE BHAZAY 2sE EAst7] 98 HFHY UE A BAstE o]
HEE EYHESE FHBace, 2000)1th. HAFA= 1980d 4 F-E w]=r] System
Design Laboratory, SRI international(SRI/SDL)oA AT+E<S 38t vl thix3

;

-
[}

[»
juiit)

A dAF=EE Aoz HAYA 7]5E& ZE IDESUntrusion Detection Expert
System)(Javitz$} Valdes, 1991. Lunts, 1992), o8 T 2EES Aoz 3= <
g4 deAds dEe g A 71E =g dAYSSE FdcEe
NIEDS(Next-generation IDES)(Andersons, 1995), NIDESE th# & A4ty oz 3y
ato] Absow HAS'A ZAH}E Hash= EMERALD(Event Monitoring Enabling
Responses to anomalous Live Disturbances)(Porras®} Neumann, 1997), eBays, & &
JYPEE o] g3 A]~Elel SRI®] UC Davis® GrIDS(a Graph based Intrusion
Detection System for large network)(Staniford-Chens, 1996), Purdue Univ.2]
IDIOTS =& oo]AdEES o] 83 AAFID(Autonomous Agent for Intrusion
Detection)(Crosbie®} Spafford, 1995a, 1995b. Balasubramaniyan, 1998), < -9
IPA(Information technology Promotion Agency)el A 7§#% IDA(Intrusion Detection
Agent system)(Asakas, 1999), Columbia tstellA <Fa3+= DARPA(Defence
Advanced Research Projects Agency) Z=ZHAE 9] sl el JAM(Java Agent for



Meta-Learning)(Lees, 1999), 7 =2] NIST(National Institute of Standard and
Technology)oll A =352 MAIDS(Mobile Agent Intrusion Detection and Security)
(Slagell, 200)Z 2= A E Fo] 9l

olfgk FYEA Azdol= 37FHA Fag 74 849 R (information
sources), 2] (analysis), &% (response)o] At 42> 28 X (misuse detection)
o} vl AAAH X (anomaly detection)® WE = d+dH, 28 ©X= Z 4HA F

Aol e v ZhA A dvrh HdS HasiA g4S debsks Welt dHd S

[e)
o
9wt werl A 9A RHPE Asge] wok BAE &
E2 %t 470l drhBace, 2000). W¥el, el FAWE PAY + Ax ©A

of EAstER, MEE T4 HelHEs AHHom AAAACk ek H LS

A&eA s wokollA AF7F Alzhd oo]FE V&2 doldES ol&ForA, HE

A&l A4S 7hsstA gk ASsE doldE Tee o

th FEE ATAQ] CdolHdEE o&dte] HAET] faA, ZF AT ole]HE Wi
°of REES AT wA wiAsaL, 7t do|dES 548 FEsy] 98 deo|dE
i 2ES AAsH e, KQML(Finins 1994. Labriu$t Finin, 1997)7]4Fe] 7+e-3k
2EEZS AL, A& mE Fxo A4S AHsdh

AP Al="l S 7 Jhe] VEYA AaHES b gt Alxaglor 7494

Botdte] g YoM Supervisor agent, Cooperator agent®}, Manager agent®l MANI,

-3 -



MAN2, MAN3 clo]HdE % Tool agentél SYN, SCAN o|o]HEE o] &3&e] FXE

AL, syn $A 3 scan $4S FNE FHAETE o] &asto] a5, Manager

ool A ARk AHEE HAYPFA T #HY ATAA 9 ASES AT

=

Row, NEged= Atd x4 ZRERY A2"S 73 7243 E 49

gkom, VAN des A=t



0I. YEYI Bt

o] zadk FAgol 7k 7hel @ol BaHdd mekd JdEds T3 eSS
o] Abgol Frtetal A, MERA ARR el S7HE wet JEYA T47HE
S7Fetal dvh QIEUl #AHEE FEe olZgAlolde] W fEo 14 wEs
Ak 2 Aol s Ak AR AEU wAE ot ddo]HdES] Fx
o Ab&=E & don, Wd AFA FEstE AP ofEY Ao AES FAA] Aok
Aoy 2 F/FE 23 F vk 28l FJAA(OS, operating system), Al~E =
HEYA Z2EZI ddd ARG ofZg7old AFeA e Hefre] A&HH o
B o] wHEa A ARgE Zle|th oo wel Hete] i3k FoAdol HS
Ha dow, AR FA7IH telA FAstA dHSeta, &40 AHsd e

Hekdey] Alzdle] FaskA Frh.(e], 2000b. 2001)

deolgE& ®Hsati sfAE =7 93 =79 S FTAste] HFH Hteolgtn
g h(Stallings, 1997). o213k ®WeHs fFst= 49 FF2 tha3 Zth(Stallings,
1997).
W3] (interruption) @ Al22®le] QX7 s3] x ALt AL 4 QA HEE = A
ol t}.
- 7}& 2 7] (interception) : H]¢17FAFE 9] B Al Hte] o3 Al Ade ojst =2
o vES D FlA AU ARAAY, AT Trage] By BA 5§ 5
& gleh,

=974 (modification) : W A7FA=2] =WAA H2/MAd o3 F24d gt



FAolth WENZ FA AAL A7) @ Fol, AR &S FAE WUy

ot}
- 9] Z(fabrication) : Y EY A Ao 9z AL AAaAY 3D Zo] y&es g
Zohs ot
- 9] & (masquerade) : H|Q1 77} A7FAR 9 FAEA FASE FuHE Y durA
e T2 AR ATl BE JRE =gets Aolth
- A (replay) © AWEA AHLEE ARG BHAQ FHo) oA A=

H g o]},
- AqH] 252l (denial of service) : WA FPF = AMu|2E HFHoE ALEEHAY

el H A JekA ek WRolth o] w4 oA HEH A AT viHH =

o, ARfE, A
Hulzs AR Bow
FEaEo] ol ¥AaH L JAoH(F, 2001a. 5 2000. 2 11, 1998. =5 2000). °]# gt
wol 993} FAEL Polay] Sl ARG not Mu2st FaEolol Bk n

o A zel = gt ge gl Ak

WA ARE Asgel AR 2 A% Aot AR 98 F QRS fFe
A o)t

L91F L AAAZE Srkn FgsE RORYE AHel £ SR FAA
AFAY, Azw el ge AR Aoads 2ol dakel Agae) AEt

SRR L ARIE Q7R elsA WA @ Aotk %, §7h glol WAl
94 RESF shi Au ol

AR 1 FAAL FAAF AF AANAE FAHA FREZ s Hulze]

ol

S A Ao L Abg A Aol BE MM L S|k AHgATE S W el A
Auu Aol 2T 5 YEF 3 §5HE Au ol

A SZbE Qb FaE @ W, PFE AsY 492 o§F +



ahi An] 2ol

System restored;

Monitor and

analyze
Correction made
Prevention I@
Recovery/ Detection ?
Resolution
Problem
Problem origin detected
identified Investigation
Fig. 1 A generic model of security management
Audit Data Sources
/ Profile
Pattern .
Engine
Matcher +
A
Anomaly
Detector
Policy /
Rules Alarm/Report
Generator
Fig. 2 A generic IDS
Fig. 13 22 Bt g AJ=dloA = olgfgh Wk Mul2Es AdsA A6
Ak e s A8 muEs RS @ @Ak o] FolAok @tk wA Rre
TAo W wEn 4 91 4 fgol Bashl Hed, YA Azde] o
Aot §AE Tt EAZE A, EA g 2AFE sHAl "ok EA7E AR



A5z Aol Hd, 5 AAE TEA EAE Al AeA dh

Fig. 29} 22 dwral AdEA Al2dle audit HolHES T4 43d 3}

o] dAoFE b, z23Yd dX(profile engine)s Eatod HIA G GH HEAE
TG o] 27HA WS FAlOl TR, HAE o] FojH i ko] W, §A
dag AAsA dd

HAAEFA = 198034 HE v FoA AFE Ao 2 System Design Laboratory 2]
SRI internationalel Al IDES, NIDS, EMERALD, eBays, Porras®] STAT, NCSA&2]
MIDAS, Purdue Univ.9] IDIOTS®} AAFID, UC Davis® GrIDS, IPAC] IDA,
Columbia W&ol JAM, NIST9] MAIDS, Los-Alamos National Lab.2] NADIR, ISS
9] Real-Secure, AXENT® Omniguard ITA, ()21& ¢ NeoWatchers ¢ Z<¢EHA|

AlzgEol JREEAAY, JHEE L A

gA Azde] 27EHE 54

=
iy
jin

A9YA A =9

rlo

s 7o EAS MRl lojop Ft}(Balasubramaniyans

S B2 Thselor @,
CAsE SRR 88 5 glejof wt

AR A28 ANE GG G908 Ao s, g 4 ojof @),
Aol oMe=E AHAck s,

- A zswle] wek gAd] weh Aol ok Fh

-9 B Mol A gaof Wl



A Agle] AFHOR A

4 e Bl FARNE = Aol

IntervalBased

—> Timing
Real-Time
—> Network—Based
—» Information Source Host—Based

IDS

Application—Based

Misuse Detection

— Analysis

Anomaly Detection

—>
—>
—>
Active
—P Response ‘
Passive

Fig. 3 Classification of IDS

DAYEA A2 BF
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QA AlzEle Fig. 370 ERH=E 5 gl
(1EFe] ™ (Timing)oll w2 57

Dl 719k o] (Interval based) X P EA A ~H
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gel MERD ATHE shlA shihe] MEHA Aue] AAwA Axdo] YEAD
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Azge Ave MENAS 259 F4EA A2PERZ RUHT + 93, FY9TA

2000). m=gh 929 HAYFA A 2"HELS DA (fragment) & o] &3 A (A, 2001, A,

oo aEal, 93skE o] 83 A4S ¥

sddeie ANEA Az yEdA 45 AAA A4, vEDD e
AFA Alz=dol e FA7E Brhssiva 23 & gk
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TG Ul 0, Hetel A9t ofd WENZ Aozl A AEHE W

= A5 AdAd.

Aol hFsHe 5 FART TAA BAEL Ao Eo] ds) FRE
Qe AmaAL FAGES st Pt adl, ¥4 St Qe Fe
e e

252 g% [P(Internet Protocol) 9] 7](spoofing) W
=

o
ol
L
rlo
iy
x
]
N
N
fr
o
lo
i)
N
N,
o
v
ur
&
e
o

S EHE ZAEx] AlA"Ee Y EYA g AZ2E(NMS, Network Management
System)e] dF 7|FsozZH FdEHE A97F ded, o8 AxdEl BXE
Busl=d, ko] UEYZ #FE ZZEZF(SNMP, Simple Network Management
Protocol) & ©] &34 K ist= Wwoltt

olest HQYEA Alxgle & JhFE HF #H A} V) E HolHE 88k o

HE A WEA77] A wet BE A 7S dHolE Y ] UlE, 5 AAE
fIgk ol o] AA7le, Bt #d AL 715 dHolE o B4 B A v]e, AR

et A& A Aol AlE Vsl AEHolof

&£H o7 EAQeE AZEYooth(o], 2000a). dlo]HE AFE ¢ F X5 HofolA 1}
AE Fopdddl, AFA T FokdA EEEH SHAA AT FAR AFHTI] Al
AL B4 ¥% A7 (distributed cooperative processing)®t o] HEZF EAl(inter

agent communication)®] 7ido] WiFEHA HEo|th(F, 1997). ¥4 A= 7] 9
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A= oo HEZRY] FAale] AFHAd, oo]dETRY] Tl HHL & A}
7] A e dolAEeAl EiEs Qs AEE f78ts Aol Hagh,
olg| gk Aol oo]dEZSY FAlo]l o] &HT olggt oo HEZY FAlol M} 2
HA= ool dEZS] o] Y E A (heterogeneity)olth. o] Zdol& oo dEZ M2 v
2 AHE s vE A7, vE ZHEFS ol &AM MEEAY] wEel o]E3t
o] B A E ds ols 7hed Aol ZREFo] Hastth ol HAlE S
Asl7] HsiA AMgEE B4 ZREFZde KQML, " WAl e]  ACL(Agent
Communication Language), SRI®] ICL(Inter-agent Communication Language)$s ©|

ATHH, 1997).

ooldES] 5SS AHEA HWA 7EHex 9 7% EAS 7HA 3 e, di
2 o 2 284 (autonomy), A %54 (intelligence), ©]%A (mobility), AFxlAd (social ability)
Te B T AUt AsAolw ofFo AAY i glo] oo]HE Axag S A S
A TEHoRE AYE FASHA He S Dt Aol A Ho]=g FE 7V

5% 2% A4S A5G wetM ARE AtH GHe BAA A2E 4L

of WS A= AL B F, /1Ee] FeholdE-AH el Adrs Al

rg
[
ox.
o
i
Ay
>
N
N
=2
=
Ak
>
-
offt
=2
©
2
[m
R
o

2)A& ool HE
AE ol HEE S2EA 7|5g Fdste LZEJ oot YA ow 45 o)
A Ak o] AEdo]HEE o] &3 HYEA A2gE v 2 FHE 7HA
th(Balasubramanivans 1998).
de]dEZE HHHo R FAstER, oo]HETL oW o]f2 FAS HFA HAU

S o, GE de]dE FFE AA F=

_14_



o dEE 7HA

al
coo]HdEVE AR FEEHIL A TAES IHHE YEYI HERE S F Y

AST lab.(COAST)® AAFID7} St

3) o]F delHdE
ol clo]HdEE olo]HdES olgde Fod Ao JAHUS H X HEHD &

Aol Al ARF QT2 Holuel AEH O AxY AolE o] EsuA BRH A

H
FA 2 AHygES Fdste A sbsd T2 ot 2000). o] Eoo]HEE e

o) ololEE ol &8 PUUA Axdot B ALHOR oF F UF
g Fasne, YEAD 9% TEH Age] sbsatth T wBud FH ol
ga #elE £ Axgeld FASA HmE ARe FAMe Sl dal f

T8 AFAHAIAERE dE9 IPAAA E3 IDA,
Columbia 8ol A =315= DARPA Z2AE F9 s}l JAM, "= NISTOA
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Aetda AP FxE= #Ag A=2 Supervisor agent, =7+ A=< Manager
agent, A= F3A3F= Tool agent, 715 MY A2 Cooperator agent® T4 T o]

Atk o] dle]HESLS A&, A, Aol SAd stA AA e, KQMLe

2 =852 A& ooJdEE o]&3 AT AAFID9 AHA! IDS(Adaptive
Hierarchical Agent-based Intrusion Detection System)(Ragsdale, 2000)& 7]Wto =
o] Fo H o}

1)AAFID

AAFID+E o o] d E(agents), E #WA|H (transceivers), =Y ¥ (monitors)2}+= 3702 +
daiw ofFojfn. do]HdEE A& oo]dEeH, IYFA A=ge 7eE 7HA
i 9tk ERMAHE ool HESS #edted stue] s2Ed g Rk EA|gt 9

JHEES #elshy], EAANE ol dES FAATAY, WEA & F Uk Ed
AEle doldEZRE HolHE wolEeld g A Ak EdANE BAE
R FAL & 5 vk EdAEE A@ volE R s 1 ool mUH

B1E doh 27 RUHE o8 e EWAAHES A Ytk BUHEL o

FoIA Stk o] 7o @HE HUETE R gAolY ol off=

el TFe WEA =W, 1 ZUH dEstan g EAABES] YRE AA
EW

"ok aea o] wAlE siAdstyl flsl oy el RUEZE EdAW e FRE 7HE
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5/ © gl

O Agents

Transceivers

- Monitors

[ ] Hosts

—» Control flow
-3 Data flow

Fig. 4 Physical layout of the components in a sample AAFID

system.

E )

showing the

Fig. 5 Logic organization of Fig. 4.

communication hierarchy of the components.

t}. EWAH DE oo HE 271,

MN

Fig. 4= 7193 AAFIDY &g F e x5 19
EdAB EE dolAE 1715 #g3t. RUEH B E

EQAIH Ce oo|HE 374,
vefstar 4 9H

dAA Dot ES #gsta, RUH A= 2UY B EdAH CE

Holxg ATt Fig. 4914 Hol= A2 fA4 SlE#Ao]xolA WS Wed, 7

S& kA olo]dEZA WHEo] Wb AS vERY, HA2 co]dECA FA
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Ejdol A2 ©x] Buel e B 58S el Fig 45 =g dow A¢A4
sHAl =W Fig. 59 #Zo] yERA H

2)AHA! IDS

AHA! IDS& AAFIDE 7|¥to 2 o] Fojzl A+2ldl, Fig. 604 HolF+ npe} 72+
o] AlZFTFZE 2z Director o °]d E, Manager agent, Tool agent, Surrogate i ] %
ESR o|Folfth tiitE UEY A Director o] EELS o] AFo] AT
At 7} Director o] EEL Surrogate ol o] HES AAH Qo). 247} JdA S

7)
st o 24 Director’} &4 A E3lA FS ul, Surrogate o] HEVF 11 IS )

YL

AskA Ak b X8 A=) Director ©©] W EX Manager agente] A9 Al=<le
Manager agent: Director 90| HE7} #Agst= 99 A2 HAAA AYE 14 €
t}. Manager agent™= Tool agentZ 3##]3}+=4l, o] Tool agent:= tFat A A

258 Ve 7HA AL Atk

: Multi level . : Director agent

/ \ . : Surrogate agent

- Overlapping : Manager agent

\‘\‘ : Tool agent

Fig. 6 Architecture of AHA! IDS

AHA! IDS9 @42 Director olo]dEmwmIt}; Surrogate ©|o]HEZF 5 AZEF
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i

9ltl= Aoltl. Surrogate ool A EE Director dlo|AEZ} H2& &1 S wE=
2 Qe ooldEt. a8HA F=go]d o & Director dlo]E= SHHow &
Aol grh. F, t=glo]o] Hlgo] FrtsAl ®rh ool & m=EolA = AREAeL
Sl H ol 29t FZ2E ZATI= 715 S 7FF Supervisor agent= st EAjstL T
o] HAHo FHgolu 319 AFS #FHESE 7152 7HF Manger do]HEE ofE A
Z 02 o]FojA A 3s}il, Manager agent’} ¢3¢ TAOo R <ls|r E2H& H3)
S o}, Supervisor agentell X TFE AFA AE=o 2N HA2I F=dgo HES 7}

A Fx2E AT F =S A

HAID(the Hierarchical Agent-based Intrusion Detection architecture)2txl ¥
Aok AR 2= Fig. 78 o] yebd S 9lon Fo FA4 24E Supervisor
agent, Manager agent, Tool agent, Cooperator agent®]t}.

Supervisor agenti= AF&AE 9% Ul(User Interface)® T 238t 3% AZES
e, 72 ATFAES dEete olo]dEeth st AT co]HETVE oW ol f =
T2 W34 =W, Supervisor agentoll A= I ool HET FX H At

dHFH FA, T dolHER stodgd 1 7S YAEE F2E AxAS
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Manager agenti:= Tool agentE ##|slH, o2 AlFo & o

=
=
215, Tool agent’} Huli= HAHE Hola REAsl= IS Gl =4l

2

PGS HEEtaL Y ATolA HEE Wolx FRE FAFoEN o JHIL HY

A oA E FABNA A9 AFToR A HuAE HuUlFA @ HA39 AT

Manager agent™ Supervisor agent® ¥4 HuAME HUA HAAA RS A
=3

H3al9 AlZ<2 Manager agent= Tool agentE #& A €t} Tool agent:= I AE

AL Tt JAJdFEAL o] FoAAH TA KA E Manager agent® HUFA #

i

t}. o] ), Manager agent:x Tool agentZ%-E H A Z Wolx B mjEZ A~
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Fig. 7 Suggested intrusion detection architecture
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(D725 FA7] 918 do]HES] 54 49
doldEd = B 5A4Eol AW HAIDO neFolxl oojdE: 284
(autonomous), AF1LA (social ability), %1% 4 (intelligence)d] E4<& mala) 74 5t}
oA AeAdeld 34 Wste] wet Ves sl ste As EIkth o o]
AEZE jAstar = Al=de A4S gofst= Zlo] dasta, 7] sted 7]

2 Faslol @k deldE} A Axde A9e westn, AA ool AET}

off

= o

E B #Ert o] FolAof gtk gk HAIDO & oo]HEVL €159 FAe Y} tf
2 olfr® 45 WFUS W, HAIDE AEsA s2sloF gt

At olgt o] dEZEe] FAlo]l Jhed AL W wepA, SAS & F U=

ZHAAL A=A 7 vk ol g s S56H7] fla] HE oo]dEC A do]HE
Atolo] NS FHA 2 ul o)A HiE A ooHdE J&E I £ e BEo
Q3HA "k o] a2 a9 AT doldET dyd w B

knowledge)S W.-fratAl ®th WEA A2 o o] ES] AHdHolu ofy ool dEZRS] A
LS Qg Ao AAo|tH(H T, 1996). HWEF A4S HFFozH o9 AT o
OJFHMET} tE do]HES 7ET& o]&stAY
A e o, 7 oo]HES FAE FAStE ATS A "ok =, dk9] AF o)A
E Be 29 AT cdoldE Am da=2 3= 7l5S 854 At 49
Ao ddle]dE Ae Wg A4S AAHA 7lseo] TEH Jow, doldE Cx
1 7ss 28 S kel ASe] ool E BE RUA Huh wbef wEbA o] gl
A=A, Al 2] A9l AlFe] do]dE DE 75 S 24stozHN 7|vS 33t
© oeldE EE A Huh o] ERLY] A4S ol &stnE X8 Aol ool
E9] olAAS FHEY] 9al-E KQML, XML(eXtensible Markup Language) 2
#FFEotE ZREZS o] &dfok ik

r

m

A2l o]

O
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Asgoeld 2o oW Aol EAVF TS W, #e] AT do]HETL st
TMA xS HASA7]aL, B8] o] dETE AsE u, o]
3 qES o= S EIh
(A Zel Bt olo]HE Wi 25 A7

Fig. 83 #o] 3] A&<l Supervisor agentoll = Ule 7|5& A&3t= Ul &
o] Soj7}Al "t} Supervisor agentt AFEAe}] ClEHo|AE TSI FRE A
Z2As= M Tot 93ts gdsiA goewxn i ¥AS JE WEA 4, T
Zo A7 AZIA Aok o)yd FAFES Y] Y, 7le WY FY92A Cooperator
agentE Tt Ul 52 %9 A FAMHE Bastal, BojFu, 39 &4 &

HE BolFa, AJEA7E AMIRJAE ST 7eS AT

00 0o |

[}

0000 || 0 o0
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Fig. 8 Structure of Supervisor agent
Fig. 99} #ro] Cooperator agentol]l A& Supervisor agent®} Z& 7|52

]_

E 9% Supervisor agent®] AEHIE AHAM FA 7 HASHAE, Cooperator agentE

rr

e

L

ol

AA 7= 9T st dEget REo] Eoitt. AH I REL A EES 9
23 Supervisor agent®] EA #F5FE 3eFdt} Supervisor agentoll A& TR AR

£ Cooperator agente| E W=t} Cooperator agentoll A+ o] HARE 7[X31 A7}
Supervisor agent’} A7} WA A VeS EIEH ET W, HA$ Manager
agentoll Al A212l YA E Lt YAE d¥™ Fo= Supervisor agent’} ofd
Cooperator agente] ®.11E 3ttt Aegte} R E| A E Supervisor agentd] AE|E o}
obsl= E &N, Supervisor agent’} 23S & uwl= TR FALHE HEs 9l
t}7}, Supervisor agentZ7} EA17F AW Ul REZ Fx9 FAMNHE BTy A
o] L& o] Cooperator agent?] Y= 319 AFo] L},
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Fig. 10¥} #°] Manager agento] 4] Tool agentollA] &&= A4

A BEol Eorisd, o B4 BREL o F2UF AE&EHE Heob #eEl o g
Aok 3, Tool agentoll A 2ete s ¥4 ©X9 ANHAHEI} o] HAEAXE &
T Ae HAAE WEYAE 24 BEEAA FAoF sttt o] wEE A= #E AT
FA0] g ofdXE FRlsA A dEFE ey V)5S AFs ol drh 9=
W 7S AETToEA el webx ©X2lE wEZ A7 AT HES S
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Fig. 10 Structure of Manager agent
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Fig. 11 Structure of Tool agent
Fig. 113} #Zo] Tool agentll A= FJEA Al~glojn} wat8 o] 7] sS F3hs)
= 71% EEo] F+dHATY. Tool agent:= H3FY Ao 24 374 &X 9 ad 59 7]
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Alzwle] Akl dloldEZE ek Ads dofsts Eaolvh. Fig. 1294 o] A
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Fig. 12 Flow chart of resource module
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Fig. 13 Flow chart of execute module

deldEZ e FAlE HFohe EEolth Fig. 149} 2ol ool E7l d3sd #
3l Apale] A9 AFS ¢A Aok A A9 AFS EA =H4W,
49 ATl HEs A WEXAS Byt B4 ZES U2 EEOA o] &3]
AeA 84S st tE EECdA Hul= WHE/UoHE Yste oolHER Ryt
skl AT co]dETL EAl WMEH 49 AFor BRius ik
T BEL IREZS ol&IA M T -

ZREZS KQMLS 7|wro® 3te] Aojatgon, KQMLE #HQleA] Al2dd A=
AgetA] fonw, HAiage] Fours Abgsta Had B2 Frhskith. KQML
FHE FoA I HR3 ask, tell, insert, delete F3HFS AFE3}aL,  reportiE I}
command®< F7FstAth report® ¥ command®S A #9971 ttE FYPEERT

e FYRolth AHE 4L obesh gt
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- ask(sender : <word>, receiver : <word>, in-reply-to : <word>, reply-with :
<word>, content : <word>)

ask®2 contentol G W8S sender’} receiverol Al &3k Aot} aski
S Fx7 tellF o2y SHaloF gl reply-with® HulE WAIA 9 EAR ST

S in-reply-too] Hul2 HAIAS =AHEE AFEIT MEAAS (T w=

- tell(sender : <word>, receiver : <word>, in-reply-to : <word>, reply-with :
<word>, content : <word>)

tellit < aski- o] &Holl AF&gHT}. contentoll = & H©l

il

o 7kt
- insert(sender : <word>, receiver : <word>, in-reply-to : <word>, reply-with :
<word>, content : <word>)
2 =0l insertit# deletew HIEFAI A S ARE T wint AbEslE A ow AEE
th insertit2 WIEFAI A S 9] dlo]dEd ®ardh=dl AFEIIE A9 oo E= o

FHES Wow (el o] &3 ST

pul

=

- delete(sender : <word>, receiver : <word>, in-reply—to : <word>, reply-with :

deleted 9] olo]|AEY Hud wERA]AS

flo
£
2,

ofs

]_

i

o] ARE-gtth 9] oolHE
= o FYELES ol telli-S o] &3 SHESH

- report(sender : <word>, receiver : <word>, in-reply-to : <word>, reply-with :
<word>, content : <word>)

reportE-& &9 do]dEV T3S HFo]A Supervisor agent® HIi1E o uwf H
oF mEo] oo]HEV} ¥4 H3thal Supervisor agent® H 1 E uf, FAEXES H
ek uf AFE-3) contentoll & Ra1E o] Eoj7tt)

- command(sender : <word>, receiver : <word>, in-reply-to : <word>,
reply-with : <word>, content : <word>)

command¥2 Supervisor agentol]l A 39 olo]HEZ HHES YE o Alg3t H
HL contentel] 0171, 1Y do]HEo| A= contentE F1d HHE FAHIFAY
EARE A8 53 ?5]—1;]—

- - =4
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21 Qs Hed, EAEHA ¥od EASHA et 8 g doJdER g
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HERA A & A Alstete o] 5ol R EHE WEAA S AMAg . WERA] A ¢
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OFAE 0 2 @9 ol oel W wEEe e & deht @AY @
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<meta_knowledges> = [ <m_knowledge> {, <m_knowledge> } ]
<m_knowledge> ::= ( <agent_name> , [ <capability> {, <capability> } 1)
<agent_name> ::= <alphanumeric_str>

<capability> ::= <capability_name> [ ( <parameter> {, <parameter> } ) ]
<capability_name> ::= <alphabet> { <alphanumeric> }

<parameter> ::= <alphanumeric_str> | <variable>

<alphanumeric_str> ::= <alphabet> { <alphanumeric> }

<alphanumeric> ::= <alphabet> | <digit>

<variable> ::= <capital> <alphanumeric>

<alphabet> =a |blcl| |y lz
digit> =0 111218191 1'C|")]|"
<capital> = A | BI|C | Y |Z

ooooo oooo ooooo oooo goooo oood

00 00000 oooo oo

00 00000 ooo oo oooboobooo
OO0 oooa
Y y

Fig. 15 Flow chart of collaboration module
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Fig. 167} #Zo] Fxo A7 dAS o, +25 AFAdsta, olo]dETF 27]d 3#

g AlToz H&ET u, do|HE HEG3 A9 do|AEE AAANAFTE I9&FE 3
= EEo|th o] REL #AY AFd &ATo2ZMN 19 do]HEV} single point of

failure Aol B2sHA] FEF 5= &S dvh =, o] Alxglo] A& ol
A T A Z=Ho A A EE ool HEEC] TS WEFH, #E AFd A= Aol BE
oA stels dto 1 oo]HES] k9] oo]HEVE RuE st FEE v e whet
A, o EAZE A u 2 AAle] Ylso] mhHlE = AS 2L, single point of
failure &A1& 97| 98 o2 7HA FrHAow FrlE e Al2dEs 29 571 A
Hrh o] BEEoAE 729 4S EY X2 E ol&dl AXst=d, EE %9 root
= Supervisor agent’}, 37t ©@AlE= Manager agent”}, v 2 == 52 Tool agent”}

91 A %o,
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Fig. 16 Flow chart of control module
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Al BELS HAIDZE 485 = Hel 3l Aol ubAl dAEojoF &, Fig. 203}
Zo] Tool agentol A &2te+= X HuANES EAse ZFEEE RS X1 ¥
Ao gk G F wEYaE FES= IS ) Tool agentoll A 282
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g2 AFHALET} o= HAEelA] & F Y=
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Fig. 213 #°] Cooperator agentoll4] Supervisor agent® AHZ ZXA}sIaL

Supervisor agent’} &% wj= Supervisor agentolA] HUlew 3o FAGEIE
B3l YTt Supervisor agent’t H2S WEUS W, SGAANA I AMES &y
3, 39 AlFo gz xAle] Y5 del A, Supervisor agent’} F2S thA] A ZFSE uj

NA 1 5 ag.
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Cooperator OO OO AL
ENERRRE
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i
e e Abe 1%, WEAD e FAEA 2w, BaE e A9
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zdle] 715e AFSHE BEOIL. ANAOR notwelE Ax JEAA s
=

32 sh7h she o] ®AIZF Arh olel@ wAIE
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2)&2 HA
(D727 44
do]HEZL H& ddd w, Fig. 229 2ol oo]dE u¥eo FTA EES
Supervisor agent® <L 3l Supervisor agent® oo HEVE HES s o F
G Al colHES YAE TtEA FolA A9 delAEE AZAAIA Hrh A9
oo]dES] A7} dAFo] HWH, T4l BRELS A doHERZ A9 HERX A S X
Aok

Fig. 22 A diagram that shows procedure for

initial connection of Tool agent

Fig. 22914 Tool agent’} 3= 1wl Supervisor agent® report(sender : C,
receiver . A, reply-with : i1d31, content : "init-connect, name = c¢, type = tool,
address = XXX.XXX.XXX.XXX, port = xxxx”) FdF o2 H1E 3t}

BuE 3 & Tool agent= Supervisor agentol| Al ask(sender : C, receiver : A,
reply-with : id32, content : "parent-agent, name, address, ip”) THFOZ A o 9]
AES A5 a3

Supervisor agentt= %] T4 S HolAl Tool agentol] Al tell(sender : A, receiver

C, in-reply-to : 1id32, reply-with : idll, content : "name = B, address =
XXX.XXX.XXX.XXX, port = xxxx") T2 A9 do|HdES A& LdfFr).

A9 ddolAES XE EA B Tool agenti= AHAle] WEFA] A S insert(sender :
C, receiver : B, reply-with : id33, content : "name = B, meta = xxx") FHdF O =

&9 ool E Al &t
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28] ool A E = tell(sender : B, receiver : C, in-reply-to : id33, reply-with : id21,

content : "name = B, mata = xxx”) FYPEFEZ HER S HAE FATET Tool
agentol Al <& &t
(2)3A0°] &x4d o

=
= 48ty f& Ve EES Z2S s4olH A AFor vt HiE sEF
AA s ok 3t A9 AlFolAME Supervisor agentZbA Al&EA HuE dF L,
Supervisor agentoll A= AT7]5S ©HEstes Tool agent® FAzte] EfdS Atk
stgle= WS W @t) Supervisor agento] & Tool agent® 324S ity 51
ghth, ol fr&= Aol AE A F%S Wl Tool agentoll Al BhA] B IaLE &fof 35}7]

o)},

=)

Supervisor
Agent : A
| 4 __ |a attacker
O e —
M v_| (3
b e &
JRE N Tool
\g—{ \g" Agent:C
Target 1 Tager 2 o

Fig. 23 A diagram that shows procedure for detection of attack

Fig. 233 #o] Tool agent C7t 34AE& ©X| 3% report(sender : C, receiver : B,
reply-with : 1d31, content : "attack_type = xxX, attack_IP = XXX.XXX.XXX.XXX,

Z 1P

ol

target_IP = XXX.XXX.XXX.XXX") FHFE o2 A2 do]dES BoA F4H3,
T2, U IP FA2E Rask,
B dlo]AE = report(sender : B, receiver : A, reply-with : id21, content :

"attack_type = xxX, attack_IP = XXX.XXX.XXX.XXX, target IP = XXX.XXX.XXX.Xxx") I
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girom A9 de]dER HiE e, o W 39 do]HdEdA Sk g
=2 ®usio

filo

1

Supervisor agent 34 ©X H1E W7 =™ command(sender : A, receiver :
D, reply-with : idl1, content : "block IP = xxxxxx.xxx.xxx") Fd&H+Oo =z 2 7%
o] 9l Tool agent DAl A al" IP F4AE Adslels HE S Yo

HES mo D oo]dEE xS s tell(sender : D, receiver @ A, in-reply-to :

id11, reply-with : id41, content : "block IP = XxX.XXX.XXX.XxX") FHE o2 2}t o

B2 ®adg,
HuE W Supervisor agent A+ tell(sender : A, receiver : B, in-reply-to :
1id21, reply-with : 1idl2, content : "block attack_type = xxx, attack IP =

XXX.XXX.XXX.XXX, target JP = XXX.XXX.XXX.XXX") FITL o2 3% olo]dE Bol A
ek o H-5 e

B o] A E+= tell(sender : B, receiver : C, in-reply-to : id31, reply-with : id22,
content : "block attack_type = xxX, attack IP = XXX.XXX.XXX.XXX, target_IP =

o},

ok

XXX XXX XXX.XXX") FPFo 2 C do|HAE AP
()&Ao] gilzes u

Fig. 249} 7o) At FZAo] A2z ™ Tool agentd] 4] Manager agent® o]
7} ARES Q8= Manager agentt W EFA]2]E o] &35l 1 ARES &=
o Ao Al s d sk mEbA A o] fl& ¢ 49l Manager agent® WIEFA A S 2
sich, wWEg R A A 23S WS Manager agent™ W EFA 2SS FHow T Tool
agentol] Al WlELX| Ao | Fete ARE 243t Tool agente {79 T HAHE
243 Manager agent® HUWFth Manager agents= 9@ 233 Manager agent®
ARE A BT ARE & Manager agent™ Tool agent® R UZth Tool
agentol = W2 ofe] JHA] HHES FofggowM ALl oo]dES] FEUEO R
A = e 458 A5 Jy X418 nEg =& Manager agent?] 2

mEolA B FomM Tho AU PAHACAE Aty £ Y A=l

o,
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Fig. 24 A diagram that shows procedure for

detection of suspicious attack

Fig. 249} Zo] Tool agent CollA4 ask(sender : C, receiver : A, reply-with : id31,
content : "meta = xxx") FYFE 22 Manager agent AZ HELR| 2] & Q 3}

A oo]HENA= AR AR A HEFA o] glo = E ask(sender : A, receiver :
B, reply-with : idll, content : "meta = xxx")FH T2 9] do]ZEQ B oA
Ex HEAAS 873,

B o] E A= ask(sender : B, receiver : D, reply-with : id21, content : "meta

}3 9= Tool agent Dol WEFA] 2] S 23},

ol

= xxx") FHEOZ WEAAE 2

D o o]dEE tell(sender : D, receiver : B, in—reply-with : id21, reply—with : id4l,
content @ "xxxxx") THL O R B oo]HE Q75 WEIA N sFE= FHE K
W&t

B dlo]HE = tell(sender : B, receiver : A, in—reply-with : idll, reply-with : id22,
content @ "xxxxx") FYPTOZ A oo]HE D ofo]HENAN B FARE HUF
o}

D olo] dE = tell(sender : A, receiver : C, in-reply-with : id31, reply-with : id12,
content © "xxxxx") FHEOZ WEA AL 2 7Y C o o]HE ARE B FET}

(4) o) HAET} AL WS )
Fig. 259} o] oo]HEY} #4S WA W oo]dES] Yo v HF HE

A9 AFeR HIE sttt A9 ASANAe Supervisor AlS7FA A&EA HIE

9}

st} Supervisor agentoll A= 319 A5 2] Manager agent’} 545 Wil Ut B
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attacker

Tool
Agent : D

Fig. 25 A diagram that shows procedure when agent is
attacked

Fig. 259} #o] Tool agent C7F ¥4& Wom C oo]AE UlF9 HIEEFEA
report(sender : C, receiver : A, reply-with : id31, content : "agent-attacked name =
C, attack_type = xxx, attack IP = XXX.XXX.XXX.XxXX or attack_reason = xxx”") 43}
Fog A9 o o]HES] Manager agent Aol R E jEr). o w, YEYA FA0]

™ attack_IPol  ¥Z P FAa7F EoriH, Z2E UFeo EAY A

rie

o

attack_reasonl |7} So 7t}

A do]HE M= report(sender : A, receiver : B, reply-with : idll, content :
"agent-attacked name = C, attack_type = xxx, attack IP = XXX.XXX.XXX.XXX OI
xxx") FHPTLOE 9 o|HE CoA &2 AHE U= F9
of o] AE Beof| H gt}

attack_reason

Supervisor agent?l B odlo]HEo A= command(sender : B, receiver : D,
reply-with @ id21, content : "block IP = xxxxxx.xxx.xxx") FEToZ A 7|5
T83= Tool agent Dol W& S W =4, attack_reasonl.® 22 ARE 2dsS
T 7 gla, & FEAtel A Bt g

HHEE W D doJdEMgAE TS Fastal tell(sender @ D, receiver : B,
in-reply-to : id21, reply-with : id41, content : "block IP = xxx.XxxX.XxxX.Xxxx") 93}

om B ooldEd A 4w o5E nud,



(B)ello] AET}F ojH o] fF &2 HFUS o
Fig. 269 #o] Bl REo] dpobs b4 Rt g4l o}t oo dEVL A3
He Azdo] A 5o AtHel A sz WFA 2 o, A9 AT olelHE
9] B4l EE9] Supervisor agent® 3 AlEFel do]HAEV} EAlY FFS WEFRAG
I X 33t} Supervisor agentd] Aol REAAME o] RuE wom HG3l ofo]HE
ANAl 1 7S ualstetE wHEE Wt 48 Wi dodES] HEXAS A9

ool d ol A= A g},

£

S
Agent A \/ Agent ‘B

attacker

Manager

Agent : C Agent : D

Fig. 26 A diagram that shows procedure when agent is
stopped suddenly

Fig. 263 o] 39l olo]dE C7F A7) 52k W37 =, 49 oo]dEQ A
7} report(sender : A, receiver : B, reply-with : idll, content : "agent-stop name =
C") FdFo= 49 dlo]dE Bel C olo]dEVF HESthal BHiE S}

Supervisor agent?! B+ command(sender : B, receiver : D, reply-with : id21,
content : "parent-agent, name = A, address = XXX.XXX.XXX.XXX, port = xxxx") T
3l =T

A9 GO]HEZ Aae D oo]HEE tell(sender : D, receiver : B, in-reply-to

woz C deoldEe] a9 do]dES] DAl 49 doldEE =

o
N

1d21, reply-with : 1d31, content : "parent-agent, name = A, address =
XXX XXX.XXX.XXX, port = xxxx") F8FE0 8 A9 do]HEZS Aguigitial B ool A

Eo] H 13t}



= WAL F dn st=dolE g AAdoF He SAlE AZEHoR 2T

A Ane9 A2 AT BAE AAT 5 QA Rtk Aok A HE

T we= Bl ERE ota, W A4S A

-

rir
.%
o
o,
Q)
i)
(0]
=)
—t
N
X
ok
)
o

steteE WHS WHh Tool agent™= Supervisor agentol]l A ©f& HEA 7|55 U
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(6) Supervisor agent’} A& Wolx 7]5& 3 ke o

ro

o,

Tx9 FA4EE Cooperator agentol]l A%FS stvh. ¥4 S a4 Supervisor agent”k

Fig. 277} #o] Supervisor agent= #H-7J A9l Cooperator agents} TAS 4

2ol w75 d w, Cooperator agentell A= H 3o} RES T4 A5 B
gelsta X E FHEFAL = Manager agent® Axlo] A EF dEla Al A B
15 Yt WES Uiy A YAE &l Cooperator agenti™ Supervisor

agent7t B 25 & w7 O 9S tiilsHA €k

®\ Supervisor ®\
v p v Cooperator

\/ Agent : A \/ Agent : B
\ S1p \ S1p
1k R 2 )1
() Ethernet )
| v3
AN
Manager
Agent : C

Fig. 27 A diagram that shows procedure when

Supervisor agent is stopped

Fig. 27% %] Supervisor agent’} A7) 2 HFA W, Cooperator agenti=

x5 ot AddS A "k 4] 7 HH, command(sender : B, receiver @ C,

reply-with : id21, content : "parent-agent, name = B, address = XXX.XXX.XXX.XXX,

port = xxxx") FHLO2 519 ool AEQ CollA A1l HAE LT,
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A8 doldE B YAE HELL C oo]HEE tell(sender C, receiver : B,
in-reply-to : id21, reply-with @ id31, content : "parent—agent, name = B, address =
XXX XXX.XXX.XXX, port = xxxx") FdF oz XE AGAqtiar A9 oo]dE B
A Big et} o]gA o2 Supervisor agent’t A4S FAGUHE FERE

Cooperator agentell &Jajx FxAo] =4 HAth
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V. Aote Alxwle] Z2EES] +d 9 1z

T2 EEY Al2="l2  Supervisor agent, Cooperator agent, Manager agent¢!
MANI1, MAN2, MAN33# Tool agentd] SCAN, SYNS F33A 9=% 52 =Y
FA sAEHAY. ZZEEY Al2"e FAdE Vs REE] HASE 173%3301 &l
sto] A& AdE Fdstdon, 2o g AES sE A3 3o ool
AL TFZ2E AANH o R AEASAT.

—

=

o

HAID®| ZZEE]] A9 78S 913 842 vad 2o

- Supervisor agent : Windows XP on IBM PC

- Cooperator agent : Wwindows Me on IBM PC

- Manager agent : Windows 98 on IBM PC

- Tool agent : Linux Kernel 2.4.2-2 on IBM PC

- Language : SUN’s Java 2 SDK Standard Edition 1.3.1(JDK)

GNU's gcc-2.96.81

- Packet capture library : PCAP library 0.62(PCAP)

Supervisor agent, Cooperator agent, Manager agent™ AH}A]E o] &3] TS
st o, Tool agent= HUPFA Al2=8"e] 7|5& Fd37] ¢13 tepdumpet 22
2EFE 247]0 @o] 2ol PCAPS ©l&3to] geest Antdol= 7d& a3l o

[l

JHEEC] Au} QlojE ol §FoEA FAE HPH 54 AXn 9ot Tool
agent= gec® ol §alA FAFOEA el ATl AN F4L @i,
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2. HAIDS| M4 73

HAIDS $2 2 7bs42 #9087 A4 Z2Ees) 429 /2 72 92 ¥
AR @A Aol dal rAL A B4 BAE A AsEE @A 3

MEST e e sl TAsAh

rlo

1)Supervisor agent®] T-&
Supervisor agent™ AF&AF QIE # o]~ HAIDE #e|stal 34 o
A ATt RGN o9 ATolAM AEE SAZRE
Ay Ho] 2ok ak9 ATl EA7F HAE W, HAIDE A=A AA st
Fig. 282 Supervisor agent®] Ul & HES B Ho|o} Fxo AA, HA T
Tz 3k WA X7} AEE W, architecture and information windowell FEE B o
a1, Tz i FAoY Y dolAEA FAL BXEA HW, 1 HAAE=
detection attack windowE &5t HAH7}F XA H},
ot = TR0 TAREE #Heste Fd 2otk

class arch_storef

rot
%
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[a13
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o
fr
O
4
s
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rir
ofs
32
£

&

flo

int agent_type; // cl°]HE E}Y

alf

String agent_name; // °lo]HAE 9]
String agent_IP_address; // o] HdEZ} X3 HFH L IP 5
int agent_port; // olo]HEZ}L YA HFEHY port T
static int agent_all_ID; // o] E] == DO WA 4
static int max_agent_level; // Manager agent®] A& <
int agent_ID; // @A do]HES] ID
int parent_agent_ID; // H & olo]dE 9 ID
int agent_level,
int child_counter; // At oo EEZ 9]

/)Nl AETE B Ao dgy s 4%

public arch_store(int type, String name, String IP, int port, int level ){
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agent_type = type;
agent_name = name;
agent_IP_address = IP;
agent_port = port;
agent_level = level;
child_counter=0;

agent_ID = agent_all_ID++;

if ( level > max_agent_level && type == 1)

max_agent_level = level;

}
/) WMygom 27 95k A=A}

public arch_store(){}

E= HAID - supervisor agent - Ul medule ver 0.1
= 4l & O
Archiechure and nformatopngaw S

Wiy AnckelEslure log

Wiew Defeciion atiack log

| viewAgentinformation |

Cezlecton aifack Windomy

|

Fig. 28 Snapshot of Ul module of Supervisor agent

Fig. 29+ T dist WAAE digk 208 RAFE Foz2H #AAHE JRE
A = A, BauE ARBE architecture logell 71&&8o 24 Fx7F AAE US
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SE Fzel olwd WG] WAy

B krchitecture log Window

CAoER |

Fig. 29 Snapshot of architecture log window
Fig. 302 39 oo|dEs ¥4% Bxste] nug MAAE nelF

A FAE A FE=A detection attack logol 7] E3Fo

=gozy olFe wAel Fu
@ 4 ek
Fu:.-ﬁ[lnur.liun allack log Window
Cioge |
Fig. 30 Snapshot of detection attack log window
Fig. 312 @A %o 744 do]dEES] ARE HAFE Fo=ZH o F& &

ato] ool HEES] ARE FAs & 4 Uk

F-_: kpent information Window

Farent | Child |

Fig. 31 Snapshot of agent information window
Supervisor agent® TZ9 TFE FAA = ANHA FRolmz F

548 7HA ok st A97F Bk ol s 5SS wEA1717] 98l Supervisor agenti=
AR FE oA ZFu 7R A (JVM, java virtual machine)o] B 2Fali= A] 2~ Elo] A
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ol s}

E

=
EEERIEY:

tlo

R
R

2)Cooperator agente] T3

Cooperator agenti Supervisor agent®] 7] <] o2 Supervisor agente} 2
& 7]1%& 7FA™, Supervisor agent?] AE|E Hotdd 4= YA Atk ©] Cooperator
agentt™ Fig. 329} o] Supervisor agent®} 72 Ul EES AF&317] wlito] <82
ZA 9k Supervisor agent’t 2tS FdstE o= Ul REL w4384 &eot

Supervisor agent’} 22 HFA W, 21 3t Cooperator agent®] Ul &2 &

Y

) Bz

Fig. 32 Snapshot of ui module of Cooperator agent

3)Manager agentd T8
Manager agent™ Tool agentl]l A 221+ AHE EAsta wex2e AME &
JEZFH FHHJY. 37012l Manager agent’t FAET a2 WEAAY S A3}
gk Fy o)t
class blackbord_module{

]_

oft
rir
=,
B
Iyt

public void insert_meta(String meta){} // "IEFA| 2] S %
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public String search_meta(String meta){} // "EIA A& FHE= vlirs
public void delete_meta(String meta){} // WEIR| A& 2HA|3 = WA=
=5 59 ool AES A9 do]HE Alele]l FTAIE FX| 57| g 7]E HH
AGS st AHols Fe2olth

oo
flo

class common{
static client_main client_parent; // ¢ dlo]dE AZA 4 EZQIH
static String parent_IP; // 4§ do|AE P F+4
static int parent_port; // ‘%l Slo]HE port %
static String agent_name; // AA12] o o] HE o] &
static String super_IP; // Supervisor agent®] IP 4

static int super_port; // Supervisor agent®] port &

4)Tool agentd T8
Tool agent= HYEA Al2="e] 7]Fo] Eoj7l= FEo2 2719 Tool agent’} +

Au At 2709 Tool agent= 27 syn &45 FAeE 7|62 EI scan 345 &

A3t 7| TEES XSRS FAHAY. U2 FARE UdA dHEXAS A9
Ao AEsta, FAS ER s Wih=olth
class server_service extends Thread{ /) N BE

public void init_meta_report(String data){} // WEAA S 49 AFo Histe
| Bt

public void detect_attackO{} // ¥4& BAS= WAL=

w
I
e
.
[

a
b
e
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FHE TR Azwe F ) ol AauEst el welid A2ue
IHe noape oM FAETE B8 TAL £YsL, Qg8 AR vgo
2 Fxo) AL Fosty, T2 5HL sHotets] 98 oY A HEES 4

HZ $35 vl Supervisor agent, Cooperator agent®}, Manager agent¢!

rlr
ot

MANI1, MAN2, MAN3 dJo]HdE9} Tool agent! SYN, SCAN do]HEE o] &34
TZ2E A, syndAI scanddS FNME FAHAETE ol&d S,
Manager agent$l MAN2¢9} Supervisor agent® E#S WA stk

Fig. 332 Supervisor agent?] Ul ®& H&E o= C(Cooperator agent, Manager agent
?l MANI, MAN2, MAN3, Tool agent?l SCAN, SYNe| o] FEHomn,
MAN27} 528 HEA He AS HAF3, syn ¥4 scan F4°] SAHASS
HolE

EHEID - superviear agent - L module ver 0.9

Archilechore and Infonmsaton Window

poopsraor Is instal connechon.
rw:-a-al.ur 5£auen| agen s Superdsor, TR AR CAE 00

1 i= infiad copnechion o rd |~

3 parant agant 5 Superdsor, Y Wiew Deteclion atack o |
mﬁf!'l | v |

: iﬂﬂ"{l

& initial LIZA'ITIEEUIIIFI:I.IMI
2's parer ager is

HH-.I% iz initial connaction, Wierwt Aupeeri] iniion meiion
MENT s parer agent is MAN
511 SCAN i inifal conrectian

| EC,A}-I & parant agant |5 [EETE]
éi Y1 Is initial connection,

53] E¥N'E pareni al?rnl is MaN

44 M.ﬁ.l'-.[.':‘ is shom!l!

E&E&.ﬁl&iﬂi&iii E

Detection aiatk Yindos

E-E'l]]l,ﬂg:lf_lﬂ H:H:H Detecting afack - TCP_SYRl_fack AackIP -
0110518 3:85°T] Detecting attack @ TCP_Ecan-fack a®ack. [P

i ¥ Exil ||

Fig. 33 Snapshot of Supervisor agent of prototype system testing
Fig. 339 architecture and information windowE X%, ‘cooperator is initial
connection.’& Cooperator agent’} A3Jo] T o] Supervisor agent® X 15 3k Aot}
‘cooperator’s parent agent is Supervisor.= Supervisor agentol] A Cooperator agent

o] A9l ool MEZE Supervisor agent® A4S 3 Aol
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‘MAN1 is initial connection.2 MANI1 oo]HdEY} Aol = Holxx MANI's
parent agent is Supervisor.'t= MANI1 oo]HE 2] 49 o] A EV} Supervisor o o] &
Eolt},

‘MANZ2 is initial connection.2 MAN2 ofo]HdEY} Aol = Holxx MAN2's
parent agent is MAN1.-= MAN2 do]HE ] A¢ oo]dE7} MANI1©|t},

‘MANS3 is initial connection.& MAN3 oo HE7} A3Jo] H Aola, ‘MAN3’'s
parent agent is MAN1.2 MANS3 oo A E 2] 49 ofo]dE7} MAN1o|t}.

‘SCAN is initial connection.’& SCAN do]dE7} Aao] H Aoli, ‘SCAN's
parent agent is MAN2. = SCAN o] HE 9] A¢] ofo]d E7F MAN29| T}

‘SYN is initial connection.2 SYN oJo]HE7} o] ¥ ZHojx ‘SYN's parent
agent is MAN3.'%= SYN ojo]E 2] 49| o o] E7F MAN3o|t}.

MANZ, is stop!!'> MAN2 olo]E7} 2H27] s2hs WFAve e HoFETh

Fig. 33¢] detection attack windowS X, ‘Detecting attack : TCP_SYN_Attack
Attack_IP : 203.200.200.201 Target_IP : 203.253.213.1032 syn ¥4 BX 33 oH,
T4 IP F4% 203.200.200.2010] 31 WA TP F4E 203.253.213.103¢] 2= AS g+
=3

‘Detecting attack : TCP_Scan_Attack Attack_IP : 203.200.200.201 Target_IP
203.253.213.103'> scan &4<& ©HAstA o™, ¥4 IP F4+ 203.200.200.2010] a2 o
IP 2+ 203.253.213.103°]2k= AS ddsdh o2 &4 A Bark 2o,
bt 7l
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Fig. 34 Snapshot of detection log window of
prototype system testing

Fig. 34+ Fig. 33°] K. o]= detection attack window®l] Hol= W&E =19 A
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=4, Fig. 339 X.o]i= view detection attack log HES T2

r-_:', kpent information Windowe
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Tepe |5IJD-EHI'|.I:IT Lewel [0 1D |'[|_

3213108 Pod [4X00

Chid wart | Chose |

Fig. 35 Snapshot of agent information window of

prototype sys
Fig. 35= Fig. 339 Hol&=

tem testing

view agent information HEE& F2W Uos Fo=

TZ2E FASZ e dolAHEY fF RoFE  AFolth. Supervisor?t MANI,
MAN2, MAN3, SCAN, SYN dlo]dE7} TEFHo Juh= AL HolFa o, o

oJHE o|F, dH, AS9 @Y,

SF FEWMD, oo]dES] 9] do]dES} a9 doJdESE

E! Architecture

1
E[I]IJ:1 ."

&

H |
s

H |
e
o
=
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]
H'
=
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"‘[I]I,."1 344] MANZ is stop!]
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log Windoer
|
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|:|:||:||:-r|all:|r i% iralial connechon
I:-I:I rat-:r 5 maran aoen s Superdeor.
1% iniial conreclian

M.*.I‘-.H & parent agent | Superdsor,
A2 is initial connection

AEA2's parend agent ta MANI,

I3 s inilial connection

I's parent agent s MANI,

SICAM is infial conreection

51 SCAN s parant agent ks MARZ

‘? E%T is imitial connecton

S¥M's parsn a?erﬂ Is MANE,

Fig. 36 Snapshot of architecture log window of

prototype system testing

Fig. 36 Fig. 330 Hol&=
2o AT eSS HolF
S FEWH RAgXs Aol

architecture and information windowol] X.°o]+= W &&

=4, Fig. 33| Ho]i= view architecture log HE
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parag0r agant s siop

Fig. 37 Snapshot of Cooperator agent of prototype system testing
= ru -'-' ARk L= ]
Fig. 372 Supervigor /a'entﬂ} =49 W39l o, Cooperator agent’h A a@o] ¥

Ae BT 9l

t

anager agentd N in
Pavent agent wildeess = ZA3_2593_F13_1685 Bt = AR

rta Incesrt & flgent = MANZ. Meta Nnowl = Data_snlwpsisdd

ta Ineert @ Agent = MAMI. Meta Ihil.rludgi = Data_anlpsisd)
2Ert:l.ng l:'rnE‘:h:llti a.ullrlt “'255 t agent! Mecsage ! TCP_BYM _Attack Attach_IP =

Target _1 2T 19183

Ropart From child aullrll- ] rank ug-un:l Aeesagn © TOP_RCAM_Attack Attack_ TP
R R 28580 281 Tareoe 1P+ Baa 262 819 1e0
hjuh:i:pt -+ ttnp o EE [4]] Fnow Ledgs 1} lysisdd
1 Emt = ta 1] = DOat [F2
Parent agent Hljﬂlll = 203.253.207.139 port = dﬂli“

Fig. 38 Snapshot of Manager agent(MAN1) of prototype system testing

Fig. 382 Manager agent?l MAN1 do]dEE H]F1 =, ‘Manager
agent<MANI> is start’= MANIlo] APHUSS HF1 MANIo] AP HUA
Supervisor agent@ A2l IP 49 YE HIE A, A9 ododES] HRE
oA H©r} ‘Parent agent address = 203.253.213.105 port = 4000’2 49| ool HEV}

X3t AFE 9 IP 49 LE HIE Supervisor agentZH-E A% e Aol
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‘Meta Insert : Agent = MAN2, Meta Knowledge = Data_anlysis()’& 3}9] ool =
E MAN27F WlebA A& s = Aol

‘Meta Insert : Agent = MAN3, Meta Knowledge
E MANS3o|] "WEHA A& dFs] = Aotk

Data_anlysis()’& 3}¢] ool =

‘Reporting from child agent to parent agent! Message : TCP_SYN_Attack
Attack_IP : 203.200.200.201 Target_IP : 203.253.213.103' 3&}¢] olo] dEd A 9] o
o] HE=R ‘TCP_SYN_Attack Attack_IP : 203.200.200.201 Target IP : 203.253.213.103'
HAAE Buls s BojFal gl

‘Reporting from child agent to parent agent! Message : TCP_SCAN_Attack
Attack_IP @ 203.200.200.201 Target_IP : 203.253.213.103 3&}9] ol o] dEo|A] 9]
oJHE=R  ‘TCP_SCAN_Attack  Attack_IP @  203.200.200.201  Target_IP
203.253.213.103'% "WAIA & Hul& A& HoFa Qo

‘child agent is stop : MAN2':= 3&}9] o

o] ERQ MAN27} s4& ®HFAT= A&
Ho]F o]gd A &9 ofo]HEV F2S HWFA W MANIOIA Supervisor agent
= o9 do]dEQ MAN27} T45 "HFATal RS sHA

‘Meta Delete : Agent = MAN2, Meta Knowledge = Data_analysis()’= 39 ol o]
HEQ MAN27F 545 "3 =4, 2asta ld MAN29| wepA S 2|8t A
2h=

‘Parent agent address = 203.253.207.139 port = 40002 ¢ o o] H E<Ql Supervisor
agent7} H2& W3=olA Cooperator agent’} T2S WA MANlY X2 HAL3H
Aolth, o] FE = MANIS d& w2 $1X2l Cooperator agent® X ilgE gt}

I =101
e R T =T

Hamnagier agenCiANRZ> iz stare

Farent agent adidiezs Z2A3 253 2T .26 pork *ITE

HMeta Inzert & Apenl BCAN, Heta Haowladige Detect_Roam_abtack:)

RBapart ing Fram child agest ta pament agent? Messzayge ¢ TCP_ECAM_Aetack Attach_IP
I Z2A3 200 288, 20 Targst _IF 1 2A3.253.213.103

Fig. 39 Snapshot of Manager agent(MAN2) of prototype system testing
Fig. 39% Manager agentd]l MAN2 do|HAEE HoF3 Q=4 ‘Manager

agent<MAN2> is start™= MAN27} A AS HolFH MAN2ZF A= HA
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Supervisor agent® A1) IP 49 YE WIS AEsa, A9 odojdES] HARE
aA Hrt

‘Parent agent address = 203.253.207.226 port = 2378 & AF9] oo A EZ} x5 #
FEQ IP 4% XE HIE Supervisor agentZH-E A4 ke Aol

‘Meta Insert : Agent = SCAN, Meta Knowledge = Detect_Scan_attack()'2 3}¢]
o] dEQI SCANo| WEtA| 4 S AFal = Zlolrt

‘Reporting from child agent to parent agent! Message : TCP_SCAN_Attack
Attack_IP : 203.200.200.201 Target_IP : 203.253.213.103'2 &} ¢ o] HAENA 9] o
o] AE=Z  TCP_SCAN_Attack  Attack IP :  203.200.200.201  Target_IP
203.253.213.103' el & HIA A& HuUl&= s HoFi 9t

AT 1ol x)
rwe =l biviel B S5 M

]'Iﬂnﬁu'r-l ﬁg:vnfliHI'lHi‘i i s=tarkt
Farent sgent addeoss EEII end 207, 36 pore - ZITE
'I'In.-tn Insert : fkgant = E¥YM. Mota Hmowledge = Detect _Sen_attachk{)
ﬂutrmu from child agent to E:lreni. agent? Mesopage = TOP_EYM_Attack Attach 0P =
T 288 2PB. XA Targec IF = ZHI.253.213.183

Fig. 40 Snapshot of Manager agent(MANS3) of prototype system testing

Fig. 402 Manager agentd] MAN3 do]dEE HOF3 =6, ‘Manager
agent<MAN3> is start'™= MAN3°c] AP AFS HolFH MAN3o| 4= HA
Supervisor agent® X219 IP 4% LE HIE HAEda, A9 oo|dES ARE
2A At

‘Parent agent address = 203.253.207.226 port = 23788 AF9] oo|AEZ} ¢x]3 7
FE IP 49 XE HIZ Supervisor agent=Z24H-E A% e Aot}

‘Meta Insert : Agent = SYN, Meta Knowledge = Detect_Syn_attack()’& &9 ol
o] MERQl SYNo| WlEbA| A& AF3] 2 Zoltt

‘Reporting from child agent to parent agent! Message : TCP_SYN_Attack
Attack_IP : 203.200.200.201 Target IP : 203.253.213.1032 3} 9] dlo]HEA 4] o
o] ME R ‘TCP_SYN_Attack Attack IP : 203.200.200.201 Target IP : 203.253.213.103’
olF MAAE Hul&= A& HoFi qUth
Fig. 412 Tool agent?] SYN o] EE Ho=3 l=H], “Tool agent(Syn) is start’
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= SYNo] AAHASS Ho]Fm  ‘Parent agent address = 203.253.207.221 port =
6456’ A9 ool A ETL 9T AFE ] IP F429 TE WIS Supervisor agent=
FH dAE 2 Aol olH A A do]HdES fAE HAE oW A9 doJHER

HERA A& AEsHA d

it i i . [=) =] m]
Tool agent{5ym) 15 start
Parent agent sddreds = 203, 253, 107,221 pork = E456
Detect attack @ TCP_SYR_ATTack Attack_TIP @ 203,200, 200,201 Targei_IP
e e e e T 1
E&rEﬁt agent address = 203,253,207, 226 port = 2370

[240]] (2] 1R E )

Fig. 41 Snapshot of Tool agent(SYN) of prototype system
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