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Summary

The internet enables multivendor systems to join
together so that many different of network devices can
co—exist. Standard management protocol 1S necessary to
manage these networks. SNMP (Simple Network
Management Protocol), one of the standard protocols, was
designed for this open-class management function and has
been successfully implemented as designed. In addition
many management programs for a web-based SNMP
network device are being developed these days by using
web techniques such as HTML, Java Applet, etc.

This paper suggests the user interface technique for
web-based network management that uses a web server
and a browser to handle static, dynamic, and interactive
management information. A web server, which plays a
managing role, offers a variety of types of information
including HTML, graphics, and Java Applet. A SNMP
agent, which co-operates with a web server, uses SNMP
protocol and provides access to management information.

Hence, the implementation of the user interface using

Java Applet, makes it possible for a manager to easily



search and manage agent MIBs through a browser. The
implementation of Java Applet, through which a manager
can be authorized by using password, leads to a resolution

of the security problem, a web-based flaw.
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oy} % AuE9 %<& 7HA (Monitoring)dt L A o] (Control) gl U E

=9 A% &g (Performance Management) 1212 4 2o B39} ®Bot

AAS Hgst7] 9g 7l Fo® Bt FE|(Security Management) 5 ©]Th.
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25 7839 FH(William,1996. 3F,1995).

2. SNMP 2F 2| A[AH

SNMP+E 1989 IETF(Internet Engineering Task Force)ol|l 2]&] 7]t
d ZrEZRA, WA o AuEo] e Wwz dgk e e
S FYSEE sk Aol 1 HA o] ¢ tH(Case,1990. Cerf,1990).

SNMP & 3] Alzee: o Azt HopAl S 4 A A A2 INMS:
Network Management System)3} W Q4o AFslHA #Ag Alxdoz
FH 84S wolso 8439 FRE FHFAY WFHTE FASE 9
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Fig. 2.1 Configuration of SNMP- network management system
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Table 2.1 The information for MIB-II object groups

MA| Z1E(Object Group)

A X (Information)

system{mib 1}

dd Wz, QG AA Sl g

interface{mib 2}

e
at{mib 3) MEY F48 29 F4=2 wis A
el wrmolA 1Pl FaAR el daAw
ip{mib 4}

icmp{mib 5}

tep{mib 6} TCPe Zs3 H&ol Hdd AR
udp{mib 7} UDPe] Zts2 H&ol #ad AR

I Ao)EY o] ZREFO FTHI L&
egpi{mib 8}

vdd g8

transmission{mib 10}

dolgl o] dEa ddd Ju

snmp{mib 11}
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Fig 24 The tree structure for MIB-1I object group
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SnmpOpagque.class
SnmplpAddress.class
SnmpNsap.class

Snmplnt.class

SnmpString.class

SnmpOID.class ‘

SnmpVar.class

SnmpCounter.class
SnmpCounter64.class

SnmpGauge.class

SnmpTimeticks.class

SnmpNull.class ‘

SnmpUnsignedint.class

SnmpBitstring.class

Fig. 4.1 SNMP variable class using implementation
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fe
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Color.class Layout.class, Pannel.class, Commponent.class,
BoxedPannel.class, SetField.class, AWT.class, ActiveComponent.class,

ChangeSetting.class, ButtonPanel.class, Images.class, gui.class
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- SNMPd|
SnmpAPI.class,

SnmpSession.class,

SnmpOID.class,SnmpVar.class,

O~

#Add =9
SnmpClient.class, SnmpException.class,
SASClient.class, SnmpPDU.class, SnmpCallback.class,

SnmpNull.class, Snmp.Int.class,

ASNTypes.class
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Fig. 4.2 The Diagram of User

Interface
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olHl™Mo|l XME
== S
Interface Information Address Tanslation
oflo|™ E2f
MIB-1l & &

Routing Table IP Address Table
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UDP Table
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TCP Segment2t /9/
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= E2F
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Fig. 4.3 Design for agent information

D Do} 4= AT

T o

9= AAbshe P B Fa
2 olgstel Aulele P&e AT W, aLn o T A P

,15,



ke

A=)
=i

=

M= fe 7 7 e H8stol § AHE o] &3 AR
ol 7hegh "ol del digh i F4 Ag gt 2bk of S 51(Fig 4.4)
= o]&ste] AFEAE ID9F A= ARE SAQldomA wtde Ve
s

D : |-|m.;|:mi-| Password i [~

Enter the Exact UgedD & Fas=wl
Press OF buton

Mebwurk MManagement Sysiem,
Chesjus Mational Universiy Network Managemen Lab,

| Wasning: Apolet Window

Fig 4.4 The method of authentication

using java applet

AHE2E QIEFEl o] 25 HFeh7] fsid W aael o
Y= g E A9 5 A sTh

2 =R E HE UAe®  Cisco 7513 Router, Omni ATM
Switching, SUNUltra-2 9o ~HolA 181 PCE A3t} Fig. 45
= ¥ A7} Cisco 7513 Routergs #etjdo =2 Hde)st slHo|r)

2

g

bl @

tlo
ol

74

,16,



) ™ §=

48 | Bhp - nen. chisil be, ke = o kana M sp Nma e, himl

ot
il
o
m
i

oldEe] dduxel Fui pedst 7t ool AES

I

A7 #3te] & 2E o]E(Host Name), Description(OS) 181l HES
AEH o] 29 2 A AT

ol Fef oA o] ES] Akl ARE V] S AEAF ¢IH
#o] 2o #|F %= HostName BRE B MIB-IIE 5 Al2¥ 25 {mib
1hel A+ sysName({1.3.6.1.2.15.0})S, Al2=do] thak OS FAEE A &35}

7] 9138 Descriptions sysDescr({1.3.6.1.2.1.1.0)& o] 838 AHo|t} 18

K

,17,



Zo]AE+E GetRequest ¥ o]AS o] &3l T HAHRE Ty

ol A &8t B Aol A= GetResponse ¥ #o|d o g &3t}

: GetRequest
SnmpTarget target=new SnmpTarget(); W
target.setTargetHost(getParameter("Agent_Host");

" ! EE——

target.setOID("1.3.6.1.2.1.1.5.0"); //hostname
target.setOID("1.3.6.1.2.1.1.1.0"); //Discription 2 0IDY| T3t GetResponse
target setOID("1.3.6.1.2.1.2.1.0"); /fifNumber GetResponse

. —
string result = teget.snmpGet()

Client(Manager) Agent_Host

Fig. 4.6 The diagram for general information
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A8 GetResponse 23] g ol o g S@sA Huh

ifDescr(2)

——GiphysAadres=@))
{ ifOperStatus(8) )
{ iflInOctes(10) )

[ Interface Group j

Fig. 4.8 The information entry of interface group in the MIB-II

i

Z setOIDList(SnmpOID[]) WIZE=E &3 o024 7153tk QA E H o)
2 ARE A7) 9% =+ ofEfjel il Fig. 49 o] Bupg-A Aol &=

2o Hr}.

1 A
TableViewl = new TableView();
TableViewl.items = ".1.1 1.2 .1.3 "}
TableViewl.isEditable = false;
TableViewl.peername= getParameter("AGENT_HOST");
TableViewl.mibfile = "RFC1213-MIB";
TableViewl.text="atlfIndex atPhysAddressat NetAddress”;
TableViewl.community = getParameter("COMMUNITY");
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TableViewl.syntaxname="INTEGER;PhysAddress;IpAddress;”;
TableViewl.polling_period = 15000;
TableViewl.oid = "1.3.6.1.2.1.3.1";

ChatgeSesing |
|
LI fiesor Mipe 1] fiped  [Fhvs W
| =astfemelfz =0 AR | o
~agittametll =1} T ISR
TR ) TR 1] =T ] ]
| |'.-:i||1|-1.ﬁi i 1] L] | :
|
i Aol e -

Fig. 49 The screen of interface information for managed agent
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Ejgfo] 2 Qe 27t 191 ¥E= @A Up Hela 291 ¥ E+= Down¥ %
o]t} o] 719l A iftype 62 ethernet-csmacd(RFC 1213914 A Ae] Zkel
gk o] yLEEo] dtheltt. gl it propPointToPoint(iftype:22) 45M

Algld -S4l 178 Sk

m
rlr

o
ARE & 5 9

(2) 2 W3 1§ (address translation group)
Network Address(dl& &4, IP 4)8 AE
Hlaly] 93 WMl HolEo RE ClEFAASE AXE AT 3t

olEel W HRE A&yl 95kl atLiFelA atTabled] <skal 9=

22 ANES Ae F WA TEHAE
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Table 4.1 Information for address translation group

A A 21 A (instance)

A i ;
M ¢ S3(0ID) 4 X (information)

atIfIndex ifIlndexs} 4 =S 2t= AHIH o]~
{1.3.6.1,2.1.3.1.1.1.0} 2] | =}
tPhysAdd _ -
(13612131120 |TA-AEHL @A Fa
atNetAddress A -o] &4 =Y A FAd g&ske

{1.36.1,21.31.1.3.0} |HEHALFEAP F24)

Fig. 410& [P F22 vjAo] o&49 Zad(st=sold) F42 A=
gnpite] Fi Ho]2S ATat. o714 atlfindexis SIEFH ]2~ 9w

2(ifIndex) 9t FLE g ZE= A HA |2 At

M= E3
ChangaSating
Siress Transisfnn Cooo
at |1 Inadas at Merakddrans SCHat hOdranE =
i 020 de 95 wb 7 192 2031301 T
I 0 6 47 le 47 40 192,203, 138.9
] B2 el T f- o (KR
I B0 %83 ib ba 192,209, 138,12
] H D Z0 Ta HH dc 197 I3 13003
| g0 1d e B 192,205, 13014
] 0 AA 324 bh T 197, M3 138,70
| 0Bh 2d 4 bh 79 102 209 13024
I 0 B0 2 4 bbh T3 192,203, 138,79
1 0B 2d 4 hh ™9 197 201322
i 060 3d 4 bb T3 192, 205, 138,34
] 0 el 0 4 all aF 197 . M3 138 .40
i 0 10 54 f5 &B 20 192, 203, 130,99 -
| | rl
|Warning: Applel Window

Fig. 4.10 The screen of address translation information

for managed agent
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(3) 258 AHB © o]l E(ipRouteTable)

T IPe] SEe #H9E o Ao #e ARE R E #@ew A
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