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Summary

Recently, Virtual Private Network(VPN) services are widely used to

establish enterprise networks. The enterprise networks may be distributed
locally and have been used to be in the form of leased lines of the public
networks. However, VPN provides more efficient ways of establishing enterprise
networks than ever. VPN services are provided depending upon contracts
between the VPN provider and the customer, and the tariff can be asked only
on the basis of usage. In addition, to meet various demands of customer, the
VPN provider supplies the management information and supports the limited
managing rights for the related public network resources. The customers be
able to manage their own VPNs. Nowadays, trends toward implementing
asynchronous transfer mode (ATM) technologiés for public and/or private
networks have been increasing and CNM has been also considered in the ATM
network environment. ATM Forum provides M3 Specifications for the CNM, but
VPN services across the several public networks are not considered. Therefore,
in this paper, a distributed architecture of CNM using M2M-MIB is proposed

and implemented using the UT-SNMP, package of University of Twente.
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Fig. 2 ATM network management reference model
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@2 i xt9t UNI (User network interface) &8 T 2EZE AHAAHE SNMPY
MIB O %9 system group®] MIBE Al&3 H At 283 Interface groupd
MIBE At&3 UNIE #g%d. g7xdEL 25 7|€9 SNMP MIBEZ2
RFC &<t Hold MIBES Ags #Ed 4+ o

Table 2 Requirements of M3 Interface Class 1 and MIB

2 -+ MIB
8t (read-onl
RIO read-only
access)
RII CNM o2 zt¢} UNI MIBIO system group
ZTEEZE A9 Hy RFC1573 : Interface group
R12 ATM A3 d5 AR RFC 1573 : iftable
ATM MIB atminterface-
) Ds3plepTable
29 A% 4% o Pt
R13 RFC 1407 : all
e AR
REC 1406 : all
RFC 1595 :. all
) ATM MIB : atminterface-
R14 ATM A% 74 Ax '
ConfTable
RFC1407 : dsx3Config Table
R15 EYASEF A AR RFC1406 : dsx1Config Table
RFCI1595:configuration Table
RIG ATM A& 714 H= ATM MIB : atmVplTable,
T A A atmVclTable,
RI7 | Edg 54 A2 ATM MIB ¢
atmTrafficDesdrParamTable
R18 event &4¥ SNMP notification
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m. A3 #= +x9% M2M-MIB

1. AEH g 7=

1) B8
guiHog g of R Foz ojRojA glon UE P& }F Y& I
st stue 2 2 AR & g 2L 2482 FRED

(1) 3% %( sub network )

(2) ¥ %( backbone network )

(3) Fg ==( A)

(4) 8l E& ol »#E 2HolA( M)

e st T 2 o4 #©y 8o o BElHEd B == #Y &
(2ol os B=Es Fugy 2HoMdMe £oE B &Y 7HF
gtk Fig. 4 A& ol g 3o gt FFxE E F Uth

Fig. 49 2#3 F3& 5709 &% %3 sve HE gz FAHHAY. 449
gRge Ao Beizs g AT Yor WE Fe HR Y5 AL
el & 3¢ FAY #rPel de Ao BAAIRH BAE WL 5
= glon g #ARY BAE T FE Aok

2) 3@ =Y
ggg AJAdS durE o o Y 842 o]FolA Q.
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Subnetwork3 ML
Subnetwork2

: Backbone
A)‘ A Ay Network
Subnetwork5

M = network management system with network manager Subnetwork?2
A = managed node with network agent 4

Fig. 4 Network configuration with Managers and Agents
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(1) ezl o3 Aojs e ZA
(2) AR

(3) #IY#

(4) H3g Z2EE

dedzte FN28H @8 FRE £33 ¢ A4 FHE dede  MIB(
management information base )& A& #AAIY. MIBt #29 JHE YE
e ¥ Jigolgdtn & F ded #AAE vty #8 FEE gojse
2A FAE ZAER, AFFe2N FAE A, YA dAst FH
ARE Fu Pedd 3@ Z2EZE AMgded 84 ARHD e T
T2 EFL SNMP ( Simple network management protocol ) & CMIP ( Common
management information protocol ) ©]th. 7] AP EL FFFNA o] A}
€53 e R SNMP )8 £ =& E ATM Forum BRR R A e} 3o
SNMP¢ SNMPe] #Z3 F&& ©@ SNMPV2E AHEdt. #EAE get
-requestPDU && set-requestPDUE thelztol Al RYozn gtg HFMsn 3
g 4 Aoy e &7E MY &S dBAAA FHHAY @& MARY.
P dast st A v event7t LA trap-requestPDUE #
glztoll Al B oz HAY FEHE ¢dd.

3) AZA #y 72

SNMPV2( second version of simple network management protocol }olA &
SNMPe A #eA-the)zte] 25 T Z(2-tle)E 7HA #EYAZE ZE diEaAE AH
ZAE AR Aol vd AFH @Y FRANE B9 @AV RE diA
of Wl A Mo e FAIY ¥ FIT B HWH 54 event7t EA
g w49 FERAA Budch o]RAL AABeA-FHBHA-d Y 3IFTF
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Z£@-tier)E 7Y, B FR7F AAY YA B B REHI FoAxa
g R w@o] Wotyol wat W HA Edy 4 FIAINA Hed
SNMPV2e| AFH F2& ALEFoE2H ol ZAPESL HAEN 49 B
A7t o dAHQ #dE ¥ £ IES Frh
G FYAL ol R SLEE FHY7] A E ) BEAAA HRE F)

A3 FAsta A dYaE dotof Fo. ol FHEL M2M-MIBE A%
M EH@S A Fig. 55 Fig. 4914 RAFAL Fo| FHM F2 Beas
o] g% AZFH wy FXE EAFI Jrh

Fig. 491A Be R o] 7Fx7F & %9 ¢ dd % &2t o @
St o] At zte] 7 &AL Arle] B FE Y w A9
B FA - A E T BYANA AP OEZA el AY HEE Fu
BA godME FE BT F AAED A BYAE dE e BYE Fud
ol Al e A7l FE e d2RE FATY 49 BeEde Fadex
oAlA mel ZAFE diast a8 A S did M2M-MIBE ol &3 2es 3
Ztagate dEate #gARE ¢of deAE FAsurt Fe@e oA 2ug
Aol AstdE FH BeAoA Eudd F9 FEAe ARE Hawod A
A 22 E dzol A HeA do. FhaRs) olgd dgEg #3339
AMe B33 22 7sES XT3 dojok ot

1D gzt A R Al
(2) 49 #A7E a73te ¢F 2o HASE A9 TR A LH.
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[ ) TM = top manager
IM = intermediate
manager
A = agent
m = monitoring
¢ = controling
r = reporting

Subnetwork4 Backbone network

Fig. 5 Management hierarchy among managers and agents
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2. M2M-MIB £4]

F BAAE Y BHAAAE dEAy G488 sz datdAs #a e
A& 3= dual-role entityeltd, A9 T A= FH FEAANA oW AHE B
g AJAE Alx, T FEAE dgAE ZASTsE EFol HAEHE 44
g

2k Al inform-requestPDUE BuW &¢3th A9 &2 A+ inform-requestPDU

[

2
&
2 2o inform-confirm$ Eu F#Atol Al notificationd WS g
F3 #YAE M2M-MIBE AH&3] old st &8 3t=d M2M-MIBE Fig. 69l
Mot & FxE 1A

M2M-MIB+ MIBI 9 snmp groupdl Aed & o2 A< &4 FAE A
# #Zol A e F2 HolE£g o]FojZth alarm table® event table, event
notify tableo] 17 ol™ Ztztol oA T Fhdeate] AEE sy &
dgg FEsn Uk

2) The alarm table
Alarm table2 gzl Al gHe dojex &3 AT v B F Ao @
o eventE WAAF)=d AR ET o] tabled] entrydlle T3 L A Eo]

o AL 75EE 4HEE Table 37 2t}

(1) 7H H 2ol A% p A g
@ BYAA e AAsE sty 2
(3) AN =

(4) ol HEE LAY dF =4

_18_



snmpM2ZM

snmpAlarmgroup

smpM2MCompliances

snmpObjectUnavailableAlarm |

snmpM2MObjects snmpEventgroup
snmpM2MGroups _
\\.A snmpAlarmNextindex _
snmpAlarm rmTable
e e i o
/lrmaaukmgzomanmgg snmpfallingAlarm _
mssuZN_sOoao::m:om\—
snmpEventNextindex _
snmpEventTable
snmpEvent I snmplindexNotifyMinMaxRetransmissions

snmpEventNotifyMoninterval _

snmpEventNotityTable |

Fig. 6 M2M-MIB
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Table 3 Objects in alarm entry

2 A 3 ] g
@} | contextldentity AL8-&  context® UWENAE  context
A e table W] #=x
Ade snmpAlarmIndex Z+Z+2] contextoll WE 29l
snmpAlarmVariable e ol HagAy
=4 m| snmpAlarmlinterval #e golom HwEE AHA
8% 7
¥ A snmpAlarmValue vpx]gtef] o1& HE|AA o gt
A snmpAlarmSampleType i U e |
ot z| snmpAlarmlinterval #e gdolem v AIHF
Ag )| snmpAlarmValue opxjatel] 8l & # MM
P snmpAlarmSampleType S 93 v} wY
9 g g| snmpAlarmRisingThreshold |2 #& S A7 &= Hd g
& A snmpAlarmFallingThreshold [ &S 2 AA7|= HAA &
43 &g A doss o day
snmpAlarmRisingEventinde
g o|HET} e o/HE HolEU 9
X
dEgiel Aol
ol Wl E 3h3t ¢ ZAd guss o w4
= snmpAlarmFallingEventInde i
2wy g oHEVL e olHE HolE U9
= = X
seg) dEZ 2 Ml
= HA7F AHE EBErHeE o wAE o
A} £ 5] snmpAlarmUnavailableEvent
HEZ Qe olHE HolEWe HE
15 3 Index
= AA ge A9l
ojHEL HAPLE weo] start up
snmpAlarmStartupAlarm
time
alarm table o] H%L MAGFES ol vl A WE o ojlEES LA
Al71e Aoy alarm & 443 d# 3 &3 Lol At AY YA AHEL a
larm table®} 4% &3} vty &g o] wAEA F3IF B AE alarm table
el 9 event table®] ¥ZE ¢lo] 3|3 event table2 Q‘JEE]% oz},



3) The event table

event7t ZASH F7t BAAE event table W entryE A& inform-
requestPDUE THEo] Bt} event entry?} inform-request PDUE & # A&
3= A table 49 Zoh

R 4 ¢
snmpEventIndex olWES HFUF gt
snmpEventID notification el & Het = &

Table 4 Objects in event entry used to compose inform request PDU

snmpEventID 7 M= notification el & YEHTE o] notification el 7 A 9
listg& AYs=d o AMEL inform-requestPDUY variable binding listel
{snmpAlarmVariable, snmpAlarmValue}2] HeE HojZt} o] HAMESY g2 4
¢ BYAAA LAY GF FEE LA g0

4) event notify table

3 B3 AL event notify tabled] Fod AEFNA HAAHH R notification
wo] ma}l inform-requestPDUE HuUln) JE & table 59 e AHAAER T4
g

Inform-requestPDU7} 49 @Al Al BlA o F3 #gates 49 @Al
AA inform-confirme] 271§ 7I%t2l® inform-confirme] Bold Al o =%
&2 oA entrye] snmpEventNotifyRetransmissionRegested®] +HE A A4
ot
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A A A

g ¥

snmpEventIndex

contextldentity

notification®] ¥<le] i o|HE

1% el 42

AFE-% request contextE

context tableWj o] Iz

snmpEventNotifyIntervalRequested

snmpEventNotifyRetransmissionsReq

uested

snmpEventNotifyLifetime

AAF7He] A2

HAE

]
i

SEAL

Table 5 Objects in event notify entry used to send inform request PDU
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1. M2H-MIBE AIRSH EA DAY @2l 7z

ZHe AMdREL AYHez BEHASA B4 A o FA EAHAR 2
€ 714 AMEMELS 42 ExY nARAL Mu2E QY FF PN AFgn
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bt oj2ld EAFE A2 A & =EAAE 98 =dded A e 7]
Ao BF TFYAAN THHA FAYARE AFHA ddd= ALY ZAF
22 TRAHL nAYHEIYE THesA e £ nAZEY FZRE ALY o
2de 718Hog ATM Forum®| d3tg man Aztd Fod MIBES A
434

]
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Fig. 7214 CPN1, CPN2, CPN39] n2A%wag #elzt giildl zZtz CNM-IMI,
CNM-IM2, CNM-IM3¢ $of z 93¢ FFPolN AFsts nAZR gz
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Abdeol MRS @ CNM-IMSZRE Hauwol xpale) 7paabd o] 2 A
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Fig. 7 Distributed enterprise network environment
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